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- Type of Electronic Payment Systems

ELECTRONIC PAYMENT SYSTEMS

- The concept of electronic commerce relates to selling goods or services
over the Internet. This involves making payments over the Internet. Thus osn-line
pay-ment systems and E-commerce are intricately linked given rhat on-line
consum-ers must pay for products and services which they are using online.

Electronic payment systems are proliferating in banking, retail, health care,
Gems & Jewellery, Handicraft, Fashion, garments, on-line markets and even
government, infact, anywhere money needs to change hands. Organizations are
motivated to use electronic payment systems by the need to deliver products and
services more cost effectively and to provide higher quality of service to the
customers. Customers are encouraged to use the clectronic payment systems
because of the ease of mak-ing payvments through them.

Research into electronic payment systems can be traced back to 1940s
when the first applications-the credit cards-appeared. In 1 970s, the emerging
electronic payment technology was labelled as electronic funds transfer (EFT).
EFT is defined as “any transfer of funds initiated through an electronic terminal,
telephonic instru-ment or computer or magnetic tape so as to order, instruct or
authorise a financial institution to debit or credit an amount™. EFT uses computer
and telecommunica-tion components both to supply and to transfer money or
financial assets. Transfer is information based and intangible. Thus EFT sands
n marked contrast to con-ventional money and payment modes that rely on physical
delivery of cash or cheques. The EFT or electronic payment system may mean
differently to consumers, suppli-ers of goods, banks or financial institutions, corporate
house, organization etc,

Toa consumer, an electronic payment system is a convenient way of making
a purchase or paying for a service without having to hold physical cash or going
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through the process of completing a cheque. This may be achieved through a credi
card. on-line or off-line, electronic cash, electronic cheque, smart card ete, which
are termed as Electronic Money.

Electronic money (also known as electronic cash, electronic currency, digital
money, digital cash or digital currency) refers to money or scrip which is exchanged
only clectronically. Typically, this involves use of computer networks, the internet
and digital stored value systems. EFT and direct deposit are examples of electronic
money. Also, it is a collective term for financial crvptography and technologies
enabling it

To a supplier of goods or serviees an electronic payment is the receipt or
out-ward movement of funds, which may be from consumers as bill payments,
outgoing pavments to supplicrs for materials or to employers as salary payments,
Such elec-trenic payment systems may be linked into an inventory management or
accounting system. eliminating the time-consuming clerical activities and offering
casicr man-agement of cash flows. To a bank or financial institution, an electronic
pavment is a series of processes by which value exchange is captured, verified and

accepled, a series of checks, balances and reconciliation’s to ensure integrity. Such

glectronic pavments are always in conjunction with a series of accounting entries.

Electronic payment svstems need to fulfill certain reguiremerts in order to emulate

the properties of the existing payment schemes. Some of these requirements are:

s Acceptability: Pavment system needs to be widcly acceptable in order to
be successful.
e Convertibility: It should be able to be converted into into other types of
funds.

Efficiency: The cost per transaction should be very low or nearly zcro.

Flexibility: Several methods of payment should be supported.

Reliability: The payment system needs to be higily reliable.

Scalability: Allowing new customers and supplicrs into the system should

not break down the infrastructure.

e User Friendly: Payment should be as easy as in the real world

e Security: Electronic payment systems should allow financial transactions

over open networks, such as the Internet.

Conventional Payment Process

A conventional process of payment and sertlement involves a buyer-to-
seller transfer of cash or payment information (e.g. credit card or check). The
actual sertle-ment of payment takes place in the financial processing network. A

cash payment requires a buyer’s withdrawal from his bank account, a transfer of
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and the seller’s deposit of the payment to his account. Non-cash

ment mecha-nisms are settled by adjusting, 1.¢. crediting and debiting, the
ap];roprintc accounts between the banks based on payment information conveyed
via check or credit card. Figure below is a simplified diagram for both cash and
non-cash transactions, Cash moves from the buyer's bank to the seller’s bank
through face-to-face exchanges in the market " If a buyer uses a non-cash method
of payment, payment information instead of cash flows from the buyer to the seller,
and ultimately payments are settled between affected banks who notationally adjust

accounts based on the payment in-formation. In real markets, this clearing process
involves some type of intermediaries such as credit card services or check clearing
companics. Schematically then most pavment systems arc based on similar
processes. The “information” conveyed to settle payments can be onc of the following

cash to the seller,

information about the identitics of the seller and the buyer and some
instruction to scttle payments without revealing financial information
financial information such as credit card or bank accounts numbers (including
checks and debit cards)

e actual values represented by digital currency

Seller's -
Bank

Deposit

=
Info flow = g
for noticnal E ;
changes 2 =
Buyer's m
Bank

Figure 15.1 : A simplified model of transaction

Types of Electronic Payment Systems

Electronic commerce, especially that invelving consumers and digital
products, places stringent demands on a payment system. Electronic commerce
be convenient for Web purchasing, transportable over the

payment sysicms must : :
erference, and cost effective for

network, strong cnough to thwart electronic int
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extremely low value transactions. Despite this impressive set of requirements, thiers
have been over two dozens proposed Internet payment standards. or protocols.
These range from Anony-mous Internet Mercantile Protocols by AT&T Bell Laly
to Conditional Access for Europe (CAFE.) for the European community, to Secur,
Electronic Transaction (SET) promoted by MasterCard. Many software angd
hardware products based on these open standards are being offered, including
CyberCash, Digicash, Mondex, NetBill and NetCheque. While the diversity of these
products is an indication of healthy competition, it does make it confusing for ordinary

Internet users and merchants to choose an appropriate payment mechanism, Tp -

structure the following discussion of types, we suggest all electronic payment systems
can be broadly classified into three groups:

*  Payment through an intermediary,

= Pavment based on EFT

® Payment based on electronic currency.

Payment Through an Intermediary—FPayment Clearing Services

When iaife-to-face purchase is replaced with on-line commerce, many
aspects of a transaction occur instantly, under which various processes of a normal
business interaction are subsumed. For example, a typical purchase involves stages
of locating a seller, selecting a product, asking a price quote, making an offer, agreeing
over payment mi-ans, checking the identity and validity of the payment mechanism,
trans-ferring of goods and receipts. In order to be used as a substitute for face-to-
face payments, online payment systems must incorporate all or some of these stages
within their payment functions. :

The lack of face-to-face interaction also leads to more secure methods of
pay-ment being developed for electronic commerce, to deal with the security
problems to! sensitive information and uncertainty about identity. Consequently,
electronic com-merce transactions require intermediaries to provide sccurity,
identification, and au-thentication as well as payment support.

Figure below shows a stylized transaction for online commerce using an
inter-mediary. In rhis model, the intermediary not only settles payments, it also
takes care of such needs as confirming scller and buyer identities, authenticating
and verifying order ing and payment information and other transactional requirements
lacking in virtual interactions. In the figure, two boxes delincate online purchasing
and secure or off-line payment clearing processes. Payment scttlement in this figure
follows the example of the traditional electronic funds transfer model which uses
secured private value networks. The intermediary contributes to market efficiency
by resolving u:l—ccrlai.m.ics about security and identity and relieving vendors of the
need to set up duplicative hardware and software to handle the online payment
clearing process.
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The payment information transmitted by the buyer may be one ofthrcv—
lypes. First, it may contain only customer order information such as the identity of
the buyer and seller, narie of the product, amount of payment, and other slnle
conditions but no payment information such as credit card numbers or checking
account numbers. In this case, the intermediary acts as a centralized commerce
enabler maintaining mem-bership and payment information for holh_ sellers and
buyers. Abuyer need only send the sel ler his identification number assu_gmdlbg,' thc
intermediary. Upon receiving the purchase order, the In‘h:lllTlﬁdlar}".Wl‘lﬁt‘!S it with
both the buver and seller and handles all sensitive payment information on b-l.jhalfot'
both. This is the electronic commerce model followed by First Virtual Holdings

+—  Sciilements
———p~ : Payment requests

ﬁ'ﬂ codli:lrma‘tlcn
L
Seller*
e '\ /
I = o )
| =l 1E
/ 2
Buver”
Bank J
Secured, off-line On-line transactions,
seitlement and confimmation

Figure 15.2 : Transactions with an intermediary

The key benefit of this payment clearing system is that it scparates sensilive
and nonsensitive information and only non-sensitive information is uxc_imngcd online.
This alleviates the concern with security that is often seen as a serious barrier to
online commerce. In fact, First Virtual does not even rely on encryption for messages
between buvers and sellers. A critical requisite for this system to work is the users
trust in the intermediaries.
Payment Based on EFT—Notational Funds Transfer .

The second type of payment sysmudocsn_mdcpmdon aﬁra&m
intermediary. Instead, sensitive payment information (such as ¢ mf-‘ i
account number) is transmitted along with orders, which l;g[l;ﬁ“ﬁﬂ op iclnw
implementation of Financial Electronic Data Interchange ( : cctronic Funds
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; i :cation of EDI, which sends credit card numbers
T (Eﬂ—}: nk:nf:.c?::uprpo:c-privatc networks between banks and major
msc EFTs to clear payments and settle accounts, an online payment
ice W to add capabilitics to process orders, accounts and receipts. In its
:;:;::5: el‘::nﬁnmmrﬁm may use digital checks —simply an image of a
__ and rely on existing payment cleanng networks. The Secure Electronic
Transachon [SE-T} protocol—a credit card based system supported by Visa and
MasterCard—uses digital certificates, which are digital credit cards. We call this
type of payment system as notational funds transfer system since it resembles
traditional electronic fund trans-fers and wire transfers which settle notational

aecounts of buyers and scllers.

or clectronic
corpora-tions. Tou

+—— - Seulements (NFT)
— & : Payment information

Seller’s m
Bank

®

{ Payment cleaning Services S E =S
Secured off-line seulement 3 28 12 g
througn EFT/EDUVAN : £3 g

H =]
n.l._...__........--' E = |
Buyer's
Bank
On-line transactions
and verification

Figure 15.3 : Notational Sfunds transfer system

Notational funds transfer systems differ from payment clearing services in
that the ‘pavment information’ transferred online contains sensitive financial
information. Thus, if it is intercepted by a third party, it may be abused like stolen
credit cards or debit cards. A majority of proposed electronic payment systems fall
into this second type of payment systems. The objective of these systems is Lo
extend the benefit and convenience of EFT to consumers and small busincsses,
However, unlike EFTs, the Internet is open and not as securc as private value
added networks (VANs). The challenge to these systems is how to secure the
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integrity of the payment messages being transmitted and to ensure the interoperability
petween different sets of payment protocols.
payment Based on Electronic Currency

The third type of payment systems transmit not payment information but a
digital product representing values: electronic currency. The nature of digital currency
mirrors that of paper money as a mcans of payment. As such, digital currency
payment systems have the same advantages as paper currency payment, namely
anonymity and convenience. As in other electronic payment systems, here too
security during transmission and storage is a concemn, although from a different
perspective, for digital currency systems doublespending, counterfeiting, and storage
become eritical issucs whereas eavesdropping and the issue of liability (when charges
arc made without authorization) are important for notational funds transfers. Figure
below shows a digital currency payment scheme.

———s : OQutside meney flows
— > : Inside money flows

[ i
Nl
\n
&

Transfer of
inside money

Paymienis
SO
¥ Spo0D

Buyer's ﬂ
prevv 1111 ]

Sertlement of
oulside money

Figure 15.4 : Digital currency payment system

The only difference from Figure is that the intermediary in Figure above
acts as an clectronic bank which converts outside moncy (e.g. U.S. currency), into
inside money (¢.g. tokens or e-cash) which is circulated within online markets.
However, as a private monetary system, digital currency will have wide ranging
impact on money and monetary system with implications extending far beyond
mere transactional efficiency. Already digital currency has spawned many tvpes of
neiw businesses: software vendors for currency server systems; hardware vendors
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i ices: technology firms for security,
for smart card readers and other interface dm_-rlm, technols ; Y,
encryption and authentication; and new banking scrvices lmterfacmg accounts in
digital currency and conventional currency, .. Mark Twain Bank. Many of these
new players navigate through areas uncharted by researchers and government
policy makers. Old maps used to inscribe unknown territories with “Here Bg
Dragv:'ms."a cantographic term for uncertainty. What kinds of dangerous as well as
fascinating “dragons” we will encounter in this new world of electronic payments is
the subject of the remaining sections.
CYBER CASH/ELECTRONIC CASH

Cyber Cash, Electronic cash, e-cash, digital money or digital cash
provides the means to transfer Money between I.tansacling parti.cs aver a nebwork
such as the Intemet. Electronic cash must satisfy some general properties of digital
moncy. e

1. Monetary Value: E-cash must have a monetary value f.e. it must be
backed cither by cash or bank authorized credit.

2. Interoperability: E-cash must be interoperable ie. exchangeable as
pay=ment for other e-cash, paper cash, goods or services, credit, deposits in banking
accounts and the like, Also e-cash should be interoperable between multiple banks
and be- tween multiple currencies.

3. Security: E-cash should not be easy to copy orjduplicate. A tricky
issue in. the use of e-cash is 3-spending. For instance, one could use the same ¢-
cash to buy some- thing in Japan, India and England simultaneously. Preventing
double spending from occurnng is extremely difficult. For this reason, most systems
relv on post- fact detection and puniShment.

4. Diversibility: E-cash must be available in several denominations. It
should also be divisible a way similar to real cash.-

Electronic Cash System

Elcctronic cash is based on cryplographic systems called “digital
signatures . This method involves a pair of mumeric keys that work in tandem:

one for locking (or encoding) and the other for unlocking (or decoding).”

Messages encoded with one numeric key can only be decoded with the other numeric
key and nune other. The encoding key is kepr private and the decoding key is
made public,

By supplying all customers (buyers and sellers) with its public key, a bank
en-ables the customers to decode any message (or currency) encoded with the
private key. If decoding by a customer yiclds a recognizable message, the customer
can be fairly confident that only the bank could have encoded it. These digital
signatures are very secure and have proved 1o be more resistant to forgery than
handwritten signstures. Before e-cash can bé used to buy products or services,
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it must be pro-cured from a currency server. In e-cash technology such an
dectronic cash issuing server is called the e-minf. The e-mint issues the electromic
cash based on the funds provided by the customer in various denominations, The
customer can use this e-cash to purchase items over the internct.

Any party involved in an e-cash transaction must necessarily maintain an
sc-count with an e-mint. The Deutsche Bank, The Mark Twain Bank and the St.
George 5 Bank in Australia are some of the Banks offering e-cash services.

The electronic cash transactions take place in three distinct and independent
phases. 2
I. Purchasing e-cash : The steps involved in the purchase of e-cash from
an c-mint are: .

The customer sends a request to the e-mint to issue e-cash for some amount
of money. For this the customer’s PC, using the appropriate software, calculates
how many digital coins of what denominations are needed to withdraw the requested
amount.

A random serial number of 64 bits or more for each coin 1s generated. This
senial number is multiplied by another random serial number cai’ed the blmdingfac-
tor and the so obtained “blinded number” is sent to the e-mint server encrypted:
using the banking public key. “The bank or ¢-mint server decrypts the encoded
blinded number using its private key.

The e-mint server using its private key creates a digital signature, or blind
signature from the blinded number or token and sends it back to the customer’s
computer. The customer is able to divide the blinded number by the blinding factor
and get the original serial number back. The original serial number plus the
digital signature sent by the bank are the digital coins,. their value being
guaranteed by the bank. A customer may store the digital coins on his hard drive

or smart card. In exchange of the e-cash money is debited from the customer’s
account.

IT Purchasing with Electronic Cash : A customer may use e-cash to
purchase products or services on-line.

= The customer selects the goods or services and transfers the digital coins
to the merchant.

& The merchant provides the goods to the customer.

III. Redeeming Cash by the Merchant: The merchant transfers the e
cash to the e-mint

®  The e-mint credits the merchant’s account with the money.

The above example shows the exchange of electronic cash between a
tustomer and seller. Similar transfer of ¢-cash may take place between two
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individuals or institutions such as banks, universities or other businesses. Now we
:“-]] d.is::-uss in detail that how Electronic cash payment process actually works.

How Cyber Cash Payment Works

transactions are completed between three separate software
programs: one program that resides on the consumer’s PC (Cyber Cash I“'f‘“ﬂl,
onc that operates as part of the merchant server, and one that operates within the
Cyber Cash servers. Before shopping with Cyber Cash, consumers download Cyber
Cash Wallet program which is available freely from Cyvber Cash Since the Cybc_r
Cash Wallet is a separate picce of software. consumers can use any type of credit
card. A Cvber Cash payment process, depicted in Figure below, works in the following

-C_\'bci‘ Cash

manner.
(1) The consumer selects items for purchase and fills out the merchant’s order
form, complete with necessary shipping information

(2) When the shopper sclects to pay with Cyber Cash, the merchant server
presents an invoice to the consumer and requests payment, sending a spccml
message to the consumer’s Cyber Cash Wallet. The consumer simply
chooses which credit card to pay with and clicks on it

Figure 13.5 : Cyber Cash Wallet keeps user’s credit card information
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(3) Cyber Cash Wallet sends credit card information to the merchant server,

{(4) The merchant server verifics the validity and ?nu:g.rity—l‘.hat is to .:h.,;'_.;
whether or not it was tampered with—-of received message, and sends it
to a CyberCash server,

(5) CyberCash server i linked to a credit card payment network, where accounts
are scttled by conventional processes.

{(6) Payment settlement result is forwarded to the CyberCash server.

{7) Merchant server is notified of the transaction result.

(8) Merchant sends ordered items with receipt to the shopper.

Cyber Cash @
m Merchas Cyber Cash
e I
et o | -2+ e ST
S [+ (o)
D-’mirk o
Cyber Caih)
m Intermet Cyber Cash
Wallet shapper

Figure I5.6 : Cyber Cos/i payment clearing process

Electronic cash is secure as neither the customer or payei nor the merchant
or payecan counterfeit the bank’s digital signar.lfe. The payer and the pavee can
verify that the payment is valid, since cach knows the bank’s public key and only
the bank’s private key could have gencrated the digital signature.

Electronic cash can be completely anomymous. Anonymity allows freedom
of usage- buy illegal or legal products and services. This is accomplished in the
following manner. When the ¢ -cash software at the customer end generates a
random serial lumber, it marks or blinds the original number using a blinding factor
and sending it to he bank. The “blinding™ carried out by the customer's software
makes it impossible or anyone to link the payment to the payer. Even the bank
cannot connect a digital :oin to a customer, since the customer’s original token was
blinded when it was signed by the bank or ¢-mint. Thus the e-cash system creates
anonymous, untraceable currency.

A problem associated with e-casH is that of double spending. However
to uncover double spending, the bank or e-mint must compare the digital coin passed
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to it for redemption against a database of spent coins. However the method of
matching digital coins with a central databasc has problems of cost overleads,
especially where the denominations are very small.

A drawback of e-cash is its inability te be easily divided inte smaller
amounts. It is often iccessary to get small denomination change in busirigss
transactions.

The enormous currency fluctuations in intemational finance pose another
problem and the event of sudden devaluation of certain currency-whe holds the
iiability-the buver or the seller? For such obstacles, e-cash in its carly forms may be
denominated in single currencies and exchanged at conventional market rates. There
are also operational risks associated with e-cash and these may be mitigated by
imposing constraints such as limits on-

1 The Tume over Which a Given Electronic Money 1s Valid. Time limits could
be set bevond which the electronic money would expire and become
worthless. The customer would have to redeem or exchange the money pi
ior tc the expiration deadline. For this feature to work, electronic money
would have to be time stamped,

2. How much can be Stored on and Transferred by Electronic Money. A
maximum upper limit could be imposed on the value that would be assigned
to any single transaction or that would be transferred to the same vendor
within a given period of time.

3. The Number of Exchanges that can lake Place Before 2 Money Needs to
be Redeposited With 2 Bank. A ceiling could be imposed on the number of
exchanges that would be permitted before any electronic money would
have to be redeposiled in a bank and reissued.

The above constraints introduce a whole new et of implementation issues
and involve overheads. Considenng the relative benefits and limitations of e-cash. it
is not very clear vet that the market as a whole will adopt an anenymous e-cash

standard. For now, e-cash is only a likely path 10 may fuuire h-jsiness transactions.
How well it succeeds is to be seen.

Properties and Specifications of Digital Currencies

Digital currencies are digitally exchangeable cash. Therefore, digital
currencies and paymcent systems romst satisfy both the monefarv properties expected
of cash and the requirements of”_he digital communication network If is actually a
rather simple matter to extend the NFT model into a value transfer model where
actual monetary value is exchanged, similar to any type of currency, instead of
account information. CyberCash discussed as an NFT system s in fact implementing

an extension of its system to enable peer-to-peer transactions that do not involve a
TTP for authentication.
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Desirable Properties of Digital Currency

Developers of digital currency have a wide range of options to implement
strong safety requirements of transmitting values over the network. f‘nr cxur_nplc, a
secure digital currency can be implemented by using strong encryption algorithms,

by employing tamper-resistant hardware, or by securing the network communication.

Although physical specifications of digital comns and tokens may vary, the following

. properties are fundamental to any digital currency payment system.

Monetary Value To be used as a monetary unit, digital currency must
have value that can be exchanged for other goods and services, be used to pay
fiduciary cbligations, or be transferred to another person. Since digital currency is
essentially a file, it does not have an intrinsic value, but must be linked to other
system of value, The most common implementation is to base the valuc of digital
currency on bank deposits, credits, or prepayments using outside money. Once a
digital currency is convertible to dollars, the next step is for it to be accepted in the
market as a monetary token. Once accepted and trusted, a digital currency can
establish related properties such as exchangeability and transferability

Convenience Convenience has been the biggest factor in the growth of
notational currencies such as checks, which are scalable and casy to transport,
Similarly, digital currencies must be convenient Lo use, store, access, and transport.
As a digital file, it may allow remote access to money via telephone, modein, or
Intemct connection. Electronic storage and transfer devices or network c.ab@.hi]itics
will be needed. To gain wide accepiance, digital cash also must be convenient in
terms of scalability and interoperability so that wsers need not carry multiple
denominations or multiple versions for each operating system.

Security To secure physical money and coins, one needs to store them in
wallets, safes or other private places If digital currencies are stored in hard drives
connected 1o an apen nebwork, theoretically anvbody can snoop and tamper with
the money. Encryption is used to protect digital currency against tampering. Some
proposals using smart cards, e.g. Mondex, store digital currency in tamper-resistant
hardware that can be maintained offline. Ecash relies on the security of Ecach
client software residing on users” computers. At the same time, digital currencies
must be resistant to accidents by owners. Dollar bills are printed on strong paper
that withstands many adverse treatments, such as washing. To achieve similar
security, adequate protection standards are needed both in physical specifications
of digital coins and in policy matters for legal and commercial liabilitics.

Authentication Authentication of money is done by visually inspecting
bills and coins. Although further tests could weighing, chemical analvsis. and
contacting the authorities, authentication is usually a simple matter for physical
currency. Digital currency, however, cannot be visually mspected and it is difficult
to distinguish the original and a counterfeit. Because of this, inspection of digital
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currency depends on auq:gmcr_:ling secondary information that acc:mnlmnics the
bills or coins such as the digital signatures of banks or payers attached to th currency
(serial number). A more rigid system will require contacting a. third party cach time
4 transaction is made. Although this system is more secure, the transaction costs
mav be too high for small-value purchases. A hardware based system liks Mondey
relies on software and hardware and does not require authentication for each transfer
of values. Other svstems will have to strengthen their client software or introduce
hardware protection to allow peer-to-peer transactions.

Non-refutability Acknowledging payment and receipt is a basic property
required of a povment system. In cazh transactions, simple receipt 15 enough tg
establish nonrefutability. A similar exchange of digital receipts can be used for
digital transactions. An alternative is to append all transacticn records into the digital
currency itself. In this svstem, digital coins accumulate information about all parties
involved in past transactions. These are called identificd tokens compared 1o
anonvmous tokens, which do not reveal information about users,

Accessibility and Reliability One advantage of digital currency over
cash 15 its capability to be transported over the network. Therefore, users can store
digital money at home but access it remotely via telephone or modem, the same
network used to clear payments. Because of this crucial role, digital pavment
systems must provide continucus, fast, and reliable connections.

Anonymity Unlike checks and cards, cash transactions are anonymous.
An anonyvmous payment system is needed to protect against revealing purchase
patterns and other consumer information, although untrazeable transactions are
opposed by the government in view of possible criminal uses. Mevertheless, the
need will persist, and anonyvmity is perhaps the single most important property of
cash transactions. Digital currency can be equipped with vary ing degree of anonymity
masking the user identity to the bank. the payee, or both. Strong anonymity guarantees
untraceability while a weaker version allows the user’s identity to be traced when
the need arises. While the issue of anonymity invokes debates about tax evasion.
money laundering and other criminal uses of digital currency. the econemic rationale
f'o.rSIran.:. anonymous digital coins is that they reduce transaction costs by eliminating
third parties and protect consumer information that could be u sed to price-discriminate
AMONE CONSUMETS.

Technical Specifications of Digital Currencies

Two types of digital currency have been developed but the gencral trend
appears to be toward a mixed system. Ecash, developed by DigiCash is the farerunner
of Internet pavment systems based on online transactions. Mondex represents the
other type of pavment system based on off-line transacticns. Unlike their on-line
counterparts amed at Internet users, off-line payment systems grew out of existing
electrome funds transfer mechanisms using debit cards sucly as telephone and cops
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gards. These cards hold pre- paid account information and merchants who accept
these cards are usually credited for the transaction amounts by the card issuer. By
psing computer chips embedded in these cards, hence the name smart cards, both
payment information and values can be transferred. As issuers develop network
interface devices, smart cards can be used online as well, competing directly with
caline payment systems. Similarly, Ecash and other online payment systems are
introducing clectronic wallets similar to smart cards enabling off-line transactions.
As the two become integrated, the distinction between online and off-line systems
is rapidly disappearing. Below, we discuss E-cash and Mondex in more detail.

E-cash : E-cash i1s a digital currency protocol developed by DigiCash and
tested extensively on the Internet. Ecash uses public kev encrvption technologies to
maintain the integrity of digital coins. By varying the encryption, Ecash can have
srong or weak anonymity. DigiCash licenses Ecash technologics to banks, who
convert outside money into digital currency and serve as currency Servers in
authenticating. cleanng and settlement of accounts. Mark Twain Bank of St. Louis
shown in Figure below, is the first electronic bank to license the Ecash technology
that serves interface functions between dollar-denominated accounts and E-cash
AcCOUNLS.

Electronic Check

~ In today’s competitive merchant landscape, it is vital to take advantage of
emerging iechnologies to improve business efficiency. Electronic check processing
@an make accepting checks easier, safer, and more cost-effective for merchants,
Benefits can include improved cash flow, minimizing losses from returned checks,
lowered admimstrative costs, and reduced depository bank fees, Electronic check
processing, also can help streamline the check acceptance process, reduce
paperwork, and expedite closing, balancing and settlement.
Introduction

- The check payinents m:lustry is undergoing a major change, driven by
sgmificant technological advances in electronic check processing options and growmg
merchant demand for these solutions. Because traditional check processing methods
are expensive, labor-intensive, and increasingly subj i

v ject to fraud, the question for
merchants today ha_s shifted from “Should I consider an electronic check method?™
to “Which electronic check method should I choose?™ 3

Although the slow but steady decline in check :
checks still comprise a significant portion of me mﬂiﬁ"&ﬁ;;ﬁlmmﬂ
Data/TeleCheek rescarch indicates that within the American pupuia:im .a [l
base of chack writers exist for whom checks are the prefirred Mathod G . Im
I, Merchants cannot afford to lose business by refusing to aceept cl'; p::nm
mnstead must make checks as effective and efficient as possible. : poec- -
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As electronic chock processing evolves, merchants are faced lwl't!'l .'Il"l‘.‘.".‘."l.‘i:lngly
; complex choices. This paper aims (o help merchants :_mnlyac |hc_1r options quickly,
clearly and cfficiently, in order to make the right decision for their specific busmpss
, needs. The environments addressed by this paper generally have the following
characteristics:
Checks are currently settled in a traditional manner entailing, the physical
transportation of paper checks to a local bank
e Transactions consist of payment for the exchange of goods and services in
a face-to-face environment
The vast majority of checks presented are consumer checks
e Some checks are returned due to insufficient funds and fraud
Although many aspects of this paper apply to smaller merchants, it also
takes into consideration larger, multi-location national and regional chains whose
customers are primarily consumers (not other businesses).
Lifecycle of a Check :
Check processing is composed of three interlinked sub-processes, the
“ABCs”.
Authorization - systems and processes that help a merchant determine
whether or not to accept a check. Merchants are generally moving from static

negative files to real-time verification systems based on sophisticated statistical
models. Potential costs include vendor fees and lost sales on declined transactions.

Back-office/settlement - processes that facilitate the movement of funds.
From a merchant perspective this process begins when a consumer hands a check
to a cashier. Costs include labor, bank fies, transportation, and float costs

Collections - processes that allow a merchant 1o recover funds cffectively
when a check is retumed. Merchanis have generally moved from store-based internal
collections to outsourced providers of collections services, Costs include uncollected
returned checks, additional bank fees and collections cfforts.

'Operational Characteristics

In the example shown in Figure below the business transaction begins with
the payee sending an invoice or bill to the payer, which is processed by the payer’s
accounts payable system. When the time comes to pay the invoice, the invoice
TafoTmation~Is retricved from the accounts payable system, and the invoice data
15 used to create an echeck. The echeck includes familiar check information such
as the payee’s name, the amount, and the date and the account information. To sign
the echeck, the payer enters a ;*!N to unlock an electronic checkbook card in the
form of a smart card. Th::; card is , secure container fior the payer's private signature
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key, and assures a degree of non-repudiation. The signature on the echeck may
also cryptographically bind a copy ofthe invoice to the echeck, so that an attacker
cannot substitute a different invoice in order to commit fraud. The invoice format is
not fixed, but it can be flexible with respect to length, format and data content, so
that the payer can return the document received from the payee, This provides the
payee with the complete information needed to correctly post the payment.

Send Invoice

o —
=1 i
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Posl Payment

Verify Signatures,
Endorse,
Write Depoait, Echeck
Sipn Diepanat

S

0 P,

Clear and Sctile Echeck

Payer™s Bank Payee’s Bank

Fig. 15,7 : Electronic Check Lockbox Flow

_TI:-.- signed echeck and invoice is sent to the pavee by email or a web
transaction. The pavee verifies the paver’s signature on the echeck and invoice,
detaches the invoice information, and posts the payment to accounts receivable.
The payee enters his PIN to unlock his electronie checkbook and uses the electronic
checkbook to endorse the echeck and to sign an electronic deposit shp to deposit a
batch of echecks. The endorsed echeck is forwarded to the pavee’s bank for deposit
@d sul?sgqucm clearing, The clearing process can be done by integrating echeck
wto existing Electronic Check payment systems or other clearing and settlement
systems. Both the payec’s bank and payer s bank verify all signatures on the echeck
and_ cnd(_;rwmenl using a two layer certificate system which links the signature
verification keys to the signer and signer s bank account. The paving bank verifies
that this transmission of the echeck is not a duplicate, that the payer’s certificate

and account are currently valid, and posts the echeck to the payer’s Demand Deposit
Account (DDA)

Finally, the payer receives a line item on his statement. which may now
“rry a full description of the transaction, since the entire contents of the ccheck



E-Commerce
178 3 " a4 I

- ve been designed so that the integrity,

arc ma:hmc-;;ﬁ{;pt:?jfof;:mu of public key signatures nre.-mﬂicbn:-:

:umucmrunm fraud. Furthermore, to protect the paper check accounts against

1o protect “3: use different bank account numbers, which are valid only for

fraud. ﬁh:c:]h.,wﬁm-s Since encryplion is not required to prevent fraud,

1}1::::::{? technology is compatible with export policics regarding encryption

:mh:glum- The echeck may be encrypied over any of the transmission l_inks for

privacy reasons, using encryption technology of a type and strength consistent \v

it'n regulations governing cach situation. Furthermore, the payer ami payee are not

anonymous to their respective banks, and echecks are compatible with legal
J.“tm',m,m,_‘ to report certain tvpes of financial transactions.

Benefits of Electronic Chegues

Compared 1o paper cheques and other forms of payments, clectronic
chequeing provides the fallowing advantages:

1. Saving i Teme. F-cheques can be issucd without having to fill out, mail or
deliver the cheques. The processing time is also reduced. With paper cheques
they have to be deposited in the bank for redemption, whereas with electronic
cheques the receiver can forward the cheques to the bank instantly and get
them credited to the account. E-cheques can greatly reduce the time from
the moment a consumer writes a cheque to the time when the receiver
recerves the deposit.

2. Reduction in Paper Handling Costs. Since all the processing is done on-
line, there 15 2 great reduction in paper work involved. Cheques are received
and processed on-line. Any correspondence sending back cheques to the
payers or payees is also handled on-line.

3. Reduction n Bounced Cheques. E-chequeing can be designed in such a
way ﬂmrhcmeuvcrmgﬂaﬂoﬁsuhnﬁumﬂem's bank before

Electronic Checkbooks

Amuﬁmmmmhuﬂndwmmmofuw i k
Fmsclr.s and is parily a biometric charactenistic of signer. This makes it;’iﬁin:;::
or a ﬁ;r,g;cr fo creale a perfect forgery, even if the forger has a s iec of a
handwritten signature, However, a perfect forgery of a ¢ e

Therefore, it is eritical o establishing an
kev signatures that payces and banks are able 1o
Possession and control over th

ceheck system based on public
ranks ¢ o trust that payers can maintain
GIr private signing keys at al] times, Electronic
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help ensure
checkbook smart cards or other cryptographic m:dwa:l;:r:h ::k?df‘;gerypis T
{hat signatures arc made only by legitimate signers, soand O Ty :
difficult. Electronic checkbook cards also standardize simp = gumﬂwn,ﬁ
distribution and use, so that a high and uniform mlofu;m;“can ‘cnah shed
without depending on the skill and diligence of every echec STOMET.

Figure 15.8 : Public Key Signature Security Fundamentals

As shown in Figure above, verifiers must believe three types of things
about the signer and the signer’s private and public signing keys:

1. Private key possession and control — The signature verifier must
believe that the signer has exclusive possession of his signing key. If an attacker
can get possession of the signer’s private’key, then the attacker can forge signaturcs
using his own system from any location on the network If the attacker can gain
control of the signer’s computer, then the attacker can forge signatures without the
signer's knowledge.

The electronic checkbook, in the form of a PIN-activated tamper-resistant
smart card or similar cryptographic hardware, performs the signing algorithm so
that the private signing key is always kept inside the trusted hardware and is never
read into the signer’s much more vulnerable networked personal computer or server.
The electronic checkbook is aware of echeck syntax and logs critical data from
cehecks to provide the signer with a trusted log of signing actions.

2. Key pair generation — The signature verifier must believe that the
private/ public key pair was generated such that the private key cannot be calculated
or guessed by an attacker based on knowledge of the public key.

The electronic checkbook performs key generation within the lamper-resistant
hardware using algorithms that have been properly tested and certified by the

manufacturet. Only the public key is exported from the hardware, and the private
key is never revealed to anyone.
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3. Public key infrastructure — The signature verifier must be able to
trust that the public key provided for usc in verifying the signature really belongs to
the signer and is the other half of the signer’s public key pair.

The electronic checkbook is mmitialized using procedurcs based on bank
card issuing processes. The public key exported from the card is included in an
X.509 certificate signed by the bank’s Certification Authority, and associated with
an account block also signed by the bank’s Ccrt'lﬁcaﬂmAul.lmr'ity. The bank echeck
servers also keep an independent database of the bank’s signer’s public keys, such
that they always know the most current relationships of keys to accounts and signers,
Besides kev management and logging functions just described, electronic
checkbooks also:
I.  include the checkbook’s unique number (manufacturer, model and serial
number) i cach echeck,

2. consecutively number each echeck as it is sipned, in order to ensure that
each echeck is unique,

3. generate random numbers that are prefixed to blocks to increase SECUFILY
of the hashing functions, g

4. contain signer personal data which the signer can selectively apply to
echecks,

5.

scpa_rgr.:l_n unlock echeck writing, checkbook administration and bank
admunistration functions using PINs,

6. deactivate if PIN hacking is detected.

; Furthermore, the design of the electronic checkbook must be such that the
private signing key cannot be extracted via its electrical connector and any successful

attempt 1o extract the private key will visibly damage the electronic checkbook and
render it inoperable

Fraud Prevention
A design goal of the echeck system is o

encryption, since standard
i h_a.mpcrod by export

¢ prevent fraud without relyving on
widespread availability of strong encryption has been
controls and by attempts to regulate its use. Cryptographic

i _ L. Duplicate detection — Each echeck is guaranteed to be unigue by the

: che yee and payee’s bank should detect
and .rcfusc duplicate suhﬁu_ss:ons of echecks, and the payer’s bank must detect
duplucnlw.:; and pay enly onc instance of an echeek This prevents multiple nis
due 1o innocent retransmissions of email, iy

; and also ’ :
and depositing an echeck in two different aaooum_r._r'mm"'s a payee from cashing
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2. Payee identification — The check block provides for checks to ]h];:
made out to the payee's bank routing code and either an account or‘custo{\:tc;c :
number. It also provides for an echeck to be made out to the payee’s pub Icﬁ'm)';
These parameters uniquely identify the payee, anfl prevent an m-:-csd_mppcr
exploiting the ambiguity of payee identification which qdwm'lscf:x\sts if only payee
common names are used. These parameters are also included in the endorsement

block so that' echecks can be endorsed over to uniquely identified third parties.

3. Electronic account numbers — The account number in the account
block is a randomly chosen number assigned by the bank for the purpose of writing
and depositing echecks. The paver’s and depositor’s echeck account numbers are
mapped to their paper check account numbers by t_hcl:r respective banks. The banks
will not accept paper checks or drafts written against the echeck account _numbcrs.
This prevents an eavesdropper or corrupt payes from printing and passing paper
checks or drafts against the account numbers.

4. Cryptographically attached invoices - Invoice and attachment blocks
can be sent with the echeck blocks to detail the purpose of the payment. These
blocks can be signed by the echeck signature, which binds these documents to the
echeck and ensures their authenticity and integrity. This prevents an attacker from,
for example, intercepting an echeck and purchase order, changing the delivery address
in the order, and forwarding the echeck and altered order to the merchant.

CREDIT CARD-BASED ELECTRONIC PAYMENT SYSTEMS

To avoid the complexity associated with digital cash and electronic cieques,
consumers and vendors are looking at credit card payments on the Intermet as one
of the fime fested alternatives.

A credit card is a small plastic card that has a magnetic strip on the
externior. The magnetic strip carnes some form of encoded infermation about the
card number and the card holder. The data that is encoded onto the card may be
encrypted making it difficult for potential thieves to decode or copy the

information onto another card. A card reader is required to read as well as write
mfermation to the magnetic strip.

Magnetic strip cards are vulnerable to compromise because the informanon
5 magnetically encoded and stored on the extenior of the card. This can be eopied,
forged or alfered. If the data is encrypted, then the security of the information is
entiinced, but the ability to exactly copy the encoded data and create a forzed copy
of the card is still a threar. Another drawback is that magnetically stored data is
vulizerable to damage if the card is placed close o a magnet or to ancther magnetically
encoded device. The magnetic strips are also vulnerable to scratches. However,
these drawbacks have not been a deterrent to the adoption and use of magnetic

strip cards. There are still widely used as credit cards, debit cards, identity cards,
hbrary cards, ATM coards ete
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Figure 159 : Credit Cards

Traditionally, the credit cards were used as off-line means of payment,
With the coming of the Internet they have been widely accepted as on-line payment
mechanisms as well. Though the use of credit cards during electronic transaction
added a new flavor in electronic commerce, there is nothing new in the basic process.
“The consumers, who want to buy a product or service, simply send their credit card
details to the involving service provider and the credit card organization handles this
payment like any other electronic transaction. Existing credit eard-based electronic
payment systems include:

{a) The use of encrypted cradit cards (e.g., World Wide Web form-based
encryption) ;

{b) Third-party authorization {e.g, First Virtual)
(a) Encryption and Credit Cards

In this scheme. in order to make a truly secure and nonrefutable transaction
using an encrvpied credit card, each consumer and each vendor generates a public
and a secret key. The public key is sent 1o the credit card company and put on its
public key server. The secret key is re-encrypted with a password and the
unencrvpted version is erased. To buy something from vendor X, the consumer
sends vendor X the message, “It is now time 72 [ am paving ¥ dollars to XTor item
Z.”" then the consumer uses his or her password (o sign the message with the public
key. The vendor will then sign the message with 1ts own secret key and send it to
the credit card company, which will bill the consumer for ¥ rupees and give the
same amount (less a fee) o X

(b) Third-party processors and credit cards

A third party eredit card processor is a company that accepts credit card
orders on behalf of other online businesses. In third-party processing, consumers

Tipe of Electronic Payment Systems 183

register with a third party on the [nternet to verify the electronic micro transactions.
Here, the two key servers are merchant server and payment server. Using a client
browser, a user makes a purchase from a merchant server by clicking on a payment
URL (hyperlinks), which is attached 1o the product on a WWW page. The payment
URLSs send the encoded information including the details of purchase (e.g., price of
item, target URL and duration) to the payment server. If the information entered by
the customer is valid and funds arc available, the payment server processes the
payment transaction and redirects the user’s browser to the purchased item with an
access URL, which encodes the details of the payment transaction (the amount, what
was purchased and duration). The access URL acts as a digital invoice, stamped
“paid” by the payment server; which provides evidence to the merchant that the user
has paid for the information and provides a receipt that grants the user access. The
merchant runs an HTTP server that is modified to process access URLs. The server
checks the validity of the URL and grants access if the expiration time has not passed.
Once the customer is authenticated, the payment is automatically processed.

In the credit card payment system there are four players: the customer:
the vendor: the issuer and the acquire,; The Issucr issues the customer a credit
card after verifying his eredentials. The issucr may or may not charge a onc time or
recurring processing fiee from the customer. The vendor has to apply to the acquirer
for permission to accepi one or more card brands,

Pros and Cons of Credit Card Based Paymenis

Credit cards have advantages both for the buver and the seller. Buyers
enjoy the credit period whereas the sellers have the advantage of enhanced sales
on credit cards. Also sellers are ensured that they will be paid for all their sales,
they need not worry about fraud.

Drawbacks of the existing eredit card-based electronic payment systems

»  The credit card companics need to mainiain a public server with all the public
kevs assuming that the credit card company will keep the vendor honest.

+ The companies maintaining credit-cand based payment systems have to be
big enough so that the costs for management and maintenance of the system
do not entail considerable profit lose. Technological and financial strength
of the compauy need to be pretty solid.

e Requiring an on-ling third-party connection for each transaction to different
banks could lead to processing bottlenzcks that can undermine the goal of
reliable use.

« The complexity of credit card processing using an on-line third-party, takes
place in the verification phase; a potential bottleneck, Verification using an
OTTP is time consuming and may require many sequence-specific
operations. This may lead the system at stake,
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ON-LINE CARD-BASED ELECTRONIC PAYMENT SYSTEM

With a view to overcome the above stated problems associated with
encrypted credit card and on-line third-party processor, in this paper, we have
proposed the framework for a new clectronic payment system for ¢asy security
incorporation; which does not use an on-line third party processor and which is also
suitable for business implementation in the third world developing countries.

In the third world developing countries, there has been little use of e-commerce
applications. Even different e-commerce applications like the electronic payment
svstem is not that much popular in those countries. The companics and the e-commerce
service providers always look for their profit. But since the cost for establishment and
maintenance of the on-line third-party processor is considerably high,”they are not
interested to use it and as a matter of fact, the credit card-based electronic payvment
svstem using on-line third-party processor is not at all used by them.

Here is a system which explains that instead of using the on-line third-party
processor how transaction can be within only two parties ¢an be done.

In this svstem, there are two partics associated with a transaction. One
party includes- the credit card providers (e.g.. VISA, MasterCard), charge card
providers (e.g.. Amenican Express), debit card providers (e.g.. Bank accounts),
digital card providers and private label card providers (J. C. Penny) and most
importantly even the Internet Service Providers who sell prepaid cards for dialup
internet access. Other party is the service provider for making on-lin transacfions.
The consumers can get cards from the card providers who can eventually make
these cards available in different stores and shops.

All the companies taking part in the card provider consortium can prepare
and sell cards. But they should maintain a fixed format. Each card provider has a
unique id. A card contains information about- the card provider id, secret number/
text, balance ete. Each of the companies will also maintain a database on the sold
cards from where the credits will be made. Moreover, each company will maintain
a scrver which will listen on a defined port for the “Credit Requests”, Generally the
card providers will prepare the card and will make them widely available in different
shops. The cards will be ranging from very low amounts to high amounts so that
users of wide verity of capability can utilize them. Each card will be bearing credit
equivalent to its’ cost

The customers buy products through the web server of the service provider
for making on-line transactions. The web server prompts the customers to enter
their card number, password and card provider 1d. Ft then sends a request for
crediting money to the card provider company. Where it is processed and a
notification is made to the service provider about the customer balance and after
getting clearance, the service provider completes the rest of the transaction, which
includes keeping the record of the transaction in the form of a digital signature and
requesting the deduction of credit in card sellers” database. A replica of the digital
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signature is stored on the credit card provider side so that it may check this against
the demand for money by the service provider at the end of the month.

A firewall will be in place between the card provider and thc service provider
to stand against possible threats of hacking and to prevent the intruders find also
secured communication between servers are to be ensured.

Smart Cards and Electronic Payment Systems

Card technology has advanced over the years to keep ahead of the wm‘ldu.r_idc
increase in card related crime. As the criminal fratemnity found ways of producing
sufficiently good counterfeit cards, so the card companies mtroduced new ways of
combating the problem. A succession of anti-fraud measures have been introduced
over the years such as the hologram, the Card Verification Value (C VV, a value
stored on the magnetic stripe which can be used to determine if a card has been
produced illicitly), and in some cases, photographs of the cardholder.

Magnetic stripe cards have now been developed to the pont where there is
little or no further scope for introducing more anti-crime measures. This has caused
the card associations to look at new technologies to take the plastic card into the
215t century. One technology which offers many benefits is the smart card, essenually
a small computer chip embedded into a plastic card with the same dimensions as
the magnetic stripe card. The only difference the cardholder sees is a small metal
arca on the face of the card which contains a set of clectrical contacts through
which the chip can be accessed.

From the anti-crime perspective there arc a number of benefits in adopting
the smart card. The card itself (or in conjunction with the terminal) can make
decisions about whether or not a transaction can take place. Secret values can be
stored on the eard which are not aceessible to the outside world allowing for example,
the card to check the cardholder’s PIN without having to go online to the card
issuer’s host sysiem. Also there is the possibility of modifving the way the card
works while it is inserted in a point of sale terminal even to the point of blocking the
card from further transactions if it has been reported lost or stolen. .

As well as these anti-fraud measures, the smart card is seen as offering a
number of other benefits to the card issuer and cardholder. These additional benefits
are an integral part of building the business case for introducing smart card
technology. Some of the other benefits of introducing smart cards are:

The ability to have more than one payment application resident on the card.
For example a card could contain an “electronic purse” to provide the equivalent of
cash, usually for lower value transactions such as parking, tickets, newspapers elc.

The ability to have other applications such as lovalty schemes and access
to information facilities (¢.g. libraries) co-resident on the card.

The possibility of reducing on-line validation costs by allowing the card to
operate off-line more of the time.
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In the future there may be the possibility of storing personal details such ag
driving license and medical records on the card,

There are many 1ssues o be resolved before such all-embracing cards
become common place, the most obvious ones being who owns the card and who
controls which applications can be loaded or deleted.

Todav, the banks are interested mainly in providing payment related serviees
to their customers and most of the current activity surrounds the provision of smar
card based credit/debit services sometimes with an additional electronic purse faciiity,

Smart cards have been in existence since the early 19805 and have become
a widely accepted and securc means of handling off-line as well as on-line
transactions

A smart eard is a small plastic card that looks similar to a credit card,
But i contains @ rrr.'a;rnpn.ir.'f.f,rn:af and a starage L.

Or

A smart card, chip card, or integrated circuit card (ICC), 15 defined as
any pocket-sized card with embedded integrated circuits which can process
information. This implics that it can receive input which is processed - by way of
the ICC applications - and delivered as an output. There are two broad categories
of [CCs. Memory cards contain only non-volatile memory storage components, and
perhaps some specific secunty logic Microprocessor cards contain volatile memory
and microprocessor components. The card is made of plastic, generally PVC, but
sometimes ABS. The card may embed a holegram to avoid counterfieiting

‘carte d’assurance maladie

Figure 15.10 : Smart Card
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Smart card technology has been able to overcome most of:thu limitations of
the: magnetic strip cards, however they arc more expensive to issuc. The s_torcd
data is not externally exposed to physical damage, such as scratches, and it is not
vulnerable to damage from magnetic ficlds. Further smart cnr_ds can store
significantly greater amounts of daid, estimated to be almost 100 times, than the
magnetic strip cards.

Smart cards are basically of two types -

1. Memory smart cards or electronic purses or Debit cards.

2. Intelligent or Relationship-based smart cards.
Electronic Purses

Electronic purses are smart cards that are capable of storing monetary
value onto their microprocessor chip. The consumers for purchase can use this
money. These arc used as debit cards for the payment against purchase of goods/
services or as pre- paid telephone cards.

The memory smart cards or electronic purses contain less information and
processing capabilities than the intelligent smart cards.

Smart cards can be loaded with money at an ATM equipped with a smart
card reader or a special machine by either puiting in cash or credit card. Vendors
accepting smart cards as a form of payment must be equipped with a smart card
reader. Many smart card readers are compatible with magnetic strip card readers.
Smart card technology can be used in either on-line or off-line mode. An off-line
smart card operates in the following manner:

I.  The consumer pays for the goods/services purchased by inserting the smart
carq into the verdor™s smart card reader,

ba

If there is enough money available for the purchase made, the value of the
purchas¢ is deducted from the balance on the card and added to an e-cash
box on the vend- ing machine. The remaining balance on the card is displaved
on the vending ma- chine or can be checked at an A TM or a bnla::aoc
reading deviee.

And when the balance on an electronic purse is depleted, the purse can be
recharged with more money. As for the vendor, at the end of the day or periodically
he inserts smart card into the vending machine or card reader to download the
sales. He can take the smart card to his bank and by inserting it into an ATM or
smart card reader he can redeem his cash or get the money transferred into his
bank account. .
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The smart eard technology may also be used on-line from the customers
personal computer if a smart card slot and the relevant software are available,
The user can then use the smart card for purchase with any vendor who accepts
the smart card payment on-line using some relevant software. The vendor’s PC
must also be equipped with a card reader to enable him to load the payments in his
smart card for credit or the vendor may have an on-ling connection with the bank
for credit of the payments.

Protection of Smart cards may done from theft and misuse by having
identification pictures on them or through password protection.

Such pre-paid systems are preferred by the vendors as there are less chances
of fraud. Also they arc good for the banks or financial institutions in comparison to
credit cards as the bank does not have to pay interest on the money any more.

Relationship-Based Smart Cards 2 f

Relationship based smart cards are enhanced smart cards that store
cardholder information including name. birth date, personal shopping preferences
and actual purchase records. Such information would enable merchants to
accurately track consumer behavior and develop promotional programs designed to
inerease the shopper loyalty. Relationship-based smart cards are expected to offer
consumers fur greater options, including the following:

Access to multiple services such as debit, eredit, investments or stored
value for e-cash on a single card.

. A variety of functions, such as eash access, bill payment, balance inquiry or
funds transfer for selected accounts.

. Multiple services at multiple locations using multiple device types, such as
an auto- mated teller machine. a screen phone, a personal computer, a
personal digrial assistant (PDA) etc.

«  Online payments of Reservations of railways; airways, shopping etc.

Companies are trying to incorporate these services into a personalized
banking relationship for each customer to enhance convenience, building loyalty
and retention and attract new customers. Bank are also attempting to customize
services on smart cards, offering a menu of services similar to those that come
up on ATM screens. As with credit cards, banks may also link up with health
carc providers, telephone companies, online shops, web merchants, travel
agencies, hotels, retailers and airlines to affer frequent shopping and other related
SErvices.
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Place Card Provider Introduction
Year
Delhi Delhi Metro Smart Card Delhi Metro Rail Corp 2005
Delhi Driving License Smart Card  Government of India
(ongoing tender) 2007
Delhi Vehicle Registration Government of India
Certificate Smart Card 2005
Jamshedpur Xavier Labor Relations
Institute smart card XLEI Card 2006
Kolkata Kolkata Metro Smart Card Kolkata Metro Rail Corp.
Mumbai Bus Pass Smart Card BEST (Brihan Mumbai
Electric Supply & Transport
Undertaking) 2007

Table 1 : Use of Smart Cards in India .
Smart Card Readers and Smart Phones

The benefits of smart cards will rely greatly on the omni-presence of devices
called the smart card readers that can communicate with the chip on the smart
card. In addition to reading from and writing to the smart cards, these devices can
also combine the elements of a personal computer, a point-of-sale terminal and a

phene to allow consumer to quick!y conduct financial transaction without leaving
their homes.

; In the simplest form, a card reader features a two-line by 16 character
_dlspl'.'i}' that can show both a prompt and the response entered by the user. Efficiency
is further enhanced by color-coded function keys, which can be programmed to
perform _ﬂ'l-c frequently used operations in a single keystroke. The card reader can
communicate via RS-232 serial interface with any transaction automation system,
including PCs and electronic cash registers. : ;

Recently card readers in the form of screen phones are becoming very
popular. The screen-based phones feature a four-line screen, a magnetic strip card
reader, a phone kevpad and a keyboard. The screen phones offer user interface
through menus similar to those found on ATMs. Other features of screen phones
include advanced telephonic functions such as atwo-way speaker phone capability,
a dialling directory at a phone log for tracking calls.
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Figures 15.11 : Smart Card Readers 1, 2, 3

To promote smart card usage the smiart card forum group of about 130
nd povernment agencies 15 drawing up CoMImon specifications to promote
multiple application smart cards useable almost evervwhere, from micro

busine
the use

payments 1o large business payments

Business lssues and Smart Cards

Cash is expensive to handle, count, and deposit and many invelve theft,
fraud or misplacement. As an alternative, smart cards are very convenient altemative
to handling cash,

Also in banking svstems it has been estimated that about 4 percent of the
value of cash that is deposited gets used up in handling costs. As a long-term planning
the bank industry forecasts the closing of the many expensive branches and
conducting virtually all businesss by telephone, using cash machines and home
computers. thus weaning away of even the small businesses and consumers of cash

Electromic purses are already very popular in the advanced countries to
pay for small as well as big items/services. Mondex, a more advanced usage of
smart cards, are electronic purses that can be loaded with five currencics at one
time. Like cash and unlike most other clectronic purse systems, Mondex is
anonymous. The banks that issue Mondex cards will not bz able to keep track of
who makes or receives payments.
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Very Short Questions :

What is payment Gask way 7
What is SET ?

What is blinding factor ?
What is Diversibility 7

What is Interoperability 7
What is Mon-refutability 2
What is Anonymity 7

Short Questions :

bt

F

What do you mean by EFT 7

What do vou mean by E-Cagn 7

Explain the Pros and Cons of Credit Card Based Payment 7
What do you mean by Electronic Purse 7

What is relationship based Emart cards 7

Write a process to purchase e-cash 7

Long Question :

Lk

w

What do you mean by Third Party h.uﬂ'bcntica'iicm, Discuss in detail.
What do you mean by EFT ? Discuss in detail.

Fow vou purchase e-cash and how it will work ?

Explain all proserties and Specification of Digital Currencies,

What is the difference between Debit Card, Credit Card & Smart Card.



Introeduction

E-commerce is defined as the buying and selling of products or services
over electronic systems such as the Internet and to a lesser extent, other computer
networks. It is generally regarded as the sales and coramercial function of eBusiness.
“There has been a massive increase in the level of trade conducted electronically
since the widespread penetration of the Intemmet. A wide varicty of commerce iz
conducted via eCommerce, including electronic funds transfer, supply_ chain
management, Intemet marketing, ooline transaction processing, clectronic data
interchangé (EDI), inventory management systems, and automated data collection
systems.

E-commerce tends to be at a higher echelon for risk and attacks. This is so
because according to our definition, E-Commerce is the transaction of goods and

| services; and the payment for those goods and services mferthe: Internet. Therefore,
 the physical place where all of these transactions occur is at the Secver level. The
| server can be viewed as the central repository’ ﬁ:l‘r your “E-Commeree Place of
Business [which consists of the actual website which duspl_ays your products and
} services, the customer database, and the payment mechanism]. If there are any
attacks to this server, in one blow, there is the potential you could lose everything,
B Thus, being proactive about security takes ona much greater magnitude now.
Threats to E-Commerce servers fall into two general categorics:
’ (1) Threats from an actual attacker(s);, and
W (2) Technological failure.
In terms of the former, the motivation is primarily psychological, 111-.-.. i“".;""
b isto garner personal information from people for 1']3: sheer purposcs orcuplmmtjcn
{(such obtaining Credit Card and Bank Account information; Phishing schemes,
. ining usermames and passwords, etc.). W:ll:; the latter, anything relnte.d.'m the
Internet can cause problems. This can be anyvthing from a network not configured
[
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properly to data packets being lost, especially in a wireless access environment.
Even poorly written programming code upon which your E-Commerce site was
developed can be very susceptible to threats. Most E-Commerce Scrvers utilize a
Windows Operating System (such as Windows 2000 and 2003 Server), a Web
Server Software to host the E-Commerce Site (such as Internet Information Services,
or I1S), and a database (such as Access 2000 or SQL Server 2000) which contains
your customer information and transaction history. These platforms have had various
security flaws associated with them, which has made them wide open to threats
and attacks. As a result, there has been a move in the business community to adopt
mare robust and secure platforms. A prime example of this is the use of Linux as
the operating system, Apache as the Web Server Software, and either PostGRESq]
or My SQL as the database (these are database languages created from the
Structured Query Language, or SQL).
Threats to Ecommerce

The direct threats to E-Commerce servers can be classified as either
(1) Malicious Code Threats; and
(2) Transmission Threats,

With the former, malicious, or rogue programming code is introduced into
the server in order to gain access to the svstem resources.  Verv ofien. the intent of
Malicious Code Attacks is to causc large scale damage to the E-Commerce server.
With the latter, the threats and risks can be classified as cither as active or passive.
With passive threats, the main goal is to listen (or cavesdrop) to transmissicns to the
server. With active threats, the intent is to alter the flow of data transmission or to
create a rogue transmission aimed directly at the E-Commerce server,

There are several types of atticks that a hacker can choose to deploy.
Some attacks aim at gaming specific information on individuals or companies to do
harm 1o, Dﬂ?cr types can just shut down the network so it is in operable which could
cause a business to lose on revenues. Some of these attacks are casily repairable
and others can cause a significant amount of damage to individuals and to companies.
(1) Malicious Code Attacks

_ Malicious or rogue programming code is introduced into the server in order
o gain Access o the system resources. Very often, the intent of Malicious Code
Attacks is to cause large scale damage to the E-Commerce server. Malware is
very much a part of the digital online landscape no matter it 15 welcome or not.
Malicious Software

Malware

Malware is malicious software. This software include the program that

exploit the vulnerabilities in computing system. The purpose of malicicus software
15 harm you or steal the information from vou,
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Malicious Software is also commonly referred to as Malware. According
1o Bruce Schneier, “Malicious Software includes computer viruses, worms, and
trojan horses™. Other cxpents include spyware, dishonest adware, crimeware,
rootkits, and other unwanted software. Bots and botnets will also be-presented as
they have also become a more COMIMON threat to compuler security.

What is it? Malicious Software or malware is software designed to infiltrate
a computer system without the owner’s informed consent.

What does it do? Depending on the variety of malware, “it can hijack your
browser, redirect your search attempts, serve up nasty pop-up ads, track what web
sites you visit, and generally screw things up™. The bottom linc is malware can cost
YOU OF YOUr oTganization time, money, Tesources, privacy, and security.

There are three characteristics of malwares:
| Self-replicating malware actively attempts to propagate by creating new
copies, or instances, of iiself. Malware may also be propagated passively,
by a user copving it accidentally, for example, but this isn’t self-replication.

2 The population growth of malware deseribes the overall change in the"

aumber of malware instances due to self-replication. Malware that dossn’t
self replicate will always have a zero population growth, but malware with
a zero population growth may self-replicate.
3 Parasitic malware requires some other executable code in order to exist.
“Executable” in this context should be taken very broadly to include anything
that can be executed, such as boot block code on a disk, binary code
Virus:
Self-replicating: yes
Population growth: positive
Parasitic: yes

A virus is malware that, when executed, trics to replicate itself into other
executable code: when it succeeds, the code is said to be infected. The infected
code, when run. can infect new eode in turn, This self-replication into existing
executable code is the key defining characteristic of a virus.
Types of Viruses

Viruses have been categorised into several different types according to the

ways in which they infect a system, the part of the system they affect or their
behaviours.

Parasitic virus:

Traditional and commeon virus. This will be attached with EXE files and
search for ather EXE file to infect them.
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Memory Resident Virus:

mentmywrs}'swmmﬁ'ﬂﬂ%me' From here onwards
it will infects all program that exccutes.

Boot Sector Virus: : :

Infiects the boot record and spread when the system is booted from the disk
containing the virus.

Stealth Virus: .

This virus hides itsclf from detection of antivirus scanning.
File Infector Viruses

File infector viruses are tlwﬁt‘:lhﬂtmfu‘loﬂ!ﬂfﬁlﬁ or programs on your
system. They operate in a number of ways. Once the original “host” program is run,
the virus can stay resident or “live’ inside your systems memory (RAM) and infect
programs as they are opened, or they can lay dormant inside another program.
Each time that program is run, the virus will infect another program or file.

A sccond, more complex file infector is one that doesa’t alter the program
itself, but alters the route a computer takes to open a file. In this way, the virus is
executed first, and then the original program is opened. If a program or file that is
mfected with a file infector virus is passed from one computer to another, over a
network or via floppy disk for example, the virus will begin infecting the “clean”
computer as soon as the file or program is opened.

Boot Sector Viruses

Whereas file infector viruses infect programs on a computer’s hard drive,
boot sector viruses can infect hard drives and removable disks, such as floppy
disks. The boot scetor is an arca at the beginning of a hard drive or other disk
where information about the drive or disk structure is stored. Symptoms of a boot
sector virus may be a computer that s unbootable or gives ermor messages upon
booting. Frustratingly, boot sector viruses may be present with no noticeable problems.

One thing should be noted about floppy disks. It does not matter whether
the floppy disk is a ‘bootable” disk or not, if the disk is infected with a boot sector
virus and you inadvertently leave the disk in the drive when vou reboot the computer,
the virus can still be executed. Ways of preventing this will be discussed in part two
of this series.

Macro Viruses

Macro viruses are by far the most common type of malicious code found
today. This is due to the popularity of software such as Microsoft Office and others
such as Corel Draw, which use the macro programming languages extensively in
the products.
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Macro viruses use an application’s own macro programming language 1o
distribute themselves, Macro viruses do not infect programs; they infect documents,
Macro viruses typically arrive in an infected document, a price list written with MS
Word for example. When the file is opened, the virus infects the base template on
the victim computer, in this case Normal dot. Normal.dot is the “framework’ that
Word documents are created on. Once this template is infected, every document
that is opencd from then on will be infected as well, making all documents created
or opened in Word a carmier of the macro virus. Macro viruses have been writlen
for most Microsoft Office applications, including Excel, Access, PowerPoint and
Word. They can also be found in Lotus AmiPro and Corel products to name a fiew,
One more warning about macro viruses is that they are not platform specific,
They can be found and spread through Macintosh, DEC Alpha, Microsoft NT and
Microsoft Windows. In other words, just because you received a Microsoft Word
file from a colleague using a Macintosh, doesn’t mean you will not be infected by a
macro virus embedded in that document,
Worms

Self-replicating: ves
Population growth: positive
Parasitic: no

A worm shares several charactenistics with a virus. The most LMportant
charactenistic is that worms are self-replicating too, but self-replication of a worm
is distinct in two ways. First. worms arc standalone, and do not rely on ather
executable code. Second, worms spread from machine to machine across networks.

A womm is a piece of code that can make fully functional copies of itself
and travel through a computer network andfor across the Internet through a number
of means. A worm does not attach themselves to other programs like traditional
viruses, but creates copies of itself, which in tumm create even more copies. The
computer “worm’ is so-called becauss of the way in which ‘rogue’ computer code
was onginally detected. Printouts of computer memory locations would show random
‘warmhole” patterns, much like that of the patterns on worm-eaten wood. The term

eventually became shortened and used to describe viruses that could *worm’ or
propagate across networks and the Intemet, leaving copies of themselves as they
travelled.

Worms are prolific duc to the fact that most are created using simple scripting
languages that can be created with a text editor and become fully functional
“programs’ under the nght conditions. For example, if you were to obtain a copy of
the ‘I Love You" worm and changed the files extension from vbs to txt, you could
safiely open the file in Notepad and view the structure of the worm. This makes the
vbs script worm extremely popular among the “seript kiddy " fraternity, as it takes no
{or very little) programming knowledge to modify an existing worm and release it
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into the wild (when a virus is circulating in the computing community oF throughou
the Internet, it is said 1o be ‘in the wild’.)

Trojan Horses
Self-replicating: no
Population growth: zero
rasitic: yes ;

5 ij:.n horses are named after the woeden horse Fmr_n-G_rc::k mytlmliogy in
which Greek soldiers snuck into the city of Troy. Accordingly T mjans&:m m:_lr icious,
programs that sneak into a victim computer disguised as harmless softw ar;: toja::
may also be ‘wrapped’ inside another program so that when the original innoc
program is installed, the Trojan program 15 installed as well. ;

The most commonly described Trojan has a pa_}'lu:ld that will allow a u‘scr
on another computer somewhere else in the world to gain full control and access o
the files on your computer. In this way, they can be used to Immch_dmual of service
attacks such as those that brought down Yahoo! and E-bay early in 2“00-'

Trojan horses typically consist of two parts, the server and the client. ']L.c
server is the part that is installed on the victim computer. When the server is installed,
it allows the remote client to send commands to the computer as if the other purf\cn
were sitting, at the kevboard. The remote attacker can upload and downlead files,
delete and create files on your system, play with the CD drive and generally r:mltrcl
most aspects of the victim machine. Most of the approximately 550 known T rog:lns_
will send some sort of message to the attacker to let them know the server is
running on the computer, Therefore, every time you connect 1o the Internet lh::
person who sent the Trojan will know that the system is online and open for abuse.
Legal Risks Associated with Trojan Infections

In addition to the effects previously mentioned, a Trojan infection may affect
vou legally. If vour network has been used sumeptitiously by an attacker as alaunching
pad for a denial of service or other attack, voumay be held responsible for any legal
damages. Further, a Trojan on your svstem could be used to gain access to another
network to steal sensitive mformation. If the intrusion is traced back to Your computer,
it may be difficult and expensive to defend vourself against prosecution.

There is also the risk of losing vour sensitive business information: contacts,
blueprints, liabilities, elc to a competitor eager to gain an advantage over ¥ou. Ir::agmc
how easy it would be for a competitor to undercut you if they had access to all your
customer accounts and contact details.

Hoax Viruses : s

There are hundreds of hoax viruses that spread like chain letters thm:t%:t a.;
mail. Although they cause little or no long-term damage, these hoaxes can as
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ous code. The standard response of most people when
S F is to pass it on to all people in their organisation and most
ﬁ:‘lﬁi;;ﬁ:l::;‘ :18::: mnl:::fs lists. This sets up a ch::nin macticln _thnt not only
wastes Internet bandwidth, but also wastes the valuable time of recipients.

Further, a hoax can be damaging to a company’s reputation. For example,
NVision Design Inc produced three small games prior to Christmas of 1999 A virus
hoax was spread worldwide that these games (Frog-a-pult, Elf-Bowl and Y2K
game) contained a delaved action virus that would wipe out the uscrs hard-drive,
Not only did this causc damage to the reputation of the games” developer Vectrix, it

also caused a deluge of e-mails in peoples” mail servers and inboxes.

disruptive as real malic

Logic Bomb:
Self-replicating: no
Population growth: zero
Parasitic: possibly

The oldest type of malicious software. This program is embedded with
some other program. When certain condition meets. the logic bomb will destroy
vour pe. It also crash at particular date which 15 fixed by attacer. Eg: if some
antivirus trying to delete or clean the logic bomb. The logic bomb will destroy the
pe.

Back Door or Trap Door:
Self-replicating: no
Population growth: zero
Parasitic: possibly

A back door is any mechanism which bypasses a normal security check,
Programmers sometimes create back doors for legitimate reasons, such as skipping
a ume-consuming authentication process when debugging a network server.

One special kind of back door is a RAT, which stands for Remote
Administration Tool or Remote Access Trojan, depending on whe's asked, These
programs allow a computer to be monitored and controlled remotely;

Rahbit:
Self-replicating: ves
Population growth: zero
Parasitic: no

Rabbit is the term used 1o describe malware that multiplies rapidly. Rabbits
may also be called bacteria, for largely the same reason.

There are actually two kinds of rabbit. The first is a program which tries to
consume all of some svatem resource, like disk space. A “fork bomb,” a program
whicli creates new processes in an infinite loop, is o classic example of this kind of
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rabbit. These tend to leave painfully obvious trails pointing tothe perpetrator, and
ar¢ not of particular interest.

The second kind of rabbit, which the characteristics above describe, i5 a
special case of a worm. This kind of rabbit is a standalone program which replicates
itself across a network from machine to machine, but deletes the original copy of
itself after replication. In other words, there is only one copy of a given rabbit on a
network: it just hops from one computer to another. Rabbits are rarely seen in
practice,

Spyware:

Spyware is software which collects information from a computer and
transmits it (o someone else,

The exact information spyware gathers may vary, but can include anything
which potentially has value:

I  Usermnames and passwords. These might be harvested from files on the
maching, or by recording what the user types using a key logger, A keylogger
differs from a Trojan horse in that a kevlogger passively captures kevatrokes
only; no active deception is involved. X

2 Email addresses, which would have value to a spammer,

3 Bank account and credit card numbers,

4 Software license keys, to facilitate software pirating,

Adware:
Self-replicating: no
Population growth: zero
Parasitic: no

Adware has similaritics to spyware in that both are gathering information
ahml:" llfc user and their h?blu. Mwa!-: is more marketing-focused, and may pop
::: i vurruscrpcn!s or redircct a user s web browser to certain web sites in the

opeaiof making 4-sals, 30“""‘““"_" will attempt to target the advertisement to fit
the context of what the user is doing. For example, a scarch for “Calgary” may
result in an unsolicited pop-up advertisement for “books about Calgary.” Adware
may also gather and transmit information about users which can be uged ii:lnnlkcI.mF
purposes. As with spyware, advare does not self-replicate, 3
Lombies:

Computers that have been compromised can | [

4 pr pe used by an attacker for a
uarml};!nf'mkn. _nnh::knnwmu to the legitimate owner; computers used in this way
are called zombies. I_'Il:: most common tasks for zombies are sending spam and
participating in coordinated, large-seale denial-of-service altacks
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Macro viruses use an application’s own macro programming language to
distribute themselves. Macro viruses do not infect programs; they infect documents,
Macro viruses typically ammive in an infected document, a price list written with M3
Word for example. When the file is opened, the virus infects the base template on
the victim computer, in this case Normal dot. Normal.dot is the “framework’ that
Word documents are created on. Onee this template is infected, every document
that is opened from then on will be infected as well, making all documents created
or opened in Word a carrier of the macro virus. Macro viruses have been written
for most Microsoft Office applications, including Excel, Access, PowerPoint and
Word. They can also be found in Lotus AmiPro and Corel products to name a few,

One more wamning about macro viruses is that they are not platform specific.

They can be found and spread through Macintosh, DEC Alpha, Microsoft NT and -

Microsoft Windows. In other words, just because you received a Mierosoft Word
file from a colleague using a Macintosh, doesn’t mean you will not be infected by a
macro virus embedded in that document.
Worms
Self-replicating ves
Population growth: positive
Parasitic: no

A worm shares several characteristics with a virus. The most important
lI:ha.rlw:tcnstllc is that worms are self-replicating too, but self-replication of a worm
is distinct in two ways. First, worms are standalone, and do not reiy on other
exccutable code. Second. worms spread from machine to machine across networks.

A worm 15 a picee of code that can make fully funciional copies of itself
and travel through a computer network and/or across the Internet through a number
a_:’ means. A worm does not attach themselves to other programs like traditional
viruses, but creates copies of itself, which in tumn create even more copies. The
computer “worm' is so-called because of the way in which ‘rogue’ computer code
was onginally detected. Printouts of computer memory locations would show random
‘wormhole” patterns, much like that of the patterns on worm-eaten wood. The term
eventually became shortened and used to describe viruses that could ‘worm’ or
propagate across networks and the Intemet, leaving copies of themsclves as they
travelled.

Worms are prolific due to the fact that most are created using simple seripting
languagcs‘lhat can be created with a text editor and become fully functional
‘programs undr.:r the right conditions. For example, if you were to obtain a copy of
the °I Love You” worm and changed the files extension from vbs to txt, yvou could
safely open the file in Notepad and view the structure of the worm. This makes the
vbs script worm extremely popular among the ‘script kiddy” fratemity, as it takes no
(or very little) programming knowledge to modify an existing worm and release it
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ato the wild (when a virus is circulating in the computing community of throughout
the Internet, it is said to be ‘in the wild".)

Trojan Horses

Self-replicating: no

Population growth: zero

Parasitic: yes v

Trojan horses are named afler the wooden horsc from G_rmk mythology in

which Greek soldiers snuck into the city of Troy. Wy Trojans are malicious
programs that sneak intoa victim computer disguised as harmless Sﬂflt‘“f‘a;l‘l:-_ijﬁ
may also be ‘wrapped’ inside another program so that when the original innoc
program is installed, the Trojan program is installed as well. _
_ The most commonly described Trojan has a pa}'load that will allew a user
on another computer somewhere else in the world to gam full control and acctsa o
the files on vour compter. In this way, they can be used to 'Iaum:h_dmml of service
attacks such as those that brought down “Yahoo! and E-bay early in 2000.

Trojan horses typically consist of two parts, the scrver and the lcl_i.cm. The
server is the part that is installed on the victim computer. When the server is installed,
it allows the remote client to send commands to the computer as if the other person
were sitting at the kevboard. The remote attacker can upload and download files,
delete and create files on your system, play with the CD drive and generally COI'I.I‘I‘OI
most aspects of the vietim machine. Most of the approximately 550 known Trojans
will send some sort of message to the attacker to let them know the server 13
running on the computer. Therefore, every time you connect 1o the Internct the
person who sent the Trojan will know that the system is online and open for abuse.
Legal Risks Associated with Trojan Infections

In addition to the effects previously mentioned, a Trojan infection may affect
you legally. If vour network has been used surreptitiously by an :tmck_uras a launching
pad for a denial of service or other attack. you may be held responsible for any legal
damages. Further, a Trojan on your system could be used to gain access 10 another
network to steal sensitive information. If the intrusion is traced back (o your computer,
it may be difficult and expensive to defend yourself aganst prosecution.

There is also the risk of losing vour sensitive business information; contacts,
blucprints, liabilities, ei¢ 1o a competitor eager to gain an advantage over vou. Imagine
how easy it would be for a competitor to undercut you if they had access to all vour
customer accounts and contact details.

Honx Viruses

There are hundreds of hoax viruses that spread like chain letters through e-

mail. Although they cause little or no long-term damage, these hoaxes can be as
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disruptive as real malicious cod:._‘!hc standard response of most Fmptn when
recciving a virus waming is to pass it on to :'1.‘ people in tl'lcn_' organisation and most
likely everyone clse in their contacts lists. This sets up achfun reaction !hat not only
wastes Internet bandwidth, but also wastes the valuable time of recipients.

Further, a hoax can be damaging to a company’s reputation. For example,
NVision Design Inc produced three small games prior to Christmas of 1999, A virus
hoax was spread worldwide that these games (Frog-a-pult, Elf-Bowl and Y2K
game) contained a delayed action virus that would wipe out the users hard-drive.
Not only did this cause damage to the reputation of the games” developer Vectrix, it

also caused a deluge of e-mails in peoples’ mail servers and inboxes.
Logic Bomb:

Self-replicating: no

Population growth: zero

Parasitic: possibly

The oldest tvpe of malicious software. This program is embedded with
some other program. When certain condition meets, the logic bomb will destroy
vour pe. It also crash at particular date which 15 fixed by attacer. Eg: if some
antivirus trying to delete or clean the logic bomb. The logic bomb will destroy the
pe.

Back Door or Trap Door:
Self-replicating: no
Population growth: zero
Parasitic: possibly

A back door is any mechanism which bypasses a normal security check.
Programmers sometimes create back doars for legitimate reasons, such as skipping
a time-consuming authentication process when debugging a network server.

One special kind of back door is a RAT, which stands for Remote
Administration Tool or Remote Access Trojan, depending on who's asked. These
programs allow a computer to be monitored and controlled remotely:

Rabbit:
Self-replicatng: yes
Population growth: zero
Parasitic: no

Rabbit is the term used to describe malware that multiplies rapidly. Rabbits
may also be called bacteria, for largely the same reason.

There arc actually two kinds of rabbit. The first is a program which trics 10
consume all of some system resource, like disk space. A “fork bomb,” a program
which creates new processes in an infinite loop, is a classic example of this kind of
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rabbit. These tend to leave painfully obvious trails pointing tothe perpetrator, and
are not of particular interest.

The second kind of rabbit, which the characteristics above describe, 15 a
special case of 2 worm, This kind of rabbit is a standalone program which replicates
itself across a network from machine to machine, but deletes the oniginal copy of
itself after replication. In other words, there is only one copy of a given rabbit on a
network; it just hops from one computer to another. Rabbits are rarcly seen in
practice.

Spyware:

Spyware is software which collects information from a’ computer and
transmits it to someone else.

The cxact information spyware zathers may vary, but can include anything
which potentially has value:

I Usermames and passwords. These might be harvested from files on the
machine, or by recording whas the user types using a key logger. A keylogger
differs from a Trojan horse in that a keylogger passively captures keystrokes
only; no active deception is involved, .

2  Email addresses, which would have value to a spammer.

3 Bank account and credit card numbers.

4  Software license keys, to facilitate software pirating,

Adware:
Self-replicating: no
Population growth: zero
Parasitic: no

Adware has similarities tc spyware in that both are gathering information
about the user and their habits. Adware is more marketing-focused, and may pop
up advertisements or redirect @ user’s web browser to certain web sites in the
hopes of making a sale, Some adware will attempt to target the advertisement to fit
the context of what the user is doing. For example, a search for “Calgary™ may
result in an unsolicited pop-up advertisement for “books about Calgary.” Adware
may also gather and transmit information about users which can be used for marketing
purposes. As with spyware, adware does not self-replicate,

Fombies:

Computers that have besn compromised can be used by an attacker fior &
variety of tasks, unbcknownst to the legitimate owner; computers used in this was
are called zombics. The most common tasks for zombies are sending spam and
participating in coordinated, large-scale denial-of-service attacks.
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(2)Transmission Threats
Denial of Service Attacks

With a Denial of Service Attack, the main intention is to deny your customers
the services provided on your E-Commerce server. There is no actual intent to
cause damage to files or to the system, but the goal is to literally shut the server
down. This happens when a massive amount of invalid data is sent to the server.
Because the server can handle and process so much information at any given time,
it is unable to keep with the information and data overflow. As a result, the server
becomes “confused”, and subsequently shuts down. Anocther type of Demal of
Service Attack is called the Distnibuted Denial of Service Attack. In this scenario,
many computers are used to launch an attack on a particular E-Commerce server.
The computers that are used to launch the attack are called “zombies ” These
“zombies” are controlled by a master host computer. It is the master host computer
which instructs the “zombic” computers to launch the attack on the E-Commerce
Server. As a result, the server shuts down because of the massive bombardment
of bad information and data being sent from the “zombie” computers. A Distributed
Demal of Service Attack 15 diagrammed as follows:

E[n_-ln :.'t;nrlei Counspomies
e
lEA'ﬂmlq«rﬁmw i

Fig. : 16.1 Diagram of A Distributed Denial of Service Attack
Ping of Death

When we surf the Web, or send E-Mail, the communications between our
computer and the server takes place via the data packet. It is the data packet that
contains the information and the request for mformation that 1s sent from our computer
to other computers over the Internet.  The communication protocol which is used 1o
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govern the flow of data packets is called Transmission Control Protocol/Intemnet
Protocol, or TCP/IP for short. The TCP/IP protocol allows for data packets to be
as large as 65,535 bytes. However, the data packet size that is nans:mued Eross
the Internet is about 1,500 bytes. With a Ping of Death Arnack, a massive data
packet is sent-65,536 bytes. As a result, the memory buffers of the E-Commerce
Server are totally overloaded, thus causing it to crash.

SYN Flooding

When we open up 2 Web Browser and type in a Web address, or click
“&end” to transmit that E-Mail from our own computer (referred to as in this section
as the “client computer”™), a set of messages is exchanged berween the server and
the clicnt computer. These set of exchanges is what establishes the Internet
connection from the client computer to the server, and vice versa. This is also
known as a “handshake.” To initiate this Internet comnection, a 5YN
(or synchronization) message is sent from the client computer to the server, and the
server replies back to the client computer with a SYN ACK
{orsynchronization acknowledgement) message. To complete the Internet
connection, the client computer sends back an ACK (or acknowledgement) message
to the server. At this point, since the E-Commerce server is awaiting to receive the
ACK message from the client computer, this is considered to be a half-open
connection. It is at this point in which the E-Commerce server becomes vulnerable
to attacks. Phony messages (which appear to be legitimate) could be sent to the E-
Commerce server, thus overloading its memory and processing power, and causing
it to crash,

Threats to Your E-Commerce Customers
Phishing Attacks

One of the biggest threats to vour E-Commeree customers is that of Phishing.
pecifically, Phishing can be defined as the act of sending an e-mail to a user falsely
claiming to be an established legitimate enterprisc in an attempt 1o scam the user
into surrendering private information that will be used for identity theft. So, for
example, fraudulent e-mail could be sent to your customers claiming that their online
account is about to expire, or their username and password has been compromised
in some fashion, or that there is a security upgrade that will take place affecting
their online account. After they are tricked into believing the content of the Phishinig,
¢-mail, the customer then clicks on the link, and submits all of their confidential
information. All Phishing e-mail contains a link, or a web address, in which the
customer clicks on thinking that they are going to secure and legitimate site (people
who launch Phishing schemes [also known as “Phishers”] can copy the HTML
code from your E-Commerce site, making it look authentic in the eyes of the
customer). The truth is. all of the confidential information submitted is collected by

the “Phisher”, who is bent upon creatung havoc and damage o your E-Commerce
business.



E-Commerce

202 -

Other Threats to E-Commerce Servers
There are other threats posed to E-Commerce servers, a fow are listed
here. These threats will be further discussed in subsequent articles,

Data Packet Sniffing

This refers to the use of Data Packet Sniffers, also known simply as
“gniffers.” While it is an invaluable tool to the Network Administrator for
troubleshooting and diagnosis, an attacker can also use a sniffer to intercept the
data packet flow and analyze the individual data packets. Usemames, passwords,
and other confidential customer data can then be hijacked from the E-Commerce
server. This is a very serious problem, especially in wircless networks, as the data
packets literally leave the confines of the network cabling and travel in the air,
Ultimately, Data Packet Sniffing can lead to hijacking sessions. This is when the
attacker eventually takes control over the network connection, kicks off legitimate
users (such as vour customers) from the E-Commerce server, and ultimately gains
control of it.

IP Spoofing

The intent here is to change the source address of a data packet to give it
the appearance that it oniginated from another computer. With [P Spoofing, it is
difficult to identify the real amacker, since all E-Commerce server logs will show
connections from a legitimate source. [P Spoofing is typically used to start the
launch of a Denial of Service Attack.
Port Scanning

This is listening to the network poris of the E-Commeree server. When
conducting such a scan, an attacker can figure out what kind of services are running
on the E-Commerce server. and from that point figure out the vulnerabilities of the
system in order to cause the greatest damage possible.
Trapdoors/Backdoors

In developing the code for an E-Commerce site, developers often leave
“trapdoors” or “backdoors™ 1o monitor the code as it is developed. Instead of a
implementing 2 secure protocol in which to access the code, backdoors provide a
quick way into the code. While it is convenient, trapdoors can lead to major security
threats if they are not completely removed prior to the launch of the E-Commerce
site. Remember, an attacker is always looking first for vulnerabilitics in the E-
Commerce server. Trapdoors provide a very easy vulnerability for the attacker 10
get into, and cause system wide damage 1o the E-Commerce server.
Security Tools
Preventative Strategies

When it comes to protecting company’s stored data on the compuier,
protective strategics takes place. It is a sad but true statement when [ say that the
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“good guys” of I'T secunty arc constantly playing catch up with the hackers and
attackers, The hackers and attackers are constantly coming up with new techniques
to try and gain illegal access to information, and as a result I'T security professionals
need to be on their toes looking for new attacks and ways to prevent them. IT
security professionals cannot gucss what type of attack will be discovered next,
they have to wait for these attacks to surface so they can attempt to deploy new
tactics of fighting off the attacks. This next section is going to discuss the commonly
used preventative strategics that are being deployed by IT security officials today
to thwart against hackers attempts at causing mayhem and destruction on the ¢-
Commerce servers. These are tools that are designed to protect valuable information
that is traveling across servers and networks,

(I} Firewalls

A firewall is a very important tool to use o protect personal information
and company data as well. A personal frewall helps protect your computer by
limiting the types of traffic initiated by and dirccted to your computer. The firewall
acts as security checkpoint that all communication with your server has (o cross
through. It is a very cffective spot to impose security rules. A firewall is like a
bodyguard that information and data from outside the network nceds 1o pass through
and get inspected by before the data and information can be passed onto the
ECommerce scrver that it is protecting. Firewalls can come both as software
packages and as physical hardware devices. A more formal definition for a firewall
is a network configuration, usually both hardware and software that forms a fortress
between networked computers within an organization and those outside the
organization. So the firewall acts like a bodyguard, by examining data packets that
are trying to come through onto the E-commerce server. It will allow proper and
legitimate data packets to get through but will deny access to data packets that do
not meet the firewall specifications. Along with inspecting all of the data packets
that try to enter the E-commerce server a firewall can also serve the function of a
ProXy server.

A proxy server is an intermediary computer that is between the user’s
computer and the Internet. This means that when you are on the intemet the fircwall
is standing between your E-Commerce server and the internet blocking bad and
unwanted communication attempts from hackers but accepting the legitimate ones
that you are lrying to initiate. You can manually set the level of securily vou Wwant
the firewall to use. Maximum securnity will block all access to the server from the
outside. Minimal security will allow too much access. You need to determine how
much security you will need when vou set up vour firewall and you can add or
remove certain security features overtime as vou realize that you may or may not
need them. The Firewall can also provide valuable information to the Systems
Administrator, such as the types and amount of data packet traffic, nun;lx‘r of
attempted network break ins, ete. It is important to know that firewalls are very
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.Epnd Al protecting vour server from outside attacks, it does not protect against an
tnternal threat. such as a disgruntied employee. Frequently monitoring the firewall
15 probably a good idea to make sure there are no internal attacks on the network

(IT) Routers

Earlier in the last section it was mentioned that a firewall can come in
software packages or as a physical hardware device. A router is an example of a
rtn-.w.all in hardware form. Routers are devices that computers and servers on the
nctwork can connect 20, 1o have access to the network. Routers are used to
Peccomplish two main goals: (1)t is a Firewall, so it protects the network and the
ECommerce Servers, and (2)Routers insure that data packets do not 2o where
cre are not intended to, and make sure that they arrive where there are intended
ta. The Router will decide which path in the network to send the data packets so
2y end up at the desired location in the fastest time. Routers also have an additional
level of secunty over software firewalls because they have a Network Address
’Translati.on (NAT) feature in which it will disguise your servers IP address to the
outside world and show the routers IP address instead,
"(IH} Network Intrusion Devices

. A Network Intrusion Device (IDS) is a device that takes the role in not
only defending vour network but it will constantly be looking for threats both inside
.and outside the network. If a threat 1s picked up by the Network Intrusion Device
then it will alert the security professionals menitoring the device so they ean decide
what secuniy measurces 1o implement on the intrusion. Network Intrusion Devices
can come in two different ways with different secunity features being unique to
.c:a::h. one. The first one, called “NIDS™ for Network Based Intrusion Dietection
Device, i1s usually used 1o look through the incoming data packets to inspect them
before they make contact wath the network. i
One drawback wath the NIDS Network Intrusion Device is that as vour E-
.gqmmcn:c networks are ganing in growth and the number of packets increases the
MNIDS must have enough room Lo support the growth. So if you start a small business
that does not get a lut of communicalion on your server, you might want to make
gure that if vour busincss takes off that yvou can handle the changes in network
traffic that will be coming with new business, The second type of Network Intrusion
Device 15 called “HIDS™ for Host Based Intrusion Detection Device. This HIDS is
’mmr:ctc‘d to only a single server or computer, as compared to a NIDS which is
connected to a network of computers and servers. HIDS will more than likely be
used for smaller personal protection while NIDS should be used for more organized
E-commerce transactions
(IV) Authentication

When your cuslomer logs onto your E-commerce server, they are logging
» on assuming that they are going to a secure valid site. From the owner’s point of
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view, they will want to ensure that the right authorized user is logging on and not
some hacker trying to gain access through the user. Authentication is what we use
to describe this. Authentication is verification who the user is and whether the user
is allowed access to the network.

To process through Authentication we use something called Secure Sockets

Laver, “SSL". Secure Socket Layer uses digital certificates that are sent between
the two servers, or the computer and server that are trying 1o make contact with
each other. The Securc Sockets Laver. is frequently used to control the secunty of
messages being sent over the internet. SSL has been improved to something called
Transport Layer Security which was founded on the same principles of S5L. “TLS
and SSL are not interoperable. However, a message sent with TLS can be handled
by a client that handles SSL but not TLS. S5L and TLS should be used on an E-
Commerce website when a customer must input a usermame and password, and
also if they have to give credit card information. Even though today obtaining a
SSL, secure socket layer, certificate is very easy and costless some online shopping
websites still does not use SSL during the checkout process

(V) Encryption

So authentication checks to make sure that you are communicating with

the actual person or machine that vou are supposed to be communicating with, and
not a hacker. However, what if the data that 1s being sent back and forth between
the two partics is intercepted? If this happens we use a method called Eneryption to
shuffle and confuse the data so the hacker cannot make sense of the data, A
method of serambling or encoding data to prevent unauthorized users from reading
or tampering with the data. There are many diffcrenct types of encryption and
many different ways to implement it but for an E-commerce server you should
make use of the Secure Shell or SSH method. It 15 a method that provides for an
encrypted login connection to a server, for example, your Ecommerce Server. In
this case, vour customer’s Username and Password, which would normally be sent
as plain text over an insecure Internet connection, would be serambled into an
undecipherable format. This is sayving when your customer Lypes in their username
and password to log on to the server, the SSH will make the uscrname and password
encrypted and scrambled so if a hacker docs get a hold it they will not be :ﬂ_-_~1c o
figure out what the customer s username and password is. This prevents illegiimans
users from accessing the E-commerce server

(VI} Virtual Private Networks (VPNs)

Secure Sockets Layer (SSL) and Sccurc Shell (SSH) both encrypt your
customer’s Usemname/Password, Credit Card Number, Social Secunty Number,
Home Address, ctc. so that if a hacker gets a hold of this information then they wall
not be able to figure out or use the information. Another way to “c“:"‘:’“‘rPIl1ih th"_mk
is to incorporate the use of a VPN or Virual Private Network, Virtual Private
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Networks are not just limited to encryption, but they make use of a feature called
“punneling” which adds another layer of protection. Tunm:'l.w_;g i5 a very casy wdea to
grasp. To putit simply, the data packet that contains all of the information (usermanie/
password, email, social security number, ¢tc.) from either the server or the customer
and puts that data packet inside of another data packet to further hide and make the

ensitive information even harder for a hacker to get into. ‘The three main network

protocols that are used for VPN's are Point To Point Tunneling Protocol(PPTP),
Internet Protocol Security(IPsec), and Layer 2 Tunneling Protocol{L2TP). Point
To Point Tunncling is used to access the Internct through a dial up modem. Italso is
2 more secure form of Point To Point Protocol. Internet Protocol Security has
different types and levels of secunty, such as ensunng the confidentiality and
authenticity of the data packets. “This protocol makes use of advanced encryption
techniques, such as Digital Signatures and Digital Certificates."(source 3) Laver 2
Tunneling Protocol, “The primary advantage of L2TP is that it can support ather
protocols.” (source 3) This means that you can us2 L2TP with other VPN's that
might be using a different protocol from the one that you ase currently using. This
can be a big advantage as not every protocol would make sense to use for every
company. different companics will use different protocols depending on what their
VPN must be able 1o accomplish. it does not provide any encrypion or confidentiality
by itself; it relics on an encryption protocol that it passes within the tunncl 1o provide
!',IH'L'{!L')'.

Risk Management Approach

The term “when the dust settles” often is used when discussing e-commerec,
and with good reason. The technology, the business models, and the valuc chain
relationships are new and in many ways different from traditional business
cnvironments. The uncertainty concerns the character and degree of those
differences. Nowhere is this truer than when discussing risks in ¢c-commeree
environments,

Risk management is the identification, assessment, and prioritization
of risks followed by coordinated and economical application of resources to
minimize, monior, and control the probability and/or impact of unforfunate events
or to maximize the realization of opportunities. Risk management’s objective is 1o
assurc uncertainty docs not deflect the endeavor from the business goals
Principles of risk management

The Intcrnational Organization for Standardization (IS0O) idennfics the
following principles of nisk management
Risk management should:
&  create value — resources expended to mitigate risk should be less than the
consequence of inaction

®  bean integral part of organizational processes

Security Issues in Ecommerce 207

be part of decision making process

explicitly address uncertainty and assumptions
be a systematic and structured process

be based on the best available information

be tailorable

take human factors into account

be transparent and inclusive

be dynamic, iterative and responsive to change
be capable of continual improvement and enhancement
be continually or periodically re-assessed
Risks in E-Commerce

Risks categorized in three primary areas: information risks, technology risks,
and business risks. Information risks stem from information published and contained
in web sites and associated with the conduct of e-commerce. Peripheral to
information risks are risks associated with misuse of information, such as violation
of laws in the United States and other countries. Technology risks include risks
involving hardware, software, telecommunications and databases. These risks
include the consequences resulting from the misuse of technology or the use of
inappropriate technologies required to address business needs. Business
risks concemn customer and supplier relationships, and risks associated with products
and services marketed and distributed over the Internet. They also include risks
associated with managerial aspects of the business including personnel and
contractual relations.

Because e-commerce straddles many functional and technical arcas, authors
in many disciplines have identified e-commerce-related risks. Compiled a partial
list of risks that appears below.

1. Infermation Risk

PR RO R R B

1.1. Content or web page exposing web publisher to libel, defamation of
character, slander

Copyright infringement and invasion of privacy suits stemming from posted
textual content
1.3. Copynght infringement and invasion of privacy suits stemming from digital
geanning and marphing

1.4, Copyright, patent, or trade secret infringement violations by material used
by web site developers

After unauthonzed access to a web site, online information about employecs
or customers is stolen, damaged or released without authorization
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II1.6. Electronic bulletin boards containing defamatory statements resulting in
liability or embarrassment
) L.7. Worldwide legal exposure resulting from use of creative matenial (¢.g. names,

likenesses) that violate laws of countries outside of the home country

D 1.8. Credit card information intercepted in transit is disclosed or used for
fraudulent purposes

Pio Information that has been changed or inserted in transmission is processed
leading to erroncous results

P. 10, Flight of intellectual property due to employees moving to competitors

D Technology Risk
2.1. MNegligent errors or omissions in software design

b 2.2. Unauthonized access to a web site,
2.3, Infecting a web site with computer viruses
2.4. Internet service provider (ISP) scrver crashes

P 2.5 Software error and omission risks causing unauthorized access

' 2.6. Software content risk that violates a copyright or is libelous,
2 7. Third party intercepts credit card information in transit causing breeches in

security for online payments.

2.8 Intercepting and copying or changing non-credit card information during

.' transmission

p 2o Insufficient bandwidth to handle traffic
2.10. Obsolete hardware or hardware lacking the capacity to process required

traffic

2. 11. Risk due to excessive [SP outages or poor performance

’ 2.12. ISP phone numbers being busy
2.13. 1SP or home-company servers being down

2 14. Scant technical infrastructure to manage cycle time to deveiop, present,
and process web-based products

2.15. Risk of improperly integrating c-commerce sysicm with internal databases
’ 2 16. Risk ofimproperly integrating e-commerce sysiem with intemal operational
’ Processes
2.17. Risk due to poor web =ite design manifesting themselves in long response
Lmes
' 2.18. Inability of customer or supplier computers to handle graphical downloads
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3. Business Risk
3.1. Web page content exposes web publisher to libel, defamation of character,
slander ;
3.2. Electronic bulletin boards containing defamatory statcments resulting m
liability :
3.3, Worldwide legal exposure resulting from use of information in viclation of
home-country laws
3.4. Using web sites to conduct illegal promotional games, such as a sweepstakes
or contests
3.5. Risks related to payment to web site developers and disputes between
developers and clients
Lack of maintenance on existing web pages
3.7. . Impact on business due to intellectual preperty lost duc to emplovees moving
o competitors
3.8 Changes in supplier relationships re: data access, data ownership, distribution
strategry, and markefing tactics
3.9. Changes in customer relationships re: data access, data ownership,
distribution strategy, and marketing tactics
3.10. Products out-of-stock duc 10 poor communication with operations
3.11. High shipping costs required for distribution
3.12. [Inconvenicnt retum policies — lack of coordination with physical system
3.13. Excessive dependence on ISP to support firm’s business strategy
3.14. [Inability to manage cyels time for developing, presenting, and processing
web-based products
3.15. Risk due to unprotected domain names which are usurped by other
organzatons
3.16. Improperly intcgrating e-cOmmerce systems with internal opc:ration:!.l
processes : .
3.17. Insufficient imegration of e-commerce with supply chain channels
The above risks can lead to events resulting in the deliberate or madvertent
loss of assets. Deliberate loss of assets can result from disclosing information,
fraud, or deliberate disruption of service. Inadvertent loss of asscls can occur
through inadvertent disruption of service, legal penaltics duc to disclosure of
information, or direct or indircct losses dug to lost business. As losses of thesc
forms can occur in non-e-commerce environments, what are the similantics and
differences between e-commerce and non-c-commerce risk environments?
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Risk Comparison

To compare risks in clectronic and non-g-commerce risks we postulate
fhree risk categorics: .

Category A: Those risks that are essentially the same in either
spvironment. For._:_w;mnplc, lcgal liahiiil}'d‘l.iﬂ to information impmpcrl)' posmd ona
«ch page essentially is the same as legal liability due to information disseminated
#y printed or other clectronic media.

Category B: Those risks that are essentially the same but that have unique
dimensions dictated by e-commerce. For example, insufficient integration of e~
commeree with supply chains might be an example of this risk.

Category C: Rusks that is unique to e-commerce and which have never
appeared before in other environments.

Analyzing the risks enumerated in the last section, yields a preponderance
of risks falling in Category A. For example, our analysis, albeit subjective, indicates
that all the Information risks — risks 1.1 through 1. 10, Technology Risks 2.1 through
3 14, and Business Risks 3.1 through 3. 14 all fall in this category. We conclude this
because these risks — although they occur in e-commerce — essentially are the
came risks that occur in other environments and have been managed in those
Cnvironments.

There are several risks that we classify in Category B: Technology Risks
2.15 through 2.18 and Business Risks 3.15 through 3.17. For thesc, we conclude
that although the risks are similar, the e-commerce environment is different enough
1o require unique treatment.

We found no risks in Category C — risks unique to ¢e-commerce and not encountered
elscwhere. Even those thangs that appear to be unique — for example illegal use
of a domain name or risks associated with ISPs — have counterparts in use of
logos or corporale NAmes, and risks associated with organizations contracted for
outsourcing data processing,  Naturally we do not imply that the above list of risks
exhaust all possibilities — certainly some may exist that fall in our Catcgory B or
even Category C. We do believe, however, that the majority of risks encountered
in e-commerce environments have been encountered before and generally, are
well undérstood if identified.

Can there be unique risks in clectronic environments and if o, what are
they? Although we have not identified any such risks here, we posit that they: 1)
concern business issues that are unique 1o e-Commerce and that are not found
elsewhere, 2) involve technological attributes unigue 1o e-Commerce envirouments
with no parallel issucs found elsewhere; 3) impact risk in ways uniquely determined
by characteristics of e-commerce.
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Cnl?{‘.a] to managing c-commerce risks is a methodology that provides
MaNAZCTs with the capability to identify assess and control risks on an ongoing
basis. One proposed methodology that does this is a scenario-based methodology
patterned on Information Security Management Planning (ISMP), a

. methodology implemented at a large money center bank to control information-

based risks.
Methodology to Manage Risk
E-commerce Risk Management (ECRM), is based on scenanio analysis

. and decision analysis, but differs from these techniques in several ways. First, by

integrating business, operations, and systems managers into the risk analysss process,
lECRM increases non-technical managers” ownership of the process and of the
information-based risk issues. Second, ECRM is flexable enough to address issues

; specific o unique processing, geographic and organizational emvironments. Third,

ECRM can be implemented at relatively low cost.
For the most part, these methods consist of the following clements,
performed, more or less, in the following order.
1. identify, chamacterize threats
2.  assess the vulnerability of critical assets to specific threats
3, determine the nsk (i.c. the expected likelihood and consequences of specific
types of atiacks on specific asscts)
4. identify ways to reduce those risks
5. prioritize nsk reduction measures based on a strategy
ECRM can identify potential risk events in their carly stages and by

preventing their occurrence, lead to lower nisk management costs. The actual nsk
management process consists of three phases:

Preliminary Risk Assessment

: '1134; Pmliminar_y Risk Assessment (PRA) is a structured meeting between
genior business, operations, marketing and svstems managers. The PRA'S purpose

is to highlight for further analysis, the key risk issucs and arcas facing the business
.

E-commerce risk is categorized in terms of nsk ta d 1
1 rget (where the nsk
occurs) and risk-type (Information Risk, Technology Risk, or Business Risk). The

PRA. focuses on outcomes based on ervors, onmussy
i . jons, structural w
deliberate acts, caknesses, and

; The mlultirggﬁdgau‘mtm “target-nsk combinations™.  The nsk asscssment
involves the senior business manager’'s providing a risk rating for each tanget-outeome

mmbim!ion_ given existing controls, Highly rated risks (on a 1-5 scalc) include an
explanation for why the rating was applied.
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Detailed Risk Assessment

In the Detailed Risk Assessment (DRA) the project team develops detailed
risk scenarios for cach highly rated PRA target-outcome combination. The bases
for the DRA are scenarios based on the risks enumerated in above section. The
DRA procedure is sequential includes:

®  Moeetings with managers from target areas to gain insights regarding risk
scenarios,

Brainstorming sessions and follow-up reviews to idcﬁtify potential scenarios;
Rating the scenaiios regarding risk on a 1 to 5 scale;

Identifying potential controls;

Selecting controls to be implemented.

In this process, DRA risk ratings need not reflect the PRA target-risk
combination rating. Cursory cost-benefit analysis often is sufficient to select or

discard controls. Formal decisicn analysis is usually unnecessary and may be
problematic.

The DRA's final step occurs when senior department and division managers
review the scenarios and preliminary recommendations for final approval

Controls Implementation

In Controls Impiementation the senior managers who participated in the
PRA review the study findings and recommendations. Recommended controls
frequently close security gaps for “high risk” scenarios, reduce risk exposure at
minimal cost, or scrap obsolete controls which are holdovers from previous years
and now address non-existent risks. Actually implementing the recommended controls
is the methodology’s final phase.
| The growing importance of e-commerce in business requires controlling
the -associated risks. Fortunately, e-commerce-based risks are similar to those
encountered in other business environments. Many. of the requisite controls are
extensions of controls for managing information svstems risks.

Although one always hesitates to forecast too far into the futare, if the past
IS any guide, many of the risks encountered in e-commerce environments will be
people-based. It is management’s ongoing responsibility to keep abreast to this

situation and monitor, assess, and control risk in the burgeoning e-commerce
€nvironment.

Fifteen Steps to Managing E-Commerce Risk

The following steps have been identified as those that are most important
to managing e-commerce risk.

|
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1 Knnw tﬁe rié_k;. aﬁﬁ
train your staff

2. Select the right acquirer/
payment processor and service
provider(s) =

3 Develop mtiﬂ wehsrte

content

4. Focusannskmductm

_5.. Build mternai fri.lud prewnt. , on .

5 Ui=eViatools

7. Apply fraud screening

8. Implement Verified by Visa

9. Protect your merchant account
from intrusion

E-COMMERCE START-UP

Your exposure to e-cornmerce risk depends on your business policies,
operational practices, fraud prevention and detection tools, security
controls, and the type of goods or services you provide. Your entire
organization should have a thorough understanding of the risks
associated with any internet transaction and should be well-versed in
your unique risk management approach.

If you have not yet launched an electronic storefront, you need to partner
with a Visa acquirer/payment processor that can provide effective risk
management support and demonstrate a thorough understanding of
Internet fraud risk and liability. You also want to take a good, hard look at
any service provider before you sign a contract. Bottom line? Does the

service provider have what it takes to keep your cardholder data safe and
mumimize fraud losses?

WEESITE uru_rn'

When designing your webscle, keepoperatlona! needs and risk factors
foremost in your mind. Key areas to consider are privacy, reliability, refund
policies, and custormer service access.

Your sales order function can help you efficiently and securely address
a number of risk. concerns. You ean caplure essential Visa card and
“Zardhoider details by highlighting required transaction data fieids and

verifying the Visa card and customer data that you receive through the
Internet.

o FML!D PREVEHTIJOH

By understandmg 1he m-'c"lasmg ﬁabrl:s cf your webs:ie visitors, you can
protect your business from high-risk transactions. The profilability of your
virtual storefront depends on the internal strategies and controls you use
to minimize fraud. To avoid losses, you need to build a risk management
infrastructure, robust internal fraud avoidance files, and intelligent
transaction controls.

To reduce your exposure 1o e-commerce risk, you need to select and

use the right combination of fraud prevention tools. Today, ther= are- a
number of oplions available to help you differentiate between a good
customer and an online thief. Key Visa tools include Address Verificaticn
Sarvice {AVS)", Card Verification Value 2 (CVV2)"". and Verified by Visa.

Fraud-screening methods can hels you minimize fraud for large-purchase
amounts and for high-risk transactions. By screening online Visa card
transactions carefully, you can avoid fraud activity before it results in a
loss for your business.

The tool Verified by Visa can create the most significant reduction
merchant risk exposure by increasing transaction security through
cardholder authenticalion and by providing chargeback protection
against fraud. £-commerce merchants who work with their acquirers
to implement Verified by Visa are protected from certain fraud-related
chargebacks on all Consumer and Commercial cards with limited

exceptions. If applicable, E-commerce merchants may receive a reduced
interchange rate.

Lsing sophisticated compulers and high-tech smarts, caminals are
gaining access to shopping cart and payment gateway processor systems.
attacking vulnerable e-commerce merchant accounts, and making
traudulent merchant deposits. By taking proactive measures, you can

effectively mimimize this kind of cyber attack and its associated fraud
risks.
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Cyber law - e o =

Cyber Law is arapidlymnlvi.:@axmofclwland crumpl law as applica
to the use of computers, and activities et and transactions mndu;n;d mr:;

- internet and other networks. This area of law also deals _wuh the exch E:uch
coramunications and information thereon, including ml.awd issues concerming such
communications and information as the protection ;:nfl.nlellotluai propeny rights,
freedom h, and public access (o information. in : I
rules anda;ﬁions mfablishadhy Congress, Ic_gisl-.-.mrts. courts, and mtn}-:muma:'
conventions o govern, prevent and resolve disputes that arise from the use o
compuiers and the Internet

Cyber law 15 a much newer phenomenon having emerged much aﬁ;;

the onset of Internet. Internet grew in @ complerely unplanned and fmwguu'mh
aner: Foven the inventors of Internet could not have really ﬂmml:iumd 1 fr
scope and far reaching consequences of € ﬁerspm;.'e_ The growl Wrﬂf:g ::e
cyberspace has heen enormous. Internet is growing rapidly . Wit t
population of Infernet doubling roughly every 100 days, Cyberspace 13
becoming the new preferred enviromment of the world. With the sponiancous
and almost phenomena! growth of cyberspace. new and ticklish issuwes relating
to various legal aspects of cyberspace began cropping up. In response to the
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absolutely complex and newly emerging legal issues relating fo
cyberspace, CYBER LAW or the law of Internet came inio being. The growth
of Cyberspace has resulted in the development of a new and highly specialized
branch of law called cyber laws- laws of the intemet and the world wide web.
Cyber laws that are in place to keep cybercrimes in check. In addition to
cyber laws, it elaborares various IT Security measures that can be used 1o
protect sensitive data against potential cyber threals.

Cyber Law & IT Act Overview

(I) Cyberspace

Cyberspace can be defined as an intricate environment that involves
interactions between people. software, and services. It is maintained by the
worldwide distribution of information and communication technology devices and
networks.

With the benefits carried by the technologieal advancements. the cyvberspace
today has become a common pool used by citizens, businesses, cntical information
infrastruciure, military and governments in a fashion that makes it hard to induce
clear boundaries among these different groups. The cyvberspace is anticipated to
become even more complex in the upcoming years, with the increase in networks
and devices connected to

(II) Cyber security

Cybersecurity denotes the technologies and procedures intended to safeguard
computers, networks, and data from unlawful admitiance, weaknesses, and attacks
transported through the Internet by cyvber delinquents.

IS0 27001 (ISO27001) is the international Cybersecurity Standard that
delivers a model for creating, applying, functioning, monitoring, reviewing, preserving,
and improving an Information Security Management System.

The Ministry of Cemmunication and Information Technology under the
f;ul{w.nur_:m“; of India provides a stratezy outline called the National Crbersecurity
Policy. purpose of this government is to protect the ublic and pri
nfrastructure from cvber-attacks. o : : S s
(IIT) Cybersecurity Policy
= The c:‘b-l_:rﬁecurity policy is a developing mission that caters 1o the entire
_ l]du:j:nf‘ Information and Communication Technology (ICT) users and providers. It
mcludes
@ Home users
®  Small, medium, and large Enterprises
Government and non-government entities

It serves as an authority framework that defi and guides the activities

issociated with the security of cyberspace. It allows all sectors and organizations
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in designing suitable cybersccunty policies to meet their requirements. The policy
provides an outline to effectively protect information, information systems and
networks,

It gives an understanding into the Government’s approach and strategy for
security of cvber space in the country. It also sketches some pointers to allow
collaborative working across the public and private sectors to safeguard information
and information systems. Therefore, the aim of this policy 15 to create a cybersecurity
framework, which leads to detailed actions and programs to increase the security
carnage of cvberspace.

Cyber Crime

Cyber Crime is not defined in Information Technology Act 2000 nor in the
LT. Amendment Act 2008 nor in any other legislation in India. In fact, it cannot be
too. Offence or crime has been dealt with elaborately listing vanous acts and the
punishments for each, under the Indian Penal Code, 1360 and quite a few other
legislations too. Hence, to define cvber crime, we can say, it is just a combination of
crime and computer. To put it in simple terms ‘any offence or crime iz which a
computer is used is a cyber crime”. Interestingly even a petty offence like stealing
or pick-pocket can be brought within the broader purview of cyber crime lf_1lu:
basic data or aid to such an offence is a computer or an information stored ina
compuler used (or misused) by the fraudster. The LT. Act d:ﬁncls a computer,
computer network, data, information and all other necessury ingredients that form

part of a cyber crime. In a cyber cnme, computer or the data itsa;l[_‘ﬂm target or the
object of offence or a tool in committing somc other offence. providing the necessary
inputs for that offence. All such acts of erime wili come under the broader definition
of cvber crime. )
Cyber crimes can be basically divided into 3 major categories:

1. Cybercrimes against persons.

2. Cvbercnmes against property.

3 Cybercnimes against government.
Cybercrimes against persons . 1 :

Cvbercrimes committed against persons include various crimes like

transmission of child-pomography, harassment of any one with the use of a computer
such as e-mail. The trafficking, distribution, posting, and dissemination of obscend
;mlur‘lﬂl including pormography and indecent exposure, constitutes onc of the mosi
important Cvbererimes known today. The potential harm of such a crime 1o hu.rmm. Enity]
; pchu,dl.,‘ be amplified. This 15 one Cybercrime which threatens to m.'ldlcnnmc th
b 1h of the vounger generation as also leave irreparable scars and injury on the
o o -cnur:-nion. if not controlled. example wherein the damage was not done 14
F'Uum;.zlr]é{jm 1o the masses is the case of the Melissa virus. The Melissa virus firs|
a pers ; F ]
app;rarcd on the internet in March of 1999, 1t spread rapidly throughout computel

. “cracks™

. sympathisers all over
. Dec. 2000, the acen
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. systems in the United States and Europe. It is estimated that the virus caused 80

- million dollars in damages to computers worldwide,
Cybercrimes against all forms of property

) The second category of Cyber-cri 1 Imes Against
yber-crimes is that of Cybercrimes |
forms of property. These crimes include computer vandali smjzzcr:;uucﬁon ofadw::l'l
property), transmission of harmful Programmes,
A Mumbai-based upstart ETEIneETIn, aney
% \ X g company lost a say and much
in the bu;lm-s;whm the 1:wal company, an industry major, stolcthcytn:l‘micﬂdar:lbasc
from thm.r computers with the help of a corporate cyberspy.
Cybercrimes against Gavernment
The third category of Cyber-crimes relate
Government. Cyber terrorism is one
.Em.w.'h of internet has shown that

r-c J to Cybercrimes against
dusl.mc_t kind of crime in this category. The
the medium of Cyvberspace is being used by

i v. This crime manifests itself into terrorism when individual
nto a government or military maintained website. By 3
In a report of expressindia. com, it was said that internet was becoming a

*. boon for the terrorist organisations Accordi
o : to Mr. A K. i
e ng r. A.K. Gupta, Deputy Director

rronist outfils are increasingly using intemet to communicate
-.1sh.l_ccr—c-Tuib_a is collecting contributions online from its
the world. During the mvestigation of the Red Fort shootout in
i e scd Ashfag Mﬂ.rnﬂ! of this terrorist group revealed that the

g extensive use of the intermet to communicate with the operatives

and the sympathisers and also using the medi 1 i
ey = um for intra-bank transfer of funds

and move funds. “|

The recent Edward Snowden revelati : gram
= ons on the US survaillance pro

:R;S:{ h;vc_dcmmsl nstrated how a legal entity network and computer svstem outside

k’:at (:::l ar junsdiction is subject to surveillance without the knowledge of such

= 1ties. C_'Igrh:r cases rulal_qxl 1o interception and snooping are mcreasing at an

rrrun'g rate. To curb such crimes, cyber laws are being amended quite regularly.

Emerging Trends of Cyber Law 2

R_epﬂ_m reveal that upcoming

._So organizations are advised
nspection methods.

Seme of the emerging trends of cyber law are listed below:

vears will experience more cyber-attacks
1o strengthen their data supply chans with better

- Stnﬂscm'_ regulatory rules are put in place by many couniries to prevent
unauthonzed access to networks. Such acts are declared as penal offences,
®  Stakcholders of the mobile companies will call upon the governments of

the “-?rld fo reinforce cyber-legal systems and administrations to regulate
the emerging mobile threats and crimes
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reness on privacy is another upcoming trend. Google's

@ The growing awa ¢ Vint Cerf has stated that privacy may actually be an

chicf internct €Xpe
i )

s ﬂc:if:-cnmpu1 ing is another major growi:g tr::n::lu. f‘:\?uflimm.i;:
advancements in the mchnuiog_y. huge volumes o .d.nu-. will flow mto
cloud which is not completely immune o i‘.}'bcl‘-cn'l'l-lts. :

e The growth of Bitcoins and other virtal currency is yet another trend to |
watch out for. Bitcoin crimes are likely to multiply in the near future.

& The armivai and accenlance of data analytics. which_ is :tlnc{I!cr major trend
to be followed, requires that appropriate attenation is given to issues
concerning Big Data

Create Awareness ;

While the U.S. government has declared October as the Mational
Cybersecurity Awareness month, India is fol!.-:m'i_ng the trend to implement some
stringent awareness scheme for the general public. :

The general public is partially aware of the crimes related to virus transfer,
However, they are unaware of the bigger picture of the threats that could uﬁ':lmt
their -:.ybcr—li;fcs-. There is a huge lack of knowledge on e-commerce and online
banking cyber-crimes among most of the intemet users. . : :

Be vigilant and follow the tips given below while you participate in online
activities:

e Filter the visibility of personal information in social sites.

@  Donot keep the “remember password” button active for any email address

and passwords

Make sure your online banking platform is sccure.
Keep a watchful eve while shopping online.

Do not save passwords on mobile devices.

&  Secure the login details for mobile deviees and computers, etc.

Areas of Development :

The “Cyberlaw Trends in India 2013" and “Cyber law Developments in
India in 2014” are two prominent and trustworthy cyber-law related rescarch works
provided by Perry4Law Organization (P41L.0) for the years 2013 and 2014,

There are some grave cyber law related issues that descrve immediate
consideration by the govemment of India. The issues were put forward by Ehc
Indian cyber law roundup 0f 2014 provided by PALO and Cyber Crimes Investigation
Centre of India (CCICI). Following arc some major issues =

e A better cyber law and effective cyber-crimes prevention strategy
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Cyber-crimes 'pn-:rcstjg,uian training requirements
Formulation of dedicated encryption laws

Legal adoption of cloud computing

Formulation and implementation of e-mail policy

Legal issucs of online payments

Legality of online gambling and online pharmacies

Legality of Bitcoins

Framework for blocking websites

Regulation of mobile applications

With the formation of cyber-law compulsions, the obligation of banks for
cyber-thefis and cyber-crimes would considerably increase in the near future. Indian
banks would require to keep a dedicated team of cyber law experts or seck help of
external experts in this regard. :

The transactions of cyber-insurance should be mcreased by the Indian
insurance sector as a consequence of the increasing cyber-attacks and cyber-crimes.
Why Cyberlaw in India 7 L

When Internct was developed, the founding fathers of Internet hardly had
any inclination that Internet could transform itself into an all pervading revolution
which could be misused for criminal activities and which required regulation. Today,
there are many disturbing things happening in cyberspace. Due to the anonymous
nature of the Intemet, it is possible to engage into a variety of criminal activitics
with impunity and people with intelligence, have been grossly misusing this aspect
of the Internet to perpetuate eriminal activities in cvberspace. Hence the need for
Cyberlaws in India. ;

What is the importance of Cyberlaw ?

Cyberlaw is important because it touches almost all aspects of transacti
anldlamiv_iti-:s on and concerning the Internct, the World Wide Web a:dvabeupmnmm
Initially it may scem that Cyberlaws is a very technical field and that it does not
h“e. any bearing to most activities in Cyberspace. But the actual truth is that
nothing could ‘tn. further than the truth. Whether we realize it or not, every action
and every reaction in Cyberspace has some legal and Cyber legal p;rspc&im
Advantages of Cyber Laws .

The IT Act 2000 attem;
deal with eyber crimes, We
transactions over

L B B B B B BN N

pts to change outdated laws and provides ways to
need such laws so that people can perform purchase
Rpsact the Net through credit cards without fear of misuse. The Act
offers the much-needed legal framework so that information is not denied legal

effect, validity or enforceability, solel: itisi i
faar ility, solely on the ground that it is in the form of electronic
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In view of the growth in transactions and communications carried out through
.:!:I:'onjc records, the Act secks to empower gm-v:mnm_lt_dcp;lrtnmms o accept
ing, creating and retention of official documents i_I'I Th.l.‘—dlgltal fml. The Act h:ls
50 proposed a legal framework for the authentication and origin of electronic
':ﬂrds { cecmmunications through digital signature. "
®  From the perspective of e-commerce in India, the IT Act 2000 and its
provisions contain many positive aspects. Firstly, the implications ofthuge
provisions for the e-busincsses would be that email would now be a valid
and legal form of communication in our country that can be duly produced
and approved in a court of law,
® Companies shall now be able o carry out electronic commerce using the
legal infrastructure provided by the Act

®  Digital signatures have been given legal validity and sanction in the Act.

business of being Cerifying Authoritics for issuing Digital Signatures
Certificates

®  The Act now allows Government to issue notification on the web thus
heralding e-govemnance.

®  The Act enables the companies to file any form, application or any other
document with any office, authority, body or agency owned or controlled
by the appropriate Government in: clectronic form by means of such
electronic form as may be prescribed by the appropriate Government.

®  The IT Act also addresses the important issues of security, which are so
eritical to the success of clectronic transactions. The Act has given a legal
definition to the concept of secure digital signatures that would be required
1o have been passed through a system of a security procedure, as stipulated
by the Government at a later date.

®  Under the IT Act, 2000, it shall now be possible for corporates to have a
statutory remedy in case if anyone breaks into their computer systems or
network and causes damages or copies data. The remedy provided by the
Act is in the form of monetary damages. not exceeding Rs. | crore.

LA A AR ALARRRARERAE N

usiness Ethics
'B Business ethics (also corporate ethics) is a form of applied
ics or professional ethics that examines ethical principles and moral or cthical
problems that arise in a business environment. It applies to all aspects of business
.—,onducl and is relevant to the conduct of individuals and entire Organizations.

Business ethics refers to contemporary, standards or set of values that
P:ovem the actions and behaviour of an individual in the business organisation

@  The Act throws open the doors for the entry of corporate companes in the
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Business ethics, also called corporate ethics, is a form of applied cthics or
professional ethics that examines the ethical and moral principles and problems that
arise in a business environment. It can also be defined as the written and unwritten
codes of principles and values, determined by an organization’s culture, that govern
decisions and actions within that organization. It applies to all aspects of business
conduct on behalf of both individuals and the entire company. In the most basic
terms, a definition for business ethics boils down to knowing the difference between
right and wrong and choosing to do what is rigtht. N

Business cthics has normative and descriptive dimensions. As @ corporate
practice and a career specialization, the field is primarily normative. Academics
attempting to understand business behavior employ descriptive methods, The range
and quantity of business ethical issues reflects the interaction of profit-maximizing
behavior with non-cconomic concerns. Interest in business ethics accelerated
dramatically during the 19805 and 1990s, both within major corporations and within
academia. For example, most major corporations teday promote their commitment
ta non-cconomic values under headings such as ethics codes A social responsibility
charters. Adam Smith said, “People of the same trade seldom meet together, even
for merriment and diversion, but the conversation ends in a conspiracy against the
public, or in some contrivance to raise prices.” Governments use laws and regulations
to point business behavior in what they perceive to be beneficial directions. Ethics
implicitly regulaies areas and details of behavior that lic bevond governmental control,
The emergence of large corporations with limited relationships and sensitivity to the
communities in which they operate accelerated the development of formal ethics
regimes,

Three levels of business ethics

In our mis:;_icn to define business ethics, Johnson and Scholes provide a
useful way of ciassitying the diverse clements therein:

. ®  the macro level: the role of business in the national and international
orgusation of socicty the relative virtues of differen: political/sacial SVSIems
!ill':h_ as ﬂ_’cc enterprise, centrally planned CCONOMICS, clc imurr;at:'mmi
relationships and the role of business Of an international soal[(‘:

®  the corporate level: corporate social responsibi

individual corporate entities (private and public
and implementing strategics

lity cthical issues facing
sector) when formulating

®  the individual level: the behaviou i ivi ithi
div ; r and act i E
4 £ 1ons of individuals within
At the highest (macro) level, we ask 1
o s (o), § the fundamental question of the role

s governance model works best to deliver the most
mhﬁ::tlgla moral and responsible way. Morality itself is. of course a widely
Pretable concept but for this purpose we will assume a broad u:u!crstandin.;i
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cour and * i ifference between right and wrong”,
that of "PW'?‘m”'wr m:im?:;m .-:L?:' ;?:ﬁ(:\-rm@ (This is a whole debate unto
Withotk ”cciﬁms e m‘:sand individual relativism). Suffice it to say here that
tpetf and subjec 10 culmfom cthics, and thercfore the code of conduct by which
movelity e s g;i and allowed to be carried out by national and
business activity is carm out
international rules and standards. _ ;

At the corporate level, the interpretation of l.hom_rul::s_ and standards is
often what defines pusiness ethics, affected h:,'_lhc specific ‘_:nrcumgt:mms :_md
socip-culiural context in which the business o7 publur_.sccmr Organisation is operating.
While all corporate cntitics in theory are directly influenced h}'_ personal qu:_lral.uy
and ethics, in pracuice there is often a gap beu\gm the behaviour of_ individuals
within the working environment and outside it. This, we would argue, is one of |h.¢
major factors leading 1o mistrust of big business, where _llw_sapamuon |_:\f‘mmcrsh|p
and management is greatest, and s0 open to abuse. F.ve.n |fdm:cnf:-rs.fmnmr MANAZETS
are not acting uncthically, it is likely they would act dlifcfltl'lﬂ_\' if the noney :md_ the
company about which they are making decisions were their own, (There are obvious
exceplions as with anwv gcncmljaalion.) .

At the individual level, this separation creates a distinct ethical model =
business ethics - which, depending on factors like personality, peer pressurs and the
socio-political environment, can be closer or further away from the individuals own
moralicthical code of conduct. With limited liability meaning individuals are protected
this can affect smaller businesscs too as the consequences of one’s actions has a
greatly reduced impact on personal circumstances. Clearly, every corparate entity
B irectly affected by the individual’s moral and ethical stance - and any difference
bm\u:nimsi:m and personal ethics 15 jtsclf arguably an indictment of that individual
stance as it implies some level of double standards.

Measuring business ethics g

So we would define business ethics not only as subseribing to the pnnciples
of responsible business, but actually having effective controls - i_m.-.luding r.o1luctiu‘g
primary rescarch data - on how each stakeholder group perceives the company’'s
performance on a range of issues which constitute business ethies. As weo have
said, this presents a challenge for business if people define business cthics d_1_ch:r=:tntly_
The way round this is [0 USE Proxics = observations and opinions on manifestations
of good ethical performance
Managing Ethics in the Workplace
Managing Ethics Programs in the Workplace

Organizalions can manage cthics in their workplaces by establishing an
cthics management program. Brian Schrag, Exccutive Secretary of the Association
for Practical and Professional Ethics, clarifies. “Typically, cthics programs convey
corporate values, often using codes and policies o guide deecisions and behavior,

!

5

=
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and can inelude extensive training and evaluating, depending on the organization
They provide guidance in ethical dilemmas.” Rarely are two programs alike.

- “All organizations have ethics programs, but most do not know that they
do,” wrote business ethics professor Stephen Brenner in the Journal of Business
Ethics “A corporate cthics program is made up of values, policies and activitics
which impact the propriety of organization behaviors.”

" Developing Codes of Ethics

According to Wallace, “A credo generally describes the highest values to
which the company aspires to operate. It contains the “thou shalts. " A code of cthics
specifies the ethical rules of operation. It’s the “thou shalt nots ™ In the latter 19805,
The Conference Board, a leading business membership organization, found that
76% of corporations surveyed had codes of ethics.

Some business ethicists disagree that codes have any value. Usually they explain
that too much focus 1s put on the codes themselves, and that codes themselves are
not influential in managing éthics in the workplace. Many ethicists note that it's the
developing and continuing dialogue around the code’s values that 1s most important.
Developing Codes of Conduct

If your organization is quite large, ¢.g., ncludes several large programs or
departments, vou may want to develop an overall corporate code of ethics and then
a separate code to guide each of your programs or departments. Codes should not
be developed out of the Human Resource or Legal departments alone, as is too
often done. Codes are insufficient if intended only to ensure that policics are legal.
All staff must see the ethics program being driven by top management.

Note that codes of ethics and codes of conduct may be the same in some

" organizations, depending on the onganization’s culture and operations and on the

ulumate level of specificity in the code(s).
Resolving Ethical Dilemmas and Making Ethical Decisions

Perhaps too often, business ethics is
AR - pormayed as a matter of 1esolvi
oto‘lglhcts in which one opfion appears to be the clear choice. For cxample mnst
Tic :z:::jlc :cﬂm pt:vscm'od I.:cWhlﬂl an emplovee is faced with whether or ;ml o
4 , cheat, abuse another, break terms of a contract i

; i ; ier, . cte. However, ethical
dilemmas faced by managers are often more real-to-life and highly complex with
no clear guidslines, whether in law or often in religion ‘ L

As noted carlier in this document, Dou i
. : 2 Wallace, T iries-
consultant, explaing that one knows when they have a sig.uﬁca:::ﬁ;:rs hat:z
when there 15 presence of a) significant value conflicts among differing int s
real altematives that are equality justifiable, and c) significant mr:ssu?t::l?::s'b)
s on

“stakeholders™ in the situation. An ethical di i
. ; ilemma ¢ v i
having to make a choice among these nltcmu:iw:l T g RS
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Assessing and Cultivating Ethical Culture

Culture is comprised of the values, norms, &)lkmys_and__bchaviurs of an
organization. Ethics is about moral values, or values regarding right and wrong,

Therefore, cultural assessments can be extremely valuable when assessing the

moral values in an organization.
Ethics Training

The ethics program is essentially useless unless all staff members are trained
about what it is, how it works and their roles in it. The nature of the system may
invite suspicion if not handled openly and honestly. In addition, no matter how fair
and up-to-date is a set of policies, the legal system will often interpret employes
behavior (rather than written policies) as de facto policy. Therefore, all staff must
be aware of and act in full accordance with policies and procedures (this is true,
whether policics and procedures are for ethics programs or personncl management).
This full accordance reguires training about policies and procedures.

Very Short Questions :
What is Zombies 7

What s ping of Death ?
VPN Stand for 7
What is SSL 7

What is S5H ?

What about ECRM 7

7. What is PRA and DRA 7

LB o

R

Short Questions :

What is worms 7

What is the difference between Spy ware and Adwae 7
What is IP Spacefing and Part Scanning ?

Explain Business Risk?

wWhat is the importance of cyber law ?

. Explain level of business ethics in brief..

CORET - TR
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. Long Question :

. ‘What do you mean by Maluare 7 Explain its characteristics.

. Write a short note on virus and Explain every three type of virous.
. What do vou mean by Transmission Threats discuss indctail.
Explain-

(a) Data packct Sniffing

(b) IP Spaofing

(c) Part Scanning

(d) Trupdoors/Backdoors

Explain Fivewalls

What do you mean by Risk Management 7 Explain its Principles.
. Explain alltype of Risk in E-commerce 7 .
‘Write a short note on Cyber Law 7

‘What is Business cthics 7 Explain the level of Busmess cthics 7
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