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Distributed Computing

———

Remote file system were used mechanism to take advantage of high speed networking. Use
of the file manager interface and storage model constrains the form of distributed programs,
Recent O/S uses other ways to support computation, methods that are better for network
environment.

The main goal of this chapter is to introduce the most important OS technologies that supports
distributed computing. A distributed computing is supported by deriving new, specialized network
protocols of higher level.

11.1 Distributed process management

Todays software is evolving rapidly toward distributed and parallel computation. The distribution
is supported by shared and distributed memory multi processors and by network of individual
machines that effectively provide an abstract form of the distributed memory multiprocessor. The
goal of multicomputers is to provide a simple and efficient environment for designing and executing
distributed computations, so that the parallelism of application computation can scale up with
reasonable cost and effort.

11.1.1 Partitioning of Work

From the application programmer point of view, is to partition the serial computation into units,
where there are number of units that all execute simultaneously with a minimum of overhead. If
these portioning is perfect and there is no overhead from administration synchronization or
communication then the speed is boost up.

For serial application partitioning the application programmer must know the algorithm used in
the computation. First the address space is divided into two parts : one part contains software to
execute the application function (for example compute the roots of an equation), and second part
Contains the data.

Level 2 On the left side of diagram above shows the data could be held in one address space,
while the functionality of the computation could be partitioned and implemented as independent
Processes on independent processors. This form of partitioning is called functional partitioning of

the computation.

The philosophy behind th
Stages and then to pass all t
Management is much smaller. |
may follow a different route through the

is functional partitioning is to divide the function into independent
he data through the different stages record by record, and data
f the computations has some control flow, then some data records
computational parts than will others.
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Secnndlmr_.../ \ ...... Third level
[ |
5 ] =11

[Partioning by function]

[Pantioning by data]
Fig. 111.1 = Sequential computation partioning

- Level 3 On the right side is an altemative to functional partioning. It divides the data into

independent units so that they can be processed by copies of the full ial funeti i

form of partioning is called data partitioning, e
The idea behind this pariioning is that the functional computation is replicated on n

. ¢ ber of

different machines and then each machine is given a pant of the data to hpmmdén;m?s

m ofuuwpmmm; on the different machines is executing in its own address space.
¥ num ifferent process of executing simultancously, each wi responsibil

pro<essing only a fraction of the total data 9 ki i
Thud.mrwmhmistmdodimuu!mm itiomi

) | : e space. So the data tioni

1% sometimes simplex 1o do than functional partitioning, since a full copy of the origirlalp:]um;i

Pprogram can simply be given to different processes aperating the differemt machines,

11-1.2&nwmﬂhﬂlm

What are the general requiteménts to supporn distributed
the fallowing major tasks have been identified :

mu Mmﬁ :-'hm a wnpuuﬁonlmm. @ single process decides at run fime what
v process Tbe_!C}'S mist provide facilities to allow the process to create or delete
processes on other machines.

= Scheduling : The schedular looks around network apprOpr Necue
the program atiempting 1o overlap :m:u:ir - R R

= Synchronization :
synchronization i o Mmessages

= Deadbock mana : *m i i
I e gement : Deadiock tion algorithms rely on the knowl the

location mmmummmhmmmmmamm

computation ? In process management

In i
a network the 05 gencrally has to provide an alternative
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.;_l'msﬂ:ol'f’":“irhldﬁ all resources on every machine, detecting the status of all machines at any
sr\.ﬂl

11.1.3 Architecture of Distributed system

There are various hard and soft archil are used for distrib ng. It is
necessary 1o interconnect multiple CPUs with some sort of network and also necessary 1o
interconnect Processor running on those CPUs with some sort of communication system. Distributed
programming can falls into one of various basic architectures or categories @ Client server
architecture connected with smart client code that contacts the server for dua. 3-tier architecture
is mostly used in web applications, it moves the client intelligence to a middle tier so that staicless
clients can be used, N-tier architecture typically is for web applications which forward their

e31 10 other enterprise services, elustered architecture refers to the cluster of machines that
closely coupled and work together, running a shared process in parallel. Peer to peer architeetire
works uniformly and divide there work among all machines, known as peer. Peers can serve both
of cliems and servers.

11.1.4 Advantages of Disiributed Computing

There are some positive factors for using a distributed compating. They are-

1. Resource sharing : Some resources are typically distributed pcross the system because
they cannon be fully replicated at all the sites because it is often neither practical nor cost effective
(like L' files, database, variables, special functions). _ _ _

2. Inherent ¢ In some application there are some geographically distant to reaching and
compute them the computation is inherenty distributed. &

3, Access remote data : Some data may be too large or 100 sensitive 10 be replicaied. so to
200ess such super compulers users need to log in remately through some important distributed
protocols & middieware. :

4. Reliability = A distributed system is more reliable to execute geographical data resources
Iha:scnuﬁlﬂymmﬂ.ﬂmmﬁmtundﬂmﬂuuumm |

5. Availability : Distributed system should be ibbe 3t all times and to improve
lﬂuihﬂily,keymmlsmdhemplimd. . .

6, Incremental performance : By resource sharing and remote dats acessing the perfomance’
east Fatio i5 increased than using special parallel machines. . ;

7. Modularity & ineremental expendability : Helerogeneous pr may be easily
added into the system without alfecting the performance as long o those processors an: running
the some middleware

8, Scalability : As the
processors does not show @

A
O

are usunlly connected by a wide arca netwodk, adding more
direct bostleneck for the communication network.
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11.1.5 Disadvantages of Distributed systems
=+ Software may not surely available.
— Metwork can become sxurated. (need additional wiring)
= Secunty issver (only 1solated machines is safe)
= Incremental growsh is difficult in practice because of changing Hardware and Software.

11.2 Message Passing

A message is a structured piece of information sent from one agent to another over 3
communication channel Message passing mechanisms are the basis of distributed computing in
merwork environments. High performance application domains frequently provide an inter face 1o
the network message passing Facility directly 1o the application programmer, even when the interface
15 also used by the O to implement other aspects of distributed environment,

In most applications a message consists of a message identifier and a set of message argumens.
The message identifier tells the receiver the purpose or type of the message. The arguments to
the message contain additional information that is interpreted based on the type of message. The
My coatain the object of an action or they may contain the object of an action, or they may
contan mformation Iusnd 0 carry out a request. Message identifiers are usually simple, unique
tokens that differentiate one type of message from another Some simple message protocols get
na:u\'lh:&mgonl}-bnicdnhqw. like interger sking and float, for message arguments.

7 some very well defined and controlled application environments, message protocol
meed message identifiers a all. The interaction between mnlsma:‘hwsn'icllydﬂ;m‘!‘:
r_hnsnonmdmspeciﬁ.-unqrpenfmmpbdngm:bm:lhemwimisdrmdyumw
it HTTP, 551, TCPAP are protocols built around some fom of message passing. while these
olhc_zpmmuismmllmﬂwﬂdo{mangmoml.dmleMonhemM
15 hudden from the developer by an API of some kind. Likewise, incoming SSL “messages” arc
mxﬂ%&rmmmwwlsm%mesm=m
protocals so 5 icati oErammer
hwhmnlsorﬂxwm:ﬂwlwﬂﬂ.mwmmn i

11.3 Remote Procedure call

Remote procedure call (RPC) is an inter i

. Process communication technology that allows a

COMPpUter program mmwm o procedure 1o exccute in another mm space (in

et g g the programmer explicilly coding the deiails for this remate

e nu:E € nndm:s_remrmmuiunonmmnmdimim By using

ogrammers of distributed applications avoid the details of the interface with the network
transpon ion from the physical and logical clements

When
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ihrough a local produce interface.

Remote procedure call (RPC) is a protocol that one program can use to request a service
from & program located in another computer in a network without having to understand network
details. A-procedure call is also sometimes known as a function call or a subroutine call. The
requesting Program is a client and service providing program is the server. While the server is
processing the call, the client is blocked (it waits until the server has finished processing before
resuming execution). It can be used for data exchange in distributed file and database systems and
pamessing the poser of multiple processors. Linux distributions provide an RPC version derived
from the RPC facility developed by the open network computing {ONC) group at sun micfosystems.

An important difference between remote procedure calls and local calls is that remote calls
can fail because of unpredictable network problems. Also, callers generally must deal with such
failure without knowing whether the remote procedure war actually invoked

11.3.1 How does RPC work

An RPC is similar to a functions call when RPC is made the calling arguments are passed 1o
the remote procedure and the sender waits for a response 1o be returned from the remote procedure.
When RPC call between two network system, the client makes a procedure call that sender
request to the server and then waits for response. The thread is blocked until reply is received, o
times out. When the request amive, the server cells a dispatch routine that performs the requested
service and sender the reply to the elient. After the calling process of RPC is completed, the client
process continues.
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Clignt SERVER
program MACHINE
execute
request call service
CLIENT
MACHINE service
exgiuler
Request
retum  complete
Program
exeeuler

Figure 11.3.1 : Mechanism of RPC
is identified by - program number, which identifies a group of related mmmpmm
mhkm'u:nm a unigue program number, version number a program may consist of one or
more versions. Each version consists of a collection of procedures which arc available to be called
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remotely. Viersion number enable multiple versions of an RPC protocol to be available simultancousty
Procedure name i+ also a pan of RPC which gives a unique identify of procedure. ;

11.4 Distribute Memory Management

a\pmhasmbemeﬂlwm.imludmmingmwnfmrﬂmedislsw
remate files. Operating system designers use several different models for handling remode memory,
A new interface may be added 1o allow 1o explicitly refe primary memory allocated
al remote hosts. (See figure A) X

Remote file
Server

Remote mem
interface o

Remate memary
client
Kemote memory
server
s Figure 114 (A) : New lnurbumhuohnmwy

objects one & special opera ystem
designers use a single local obieet i o i s
= solha!‘::l: cal object interface while others provide both 3 o o
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Remote
shjects object Local Remate
lient objects object
R client
ohject Remote
Loto ) object
SeTVer
Figure 11.4 (B) : Distribution object
Physical Slomge
memory Devices
Remole paging
client

Figure 114 (C) Distributed Virtual Memory

F:'nmC:Mcﬁmhowdmmwnmmumaluﬂmxmqm
across the network. A page server manages sccondary memory so that the missing page can be
retrieved from the server rather than from the local disk when o page faulis occur.

mﬁ;uupwmmeMﬁmfmmpmhmmddmsmmmw
mmr}'is:hmdmwlimiliW-Whymormreplwmumuinsmmnum
machines, Adistributed memory appears as a collection of blocks of primary memory. The bloch
specification arc derived from the programiming language, 50 they may be objccts, derived data
structures or dynamically allocated memory. o .

L.mhmeanmmplmfm#mﬂwhanfdwmm memory design. We have two
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figures a and b in fig. (a) the operating system for machine S allocales a block of memory, M, 4,

b!‘- l!tﬂ'ﬂ' by processes | and 2 executing on machines R and 5. When process 1 refierences the

buted memaory, the refi is transl; ‘wascnﬂmqﬂﬂinmaehincs.mﬂwnmummm
between the distributed memory client in R and the server in § uses a suitable network protocg|

Copy of Block M

{b) Copy of Inforuation

In fig. (b) ilustrates are aliernative approach. Here, machine R makes a copy of block M in
m:dd:msputarpromI.warmhm&unwbypmmiloblmmislodinmw
Sqdmhmfmmehymm!lnblnckMisioﬂlinmuhimR.AsfnaHﬂdnrnm in which
mgmmﬁ.d{embm arises when process | writes into blocked M, The copies in
mchmg R and machine 5 are inconsistent. The distributed- memory system must provide a
mechanism to ensure memory coherence i blocks are cached
mmmmmm issues must be considered when designing distributed memory
. Mmoq-Inter!ne:Sbmldmmndcrmployadfuhdinlafmfnrmfwmdmmm
wormnmuxﬂwmmmmmryinmmmﬁunumw

(a) Indirect Reference

*  Lacation transparency : How much knowledge should the process location
ni'mem«epunflhelddrmsm? ; s
*  Unit of Sharing : What should the unit of shari i i
ng be in the address space 7 The unil
wdhtd.msmctum. Ppapes, segments, or some other unit.
. me management : Information will have to be i ported exporied i
unit to be shared. How should this be handied ?b\! i i p—
* Implementation efficiency : Assume the two Pprocesses i Spaces
: ; : and their add on
different machi fent i i ¥ i
- nes, what are efficient implementations of the remotely stored shared
There are two classes of architeciure do implement distributed memory.
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11.4.1 Multi computer

Many multi Processes are built as a "muli computer” with several differem processors having
access to the entire memody of the machine.
11.4.2 Network of Machines

Anoiher class of distributed memory designs provides a logical shared memory interface using
the packet based network o support aceess 1o the memory blocks.
11.4.3 Remote memory

Remote memory refers to any of a broad spectrum of approaches in which the distributed
memery is accessed using an interface that offers from the normal primary memory interface &

. from the file interface.

The remote memory interface exiends the conventional programming model suggesied by non
veurann machines

11.4.3.1 Memory interface : Two issues are involved in designed the memory interface-

How is the memory read from & written to once it has been declared 7

Hwismmmwhm?mwmmmmbemwmmu

process’s address space. .
11.4.3.2 Memory unit sizes- Remoe memory is natural for the size of the units |:|_be
defined explicitly by the programming rather than by the system Pure location transparéncy implies
mwﬂ:ﬁ&mmmmmmmw location of any addressing
appearing i it mm:irmmkﬂmﬁum mg:maddmcmhu:t.
part=, :Mwmk:ﬂ:louﬁmmm&oﬂmnmmmmrmm
11.4.3 Distributed virtual memory
has an aspect of additional abstraction to it. This is because

Shared remote memory inherently :
it is treated as if it were local memory even though it is physically allocated on a remote machine
accessad ush work protocols.
= e mechanism as an inherent part of its

neorporales its oW memory mapping mech
operation. The technique uses this mechanism to implement distributed memory. s
Virtaal memery references differ from physical memory references because each virtua

. momwmwmh&uumwﬂhlnﬂmww
sty (2 Y i . distributed virual add o (Y Vi =
::'mrﬂ' I"dmxum“ﬂmﬂm iddentified the location of the targel memory location if it is
s e T s el e iy e

indicated in figure below -

Virtual memory i




Operating System

Machine T
Cilobal
Shared virtual address space . Memory
—— virtual address map
> Page loading

Figure 11.4.3 : Distributed virtual memory
m-mnmﬂmwmmoramm'smms i it i i
i pace is loaded, it is obtained from
mwswm-mm.w.m:WMiswmmmmﬂ
the virual address space is | .ilisnanadfmnaﬂnmd.glohﬂWmm location
that is accessible by more than one progess. &
Tb:slmul,slnbﬂlmud.wymmynrcsndln on a seperate ine i3 shows in figure.
th‘;a:r. the critical aspect is that the shared page ;iszmlh:uud via mpcmm -
machine or on a remote machine kel
Distributed virtizal memory is very attractive from the i
f PrOgrammer’s
and referenced in the same manner as local virtzal memory. From :I;?n::::' hwalmd
mw.r._h:m:h-m for constructing the virtual address space needs § mry he usunl
m‘rrum;mmmﬂwyum S
The global  MEMGrY SErver musi register i
50 lht_cl'ilanu can bind to the server 2 rumimril :h;;s::lm
name binding. The simp is for he p

with an appropriate name server
several ways to invoke the server

to call an initialization roced|
SETVEr's transpon layer address, <net, hose, port>, establishes o mﬁmo:ﬁjéﬂ:ﬁg

page
allows the process 10 begin execul
; Fis xecuting. When the Jocal 5 e
:::-"M'Mﬂ:ﬁemcgsmwdmmummm Vit o Etccts & missing page
handler uses the connection to the POgE server 1o retrieve the mis;mgm. Wit is disribuied,
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Object oriented Pogramming has become o lar for defining computations because it
inherently relics on message as the exclusive mﬂmmnm a:Eng ﬂ::m

Object are dilficult for an O3 1o manage efficiently because they can be as small as on
integer or as large as a bitmap image. With distributed memory, the difficulty is moving objects
around on the network, so that when are object is being heavily used by another object, the two
arc loaded on the same machine. Thus object mobility is a key 1ssue in implementing distributed
objects while similar 1o load balancing, object mobility differs in the sense that only portions of
address spaces ane moved, with the object names. being maintained in a global address space.
Emerald is an example of a distributed object sysiem

11.6 Secwrity in distributed Envirunments

Securily strategies must be as diverse & customized as are individual computing environments.
Many large organization have a vast mumber of computers in use in many different anas,

To computing functions typically repon 1o several different pans of the organization rather
than io a centralized system or security group. Yet most security function sull attempis (o operaie
as'a centralized control & support function

The sccurity function has been centralized because-

" The client or user arcas do not have the expentise them selves.

The client or user areas do pot fully accept or under stand security requirements.

The client or user areas cannot provides the necessary bevel of reliability in terms of process
& counter balances.

The system support functions are largely centralized

Although these arguments may be legitimate they can no longer be used to justify maintaining
centralized system sccurily in & business environment in which systems management B@NM.
If tn: organization must maintain this, it should be mmd for large & costly buncauracis for lock
of suppor from the people who peed secunty services.

11.5.1 Security controls for Distributed computing

mg hias become the most prevakent mode of computing.
§ eavir the 1 ibility for all aspects of

of the distnibuted system typically follows distributed model.

For many organization distributed processi
In an organization with a mid
Gvmership and mantenance
11.5.2 New Role of Security ;

The role of he security depaniment depends o the ocganization's Rode of sysiems management

In a Centralized Emvironment ;
i nent's ok s 10 provide centralized securify management and contralized
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security tools as well as 1o support and exist with cemralized compliance management, This means
establishing appropriate centralized adminisiration & support procedures that are managed
constituently and easily dutiable. Further it means a centalized responsibility for documenting wha
resources exist & what rules should apply in managing these resources.

In a Decentralized Emvironment

Security management functions should follow system management function. In the case of 3

lized system, for ,',spnmninmmoudemm:dmdbedesmmmnm

local security administration needs. If systems management both provides access to and uses

Ion]lrmmgndmmllmwmes,m:miw!ﬁppon rmonshmldbuepnmedfrmlhg
system management function.

11.5.3 Automated security tools

. mdeumﬂudmummmdmmmmﬁmpummwﬂkm:
:nltrcstmd:a:peﬁmcelnMmﬁﬂimﬂmﬁemqmm&m-wmw
the d ized security fi 'mhhmﬁgmlﬁsmhm\mﬁmﬂ:

agmmwmmnmnmdamﬂmmuwmﬁyimhmnmiunnh
compliance with the organization’s policies & standards,

11.5.4 Maintaining security in the future

Fnrucuﬁlynohcmimimindmmingmdmmwmmmm
and when to look for technical xpertise, and what exp lise 1o look for The most pragmatic
app_muhulnmﬂﬁhmﬁmmlwiﬁcﬂﬂuﬂshlmhm&pﬁmmm
Im;_()mihmmwdsmhphzmdp-mdmroridenﬁfying&mimlnwim
conditions have been established the organization can be supported with @ simple monitoring &
mumlmi&nﬁﬂnmum' process that identifi and responds
sandard activity, - i Kok

ﬁem@mofesublishin;mbemderulmeilhuhymnguml imi

! 55 | expons on a limited
::uwh:yb?ng:ngmﬂuamrmﬂmwﬂmhdlhﬂgdumuﬁwm

15 as facilitators, project managers gatheri fexil i FESOUTCES
ool s gathering a body of expertise and

11.6 Introduction of Paralle] Processing
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stream versions used in personal com lers .

limited 1ESOUICES avilabie for deveioping ﬂm;ﬁ;f:f: PR
The archilceturs ofa paralel aperasingsystem s chosely inflocnccd by the hardhware archi

of the machines it runs on, Paralle) Operating system in particular enable user interaction with

computers with paralle] architecture. The physical archi of a computer system is therefc

an important starting point for understanding the 0 that contrast it There are two classifications

of parallel computer architectures : Flynn's and Johnson's,

11.6.1 Flynn's classification of Parallel architecture

Flynn divides computer archilectures along in two areas according to the number of data
sources and the number of instruction sources that a computer can process simultaneously, This
leads to four categonies of compater architecture

SISD : Single Instruction single data. This is the most widespread architecture where as
single processor exesules u sequence of instructions that operate on a single stream of data
These computers typically run either a version of the microsoft windows O/S or one of the many
variants of the UNIX OVS (sum microsystem's salaries, [BM's AIX, Limuse_.) alihough these OV
§ include support for multiprocessor architectunes and are therefore not strictly operating system
for SISD machines,

MIMD : Multiple Instruction multiple data. These machi the core of thie paraliel
computers in use today. The MIMD design i;lmewﬂﬂmmmmﬁhm#mpmd
ﬂfnmufmﬂumnﬁﬁtﬂlmuﬂkhm:ﬁdrmﬂﬂm
These architectures have been a success bocause they are typically cheaper than special purpose
SIMD machines since ihey can be built with off the shell components B

+ Multiple instruction singlé Data, No existing compuler comesponds to the MIS
mdz:lgfim mui)ndum in this description mostly for the sa_i:e of completeness. Efm
experts could envisage special purpose machines that could use this model. l-‘a_rample lener.
Wﬁm,m,;wmmmmmﬂumeremmwm
cach tries 1o erack using a different algorithm .

SIMD : Single Instruciion multiple data. The SIMD architecture is u!ﬂ! mnaﬂ;r fior gq)-:f
computer vector processing and calculus. SIMD computers is based on duslnbuu.n@; sels
homogeneous data among &n amay of processors. SIMDmIﬂnpcsm bel'ul_'ﬂ'ﬂdwﬂtd into
pipelined and parallel SIMD. An example of a SIMI machine is the connection machine (e.g.
C€M-2), built by the thinking machines corporation and the MasPar ”i"l:’.’;"" “"""’?’“"“"
corporati _msmmﬁmmazdummlhﬂmﬁup. processing elements
driver by a VAX computer that server s a front end te the processing clements.
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Exercise

Very Short Questions (Up to 20 words)

1. What should distributed system do 7 [Raj. Univ. 2008

1. Disadvantage of distributed system is 7 [Raj. Univ. 2005]

3 Deﬁnf RPC. _ : IRaj. Univ. 2008)

4. Wha is centralized and Decentralized Environment 7

5. Explain Disinbuied virual memory.

Short Questions (up to 80 words)

1. Write about client server computing. [Raj. Univ. 2004)

2. Explain security in distributing system.

3. Explain Message passing in distribuied system.
4. What is meant by RPC ? Explain its working.
5. Define Automated security tools.

Long Questions
1. How you maintain security in the future 7
2. Discuss the architecture of distributed system.
3. Wirite short notes one |
i} RPC
(i} Distributed processing system
i Wghmhdmuwmddiﬁdmﬂuanﬂﬁsﬁbmﬁmming‘
5. Explain the memory management of distributed system, '

o
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Protection and Security

12.1 Protection

Processes in (user & system processes) an 05 must be protected from one another’s activities
wn::immdmﬁly.\\'hichkmﬁmﬁmmmcinmoﬁmwi-ﬂdul
will be preserved. Intemal protection is of no use if the computer system is accessed by an
unauthorized individual who can remove some imporiant fille or insert a virus into the system and
makes it non functional

12.2 Protection an security*Goals

The protection 10 be enforced into a system should have the following goals.

The OS should enable the users to safety share common logical address space such as files
ehe. I|shoulddsnmbkﬂumﬁn:hmlmmmp&miuhddmwmohumin
such system, the goal should be to prevent accidental and intentional distractive behavior.

hummmimmmliﬁwwdmﬁuhummﬁnmeimm&mun mmul
subsystem. A protection oriented sysiem provides means to distinguish between authorized and
unauthorized usage.

Ensure fair and reliable nssource usage, Each program. Component active in a system should
use the system resources only in accordance with certain policies.

12.3 Domain of Protection

is a collection of processes and objects (resources). Object means hardware
Ilna?::::mm,di* segments) and software abjects (such as files programs
and semaphores).

;d'ﬂm:mwum_mppmﬁmthumpnssimem_apm!mmenbijw

2 CPUmhwrwummhpﬂumm.du&mhmw

i cmmm,mmmmuncwammm

vecource it has been authorized 1o #ocess. Al any time & process
anly those resources that it currently requires to complete its task.

acceis
deui =need 1o know” principle, 30 that it should be able to access the

This secand requirement,
resource which it v
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12.3.1 Access Rights
Protection should be provided to those resources, Which may be currently used by @ process
Eﬂmm&ﬁwamofoﬁmmdwﬁmmmmmyhjmmm
object. The ability to execule an operation on an object is an access night. A domain is a collection
of access rights. This means that domain is a set of <object, right> pair.

These night are also know as aceess rights of a punrcuhzwmmﬂucummdingoq‘gq,
eg-ifa prmmsjsa:ecm-ingindmuhl:m-dmﬁlﬁ[m write] =, i:mpuﬁ:rmw:,
read and write operation on the data file named .
nmmiﬁmwnmwﬁhndmhmqumﬁcwdynmic.
Thesem':ifuumurmmamlﬂﬂclolhcwomasisrmmmgtwuhsm
ifetime.

the “nwed 1o know” principle This implies that the domain should keep changing at different instances
thcmum.umﬂw{mlﬁmham'jngin memofruoum:sbylhismm

For example, consider a process P that needs read access (on a disk) in one phase and write
access in amother phase. Then in the ﬂmmmmmummmwmmﬁw
on disk i.e. <disk, read> and rnﬁ:h#phnmadblujnsinurdhmadiﬂndwmun <disk,
Writes

hdmmiupmcmmwimh&u-wmsummhuﬁmdmwnmybenmd
nilhﬂuthmaedmmtmdllmmmyhemmdmlhismwdewh
Amnmhmhﬁhnmofhm

Euhmmnhadomin.ﬁuemnfobjusmumhww identi
Dflhem.ﬂuminswilﬂldngmun.mmmm ke
and then waits for a response.

12.3.2 Access matrix
Themnmﬁxmndelismmﬁqmmm — :
i i 1on and has severa] ions
e o xvss coatral lsts (ACL) and capabifty ligg i5 used 16 describe wm'?:nmm
aceess to w thmﬂlmmmMJ oty g
= A list of objects. o3 MOF parts.
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= A list of subjects
= A function [ that retum an dbject 1ype ) )
=5 The matrix itself, with the objects making the columns & the subjects making the rows

OBJECTS _I
Subjects|  [index. imidile]  [lava v |
[ec ] [Crees ] [ ]
[xz] | s | - |

Figure 12.3.2 (2) : Example Access Matrix g
hﬂteodhwhmasn?ﬂndm meet lie the rights the subjects has on that object.
figure shows an example access matri i

An acoess matrix has several standard operations :

Ennyoralidﬂimaspmil’ad.ull

Removal of a right from a specified cell

Creation of a subject
Removal of a subject
Removal of a object. ABC can read write execute & copy the index himl

ibjects and states that o sses and procedures. It
mmmuﬁ:ﬁmﬂﬁu'mwwm#hg'lwunmm“‘
mxnmyﬂy“hmmmmﬁmuﬁm
means that subjects
prosacies. File ! File2 | Printer

ol Read exceute | outpul

write
P i Exccute | -
Read outpat
D3 write

Figure 12.3.2 (a) Generalized Acocess matrix
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Advantages : It provides an appropriates mechanism for i
control for bath the static and sesdisrammecn

ynamic association between process and
Disadvantages -

implementing Strigy
ains.

*  Theft of information
L] Umumnl'lmdnmﬂiﬁmim of data
®  Unauthorized destruction of data,

System can be protected from such threats at two levele.

Operating system = The System must protect scciden purposeful securi
A stack flow could allow he launching ofna?monnﬁ pmmgm d ! o
I.mN:::e:‘IstT:emm data in modem systems travels Owver private leased shared
i i n 3 * i
hammful as breaking 0 compaaries connecton, o da up li e
denial of service amack, USETs use of and

12.4 Authentication
Authentication of (he user of the i
: system i —
m:uw sysem. Generally authentication ;ﬂ::r'm::dw seouity | asocialed with an
(i) User identifier and passworg {passwiords) : =

(i} An finger prints retina pagtern OF Signa) iometrics e
T .
(iii) Badge card possessed by g yser (Ani!‘::::a )

73
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(i) Passwords : The password is the

rel il oSt common authentication mechanism based on sharing
ofa . In pess i based system each user has a :sswolds. whE:cma}'Thjuﬂy be assigned
by the system administrator, Many systems gffow users to cf theit pass The system
stores all user passwords and uses them to authenticate the wsers. Psswords are popular because
they request o special hardware and are relatively casy to implement
(i) Artifact based authentication : The artifact used for user suthentication include machine
readable badges (usually with magnetic strips) and electronic smart cards
Badge or card readers may be installed in or near the terminals and user are required 1o
supply the antifact for authentication.
In many systems, Artifacts identification is coupled with the use of a passwords. For example,
In some companies badges are required for employee to gain sccess to the organization's gate.
Smart cards can augment this scheme by keeping even the user's passwords with in the card
itself, which allows authentication with out storage of passwords in the computer.
(i) Bio metrics Techniq i is based on the unique characieristics
of each user. Some user ch can be by means of biometrics technigques.
{iv) Password vulnerabilities : There are two common ways 1o gives password. One way
is for the (either human or peogram) 1o know the user or to have information :bom the user.
People use obvious information (mummomeirmnrspmmuﬂgu passwords.
The other wary is do wse all passable combination of valid password chasacters until the password
s found. .
(v) Enrypied passwords : One pmblemmaﬂ M};;wmm:ﬂﬁ?ﬂ:mni
passwiord secret with in the computer. user a password. The s
mmﬂu ly difficult the designers hope impossible to invert but is simple to compute,
When a user presents a password it is encoded and companed against the stored encoded
password.
Even of the stored encoded password is scen, it cannot be decoded, so the passwords cannot
be determined. Thus, the password file does not need 1o be kept secret.
{vi) One time password : To avoid the Mﬁm_wﬂﬁmmmmmﬂrﬁm
& system could wse a set of paired passwords. When a session begins, The system randomly
gmmmmmqumwdpdnhmmwlwpﬂyﬁmm. .
na.wmhpmhudmmemnrmamﬁmmasam .Th:a]mnllhm
might be an integer funetion for example. The system selects a random inleger and presents it to
the 'wwmnﬁummwmﬂiesWhme:m:mulllesyﬂﬂl’ﬂmﬂwllﬂ
the :‘l:;;j'l:.l:i[m two resalts match, sccess is allowed.
These fall into Two categories- " d \
i) ph:ml : ical characteristics, such as finger prints capillay patterns in the retina hand
t,-.-:wm' wmm-h characteristics, such as sigature dynamics, voice paticr and timing of key
Sirokes.

s Anighard: hani

i b
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Advantage : Largely increased accuracy of user Authentication.
- Reduction of emors in security conscious environments.
Disadvantage : Increased cost

= Potential invasion of privacy:

- Reluctance of some users.

12.5 Encryption

Encryption is one such mechanism which allows such daia 1o be scrambled 5o that even if

some one intercepts: it on the netwosk, it is not readable 1o him/her.
ﬂulhhmicmenfmpﬁmiswmakemdmmfumwmﬂm.
Encryption works as :
1. It transforms information from ("clear”) to coded information ("ciphertent™), which cannot
be read by outside parties.
z.msmmmmmkmwumhymﬂpnmm&ahcy.
3.1'hemuinch|.|lﬁwinu.sirull|inmnl:llish&vdepnunlofm’)ﬂiwxbﬁwdﬂ
are impossible to break-
These are two kinds of ion (i) *5: on” i
.k - WMMW or secret key which users a
(i) ical ion which wses “privane key” in whi i
?:rmmmhwm_mm pri Wnnﬁdmombeytsmdlomud

Algorithm and
Encryption key

Encryption at

sender’s end
Plaintext { Actual
1o be sent
over network )
Algorithm &
Decryplion key

Figure 12.5 : General Eneryption & Deeryption mechanism
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Processes are the only means of accomplishing work on a compuler. Therefore, ans =
that creates a beeach of security, or causing  normal process to change its behaviors &
create @ breach is the common goal of crackers.

12.6.1 Viruses, worms and Trojans

A computer ¥irus is a small program written to alter the way & computer operator and its
executes without the permission or knowledge of the user. A program is a virus if it meets two
criteria-

1. Tt must execute itsell

2. It must replicate isell )

Worms are basically the programs that replicate them selves from the system to system without
the use of a host file. They contain malicious code that can cause major damage to the files,
software and data on a computer.

Thmmmnlmummwwu:mm.m.mmm_ummmme
inrm-nndmdEqnﬂl.mmmﬂhmhapliwhmeﬂmﬂe.mpnhmtmmmmnm
tha claim to be some thing describe but in fact are malicious )

J\wyhnpnm:diuincﬁmﬂ'omwminmislllmm-domr:pluuﬂ-emsdmu
versus do. Trojan contain malicions code, that when iriggered cause loss of data.

12.;I System and Network Threats

in the K mmmnofammmmtm_m
hm;fﬁmminmlhmdmma n:n;_gtkwmmm_ ions.
Srmmdmmmllhusuﬂcasimonmmhmm&m les are misused
Sometimes a system & network attack is used 1o lmn:h_upmg-mmut RN
mmwmwngsmismmummm::thé
allows, it is that a bug is available to cxploit Increasingly operating system
default.

Exercises

Part | (Very Short Answer)
1. Define security in details ? .
2. Expluin the Access .-\mhmnol: !
3. Disadvantage of access Mainx =
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Part Il (Short Answer)
1. Explain the domain the protection 7

2. Describe the security problem 2

Part Il (Long Answer)

1. Explain the threats manitoning in details 7

2. What are two advantage of encrypting 1o data stored
3 Compare capability lisis and secess Jist

in the computer system ?
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@ Case Studies-Linux, Unix and
Window Server
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Introduction of different operating system (Linux, Unix, Window Server)

13.1 Linux Operating System

Linux is a free open source operating system based on unix linux was onginally created by
Linux torvalds with the asistance of developers from around the global.

Linux is very powerful 05 it is gradually becoming popular though out the world.
13.1.1 Linux 2.0

Released in June 1996, 2.0 added two major new capabilities.

* Support for multiple architestures, including a fully 64 bit native Alpha pon

®  Suppon for multiprocsssor architectunes

Other new features incladed :

* Improved memory management code

& Improved TCPIP performance .

e Suppont for internal kemel {hreads, for handing
and for autormatic loading of modules on demand

Siandardi fisaration inerface
s R wmm.mmmmmwm

. Motorola 68000 s2ries Processors, Sun
s increased SMP suppor, added jouraling file sysem, presmptve erncl, 4

bit memo,
13.2 Components of linux system

Linus operating system has three componcrts=

dependencies between loadable maodules,

13.2.1 Kernel - . _
i core part of linux It is responsible _I‘n' all rr_qn;::nmnﬁ_:nm operaling
W::rl;:li;su:r:iﬂ of various modules & it interacts directly with the underlyi g hardware.



program at some time.

way. Linux hmcl&:ppliuuonpmw.sw
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13.2.2 System library

Its are special function oF programs using hhichapplicalimpmpmursysum uﬁli:iuamm:,
kemel's features.

13.2.3 System utility
System wtility programs are respansible to do specialized individual level tasks,

Linux 08
System] [ Ulser User | [Compiless
SW process | | Uil

i System libearies r

— Kemel
=l
§

S
[ B o

Figure 13,2 Components of linux

Operating sl"lhlh

Kemel modules

13.3 Kernel mode V8 user mode

Kmlmmmnmumlcsinmmmiﬁkwmuud
Yo all resourees of the computer. This is represent a single process, executes in single address
m&domrequimmymml swikh&h:noeismycﬂ]cjmraﬂfmt

Suppunmdewichismmquimdrorun inlnenulnndeisinqwm i
mms%inmrmnﬂewimm RO BCCEss to

qubk:?mnhiriynmmﬂwmmmhmdirrmmor
ppnnﬁn.irirxsta]lulonmmyidnd
Opmmm:luﬁu!y-vuhhle&ilismuniwmdhwm 0

ml'ﬁlmmlmmuhinl:ummmmm‘mu“mm,r fapplication
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i ; i ity linux
uiti programming : It means multiple application can run at same time security
M user secunity using authenfication features like password protection/controlled access to
ific files/encryption of data.

Shell : Linux provides a special interpreter program which can be used 1o execute commands
the OS. : ot
. Mierarchical File System : Linux is & multi programming system means multiple application

can mun 1 same time.

Figure 13.4 =Amﬂmﬂf_‘

i Architectuse is consists of following layers-" - RAMHDDY o)
oo Ia -m:wmm“““"_“""‘“' i lmmdm:m
: “‘“"‘.'Em’"m of operating system interacts directly
- mwlue.l jces 1o upper layer components.

i jons from users. Take
mwmwmhwummu;rhursm
) m;ndshnm&mkmkhm:r“‘;m“m'mﬂ“
@ Utilities : Utility programs giving user most

system.

L ol i has been under

s which was firt development in 19605, and was B O
Unix is an mns’ﬂmmummmxmw programs . e

constant development ﬂ‘;ﬂe llEeE melm‘ Ws_wwmw :

the computer work. ";:m aaphical usr nterface sl 10 mictosoft window prosides
Unix system also

an casy to use VIO g operuting sysem.

operaing

It is popular prsuli-user
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13.6 Types of UNIX

*There are many different versions of un i
B unix although they share common simulates the
Popular varieties of UNIX are SOM solans GUULINUX & Mac O5 X =

13.6.1 The UNIX operating system

;:: t:u;:wmj;;:; SYSIEM is made up of three parts the kemnel the shell the program
1 kemel of the UNIX is the sub of the ing system s i
operating 5 . It allocal
and memory to programs and handles the file siore & COmmunication i:respnnsns o mn:uu::

The Shell : The shell 3015 35 80 inierface bepw seT
& * bﬂtm1heumard1hekrm¢|uﬁen ogs
in the login program checks the user pame & password & then stafns anothe ngnmu;; le ‘r A
shell, r

Files and processes : Every thing in UNIX is other a file OF @ process.

Apmismemuﬂtummidmiﬁed '
e ¢ by & unique Pl{Process unidentified) A file i
lection of data. They are created by users using m::aditmnmninsmmwlemﬂcj i

‘ System programs
such as due

Figure 13.6.1 : Unix enyj
Unix operating system can be divided into pi b
Pieces. These py
blacks of the OS. The lowest level of the aperating “mmmmiﬁ;tmw““ building
puter’s hareware,
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"".l higher levels of the = Tndow Sarvr —
hile operati = T

::mls pe : g system provide higher level services by manipulating the lower

In figure, at the most basic level of the
which directly controls.

Control pan of the operating system is terminal the kemel. It is the unix kemel, which controls
your keyboard & mousse your screen & the various disk drivers other periphera! atiached 1o your
computer.

At the highest level of the operating system softwase hierarchy is the UNIX shell. The UNIX
shell acts as a command interpreter. It is piece of software which provide you with a system
prompt & which interprets the commands you type of seconds them to the proper levels of the
operating system for processing.

13.6.2 Unix File System

In unix operating system, a5 in many other operating systems, data is stored in files. In UNIX,
2 file is a collection of daia stored together on a mass storage device (such as a disk drive) and
given a name. File's in UNIX can comain any sort of daa, and can be of virtually any size.

You might for instance, have file, which contain's a digitized picture of your car, another, which
conltains your grocery list, and another. Which contains the text of 2 paper you are writing for a
class other files contain the execuiable code for varions commands you will use.

Files are stored in a hical system of di ies, When a directory 15 contained with in
another directory it is fermed as & subdi y. The di y il is ined in is called its panent
directory. A unix file system is the collection of all directories, sub dirctories and files.

Full path names : In UNIX system there is a single, top level directory. Because the structure
of the UNIX file system is some times referred 10 35 a tree, owing 10 its hicrarchical nature, is
called root directory. In all cases, the root directory’s name is the same : a single slash,/
Relatives Pathnames and the current working Directory

A,,hw,dwmdldimﬁﬁina%ﬁhmmmumﬁm&m
dnuullad(mmnddmmduwmulkd..immmddﬂ-dmmmbemdnm
and for your cument working directory. The name . can be used as shantand for your current
working directing. _

For example, if cument directory had the full path names/user/local lib/emacs.

If you instead used the relative path name :

.| foo

You shall be referring 1o the file whose full path name is

rustiocal Tib/foo

Stadnard dircetories

A dmripﬁmnfrmmwr\hﬁmmrics like ©

1. i ﬂf L.

g Sysbem 15 2 P




Where executable system ut

ial file for each device,

Tike sh, cp, rm are kepl only the ulilitics

available as binary files are kept
‘here svstem config ration files and databases are kept.
pramming libranes are kep

porary data files

| modified by local system staff,

The top level directory for storing application software and data writien or

pplication reside here.

or locally modified application software is stored.

I'-.wnﬁm_mui‘uhullym software and parts of some |

reside.

S

Prmcmnlmmsmu'dﬁinmemwx process i program
> system. Each
hﬁlﬂlﬂ_ﬂeﬂﬂ'ﬁdnf::mul. Inuba%itlmnumwu::n::ﬂgem track of

and

Process creation : Processes are created in UNIX in a si manner, sysiem
s are in a sim) .
%wmmomﬂﬁwm-mdhsmthwrﬁmkm
memery images. “ﬂ“pwmsullr“ mh-mc,,ml ent ind child each have their own private
'ﬁiﬂemlﬁechinmmmm any of its variables, the changes are not
Open files are shared between i & i .
Pt T e ot 1t
made to the file by either one will be visible to the other | ¢ 1ild afer wards.

The fact that the memory i

wudﬂwlhinse!gmihﬁw]hm

d Mmages, varisble
mudthlﬁlu_d.smlmlﬁlﬁudl:Mwﬁﬁemmmﬁﬂﬂemu the
ko run

/* fork Fail
ed, usually bmuummurmeublei: full *

else if (pid > 0)

{

* parent code */
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!
else

1* child code */

}
Figure 13.63 : Process creation in UNIX

For example : When a child terminates, the pasent is given the pid of the child that just
finished. This can be important bocause a parent may have many children Since children may
abso have children, an onginal process can build up an entire tree of children grand children and
further discendants.

When the system is booted, the keral stans a process called init. This process then reads a
filerete/ttys that tells how many terminals the system has and providie certain information describing
each one. [nit then forks off a child process for each terminal and goes to dleep until snmejhl'ld

(Efminates, P
AR startup,
@ finit/reads this file _}

ﬁminl'ﬂ‘[g Terminal 17 %Tﬂmm :

Init with three children and one grand child

i i for a
some ksdmmllﬂltl:n‘ﬂmllmﬂmﬂdﬁalngmmmc._lﬂpﬂﬂ!ﬂm !
mwys =m3.:l,m[:m wverifies it against the encrypled password stored in the password file :

Jete/password E . command.
IFit is correet Wﬁwﬂm jiselF with user's shell, which then waits for the first "
it is incorreet, login just asks for another user name. : ) it
This mechanism s in figure for  syser ith theee teminals e PR T OIS
: s il i for input ong funni .
rmm::filmﬂi::ﬁ ::«:v ::In:g the shell, which is awaiting a command. A successful login
has also occured on teeminal 2, only here the
as o child of the shell the shell is bloclc:d.“mlmgblrru
will type another prompt and read from the u:-mm
instcad of W, the main program of the C compl

Figure 13.6.3 :

the child 1o terminag, #1
4 If the user ai terminal 2 had typed 'CC'

1d have been started, which in tum would

of terminal 1 had a

the "W program, which is running
he user has started which time the shell

78
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have forked off more processes to run the vafious compiler passes.

13.6.4 Memory management in UNIX
When the UNIX kemel is first loaded in to me

mory (at boot time), it sets aside a Cerlajn
a5 well as for all system and user Processes. Main categories intg,
which RAM is divided are :

Text : To hold the text segments of the running processes,

Data : To huld:hedmsemmnnm’lhe running processes,

Stack : To hold the siack scpments of the running processes,
Standard memory : This is areq

of memory, which s available to all the Funning programs iy
they need i A
Buffer cache : Al fhe read and writes 1o the I‘ulesnlemmmhedhm first. You may have
experienced siuations where o i

p Program at:suriﬁngtoaﬁrcdmmmnlownrk[nmrn;u
written 1o the file), You wait a while, then a sync occurs, and the buﬁermhcisdmpodlodiﬁ:
mdmmﬂmlh:ﬁksiz: Increases,

13.7 Command language of UNIX :

Commands Purpose |
be Programmable caleulator
cal Clnw:mﬂlcmdwﬁl:lhmmﬂmdudﬂmm
cC Comipile a C program
Cmp Compare two fiels 10 see if they are identical
Comm lines common to two sorted files
cp n'nlseggﬂ of a file
93¢ | Retwrn the dote ang time
E_ lemslhc EUMenis
(B Linifiles in a direciory =
[ME &ir | Make a direcic
wC Count characters, words, and lines in a file
Sort Serta file mnsis:dng of ASCII limes
pw Displays present warking directory
Paste Combine multiple f in a si
Is List file in a directory
Ir Translate character codes
Sh [Invoke the hell — ——————— |
m remove a file = ]
rm dir Rcmmadimu
"‘_-‘—‘—-—-_D.'_—-—-—-_.___. —
Ip P'nﬂal'll'tonlhellm ter
E!I_ make a column jn document into a sepg file
Un | create Ik o a file

—_—

——
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User portability : Even with a relatively poor user interface non programmer users
Mﬂwrx-mﬁmmﬁlhisismuﬂlx“agluwmsnmydlﬂer:ﬂ
compu i the in the world, Once a user
ter system ranging, form small deskiops 1o the largest computer e vOy e
i ﬁi&rm:sym.ﬁulblmiwnw
mwm&mﬂsmhuﬂdoﬂm_ o 3 S iy
wﬂkmmﬂiﬁtﬂlmufmmmﬂmmmn@g_uw . pnrlah_m
Open system system is & system, whi |mpuubﬂm.s;umu_
: An open isa .Iﬁhlchallﬂmlppl g il

operability & user portability between many different computer hardware UNIX
compuier of an open system. : : : o e
smdl.hmr Interface : There h:sbnmmv:fv:t muwﬁ;ﬁmmmm UMNIX-M ar
mm Ice::ltﬂeﬁ:h:'fhmw'?:mﬁudomdwummlfhlmhdhmmmﬂf
memmamimummﬁmuu:m _ o i
rosoft windows server @ A b n_- P ; -dm\—uim

g M\:'memwﬂmﬁmw.Mwhmwm“m
- mumam-smw ewhmlm
of these system, TS must ; e mmmdw_ ”“u,:
i, 1 s g il & g Kol of o pecing R
as familiarity with installed hardware and applications. g in s cument eense &

ing system : The windows 2008 server product | Wmmudhnmgjwnfumm

Separating will be supported afier sufficient i
e 7 'relmwindwwnu'pmduﬂb_cmb_iﬂiﬂﬂ&*"md e
N‘:m mg;?ﬁnﬁlnm for window XP or vista winning standard ctrvity
multi user

mq:::mmmnnwmmumfﬁmﬁm
& In Xeon 3.0 GHz CPU , s
i o i schedule must be in place
. mmlswmﬁmummw,?.mkmwmmm :
B“""p.:F“'.“mmwinwawm’m mam-inmimlm mw'm““
" 'mm:&mmunhmwwm
rrmr:::lruhﬂ 1o uninterrupted power supply.

; liance level
 be placed behind an app
Firwall : It is required that any o e & i S
rwall o

; should of
. ; SETVETS : : of one
& ITS both offer this service. N‘“H seriously consider taking advantage
of the purchase © forwal
the services placing & : ok & LAN
Netwark Aceess 3 All netw

tained from onling ion solution.

ﬂ The wwurmlﬁ" .

M 4

E ! e
{aboratories & tenders will need to
access for e
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- description |
13.9 Differences between Linux and unix |

All Affiliate account need responsibility person listed under aecount

TBM) & are Solarg
HPUX Hewle
Packard, A il

unix hnwd:__am Makes OSX, an

ardware, portsavatt
dozen CP| 3

u types including ARM

sysiems. OSX & Power
f&:sf] 10.0-10: 5«86 10:4) / 64 (10,5

Agam Shefl) & 1
shell It ean support
nd interpreters,

sived operations, and taday it :
: a Mpu'f”l!':ns : -"”'s'ﬂmﬂﬁdindrgg
T iteresting acedemic proj the only option. A few years back, Lunix
1563 where networking and

“m'ﬂl. the 0% S porting their lieati ,l Linux as an option. But
s has . applications 1o |
applicati entered the p

-lﬂd&silmbefw
Web serving and office
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e |hﬁ;dm S St nces where UNIX is the obvious choice, of used to be. If an
A it et Tyeamtis: ity g systems, or with more than eight
CPUSs, they needed to run UNIX in the past UNIX was far mone in handling all the
processes more effectively han Linux, However since 2004 mu::we.:l'klhe world's biggest

SUPETCOMPUIETS N0W run Linux tham umix. Since 2011 Linux aver 90% of the top 500
SETWErs.

13.11 Linux-Unix Differences in Cost & Distribution

Linux can be freely distributed, as it is an open Source 05, So anyone can get a copy of Linux
from books, magazines, or from the intemet also. For server versions, organizations typically pay
distributors for a support contract, nod the software. The major distributors are RED HAT, Mandrake.
For server hardware, IBM, HF, Dell are the major ones

UNIX is costly as compared to Linux; the midrange UNIX servers are priced in between §
25,000 and $ 249,999 (including hardware). The major distributors are HF, [BM. A high end UNIX
server can cost up to $ 500,000, According to IDC, Gartner, [BM is the market leader in UNIX
servers, HP is in 2nd position and SUN is in the thisd posinon. .

Commercial UNIX is usualy custom wrinten for each system, nnﬂung_meorisimlm quite
high, whereas Linux has base packages also. In this respect, Linux is closer in its model to Windows
than 4 commercial UNIX OS is. At the time of purchasing & UNIX server, users get a Vendot
assistance plan on setiting up and configuring the sysvem. But with Linux, Vendor support must be
purchased separately.

98.12 Threats and Security : Unix vs. Linux

aperali nerable imux is fas more responsive in

Both of the ng systems are vul 1o bugs but Linux is | ;

dealing with the threats Lmimmm-or@;?mwmﬁ

in UNIX, including the ssgmentation wser domain in P J—

:;“l.lulu ina muﬁmking environment, a password system that can be :cmwd n;:'oc m‘in

Iﬂwﬂymdmu:hme.AsLimmhmnp:nmos,mupm lhmporled_ . mmmmm

the user/developers farum, and within days it can be fixed. mﬁuﬂﬁ:h wm],.ﬁw
'|l'urn\mih.wgulhepropcrbugﬁm ity

ﬁkﬂ?ﬁl;uwmmnmmh\twsﬂﬂuw:hmman i cycles of

based operating SySiems. . N N &

A!Mmlm.snwmwngw.nﬁymwm& ml‘
developers worldwide. Tomiunu.lhisalmﬁurmmmm icker-to-market um-
than anything UNIX can provide.

13.13 Market and Future of Linux and Unix

o). Li than any ather server
According 1o International Data Corp. (IDC). Linux has grown faster any
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O5 over the past few y i
: years. Linux user base is estimated
machines, compared to 5 3 million for combined UNIX iumll:ro::mm

Operating Systom,

mote than 25 millig

13.14 Windows 2003 server

Server install step by st i i

y ¥ step. This will give you an idea on b i i
| anisgs Ifo:r You to either mns_tall the operating system, insmla;rnl.}q:?illh:i by wupsmdelrm o
DEcsent operaing system. This install guide s full graphical ang e l:rrnu;h oS
Step

of the installation
What you will require 1o do this walk through is
1. A windows 2003 net server CD
2. A computer with CD-ROM acoess.
Windows server 2003 standard additi ivers i
: ver 2003, 0ns delivers intelligent file i i
Intemet connectivity centralr i R
pcslyas y maddcsluoppulmynnwmd mmlmmmsmmm:mm
Key features : Updue manzagement
Remote access
Server handware suppon
Application veni fication
File services

Windm;mwpmﬁdea i pilfmmlhﬂlsﬁs}-m&ﬂmm‘ age &
3 3 comprehensive server i
use help business 1o lower Window

! : I ITC. Window server, helps organization achieve the greatest return on

13.15 Difference betweenWindows Server 201
When talkin
namely client

2 and Window 8
B about microsoft plaiform, the
Operating sys:cmslndmmwng Syslems,

81
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The client operating systems are not powerful enough to provide their own services, and
{herefore they cannot be replaced by a full-fledged servers. Also, the client operating systems are
wmpmnwly lightweight and do not require too much of processors, memory, or olher hardware
resources a5 is the case with the network operating system (servers)

Some examples of the client operating systems are
Disk Operating System or DOS
Windows 3.1
Windows 3.11
Windows 95
Windows 98
Windows ME
‘Windows 2000 professional
‘Wmdows XP

. Windows Yista
10. Windows 7
11. Windows 8

13.15.2 Network Operating System (NOS) .
A network operating sysiem is an 05 that has been developed h-nwmmmnmwi:r:
services to all the client compulers (client operating systems) that & metwark -rrlhﬁ-:l;ximre i
is the Active Dimuuqmnﬁnsmﬁm{AD.DS}mmmmhnmm fTerent
network operati S)ﬂemﬁomueliemopcmm;mm . ;
When hs;:iw Directory Domain Services (AD DS) ase installed on & network operaling
FyElem unlos becomes & full-Nedged domain controller that then Wﬂ;imn
the em.f.re domain and the client computcrs that the wn hes from & central e
ith the help of the Active Directory Domain Services, ﬂnc_admm:s:mmmm kmemw
I'l;:lmﬂtu:uﬂ‘:)pnllm which are then applicable onall the client compulers added
u E -
Mﬂm'“m;amw'umm“mmmw are :
1. Windows 2000 Server (Entire Family)
2 Windows server 2003 (Entire mi_lﬂ
3. Windows Server 2008 (Entire Fm'n_m
4. Windows Server 2012 (Entire Family)
Since the client operaling SySems &< e i BN .
mm.mmmimg:rm*c;mﬁ:“ = ey ok PR
i ane especially ”‘““*h provide
:*mr:gr;:{mlm computers that the network has, they must
has decent hardware configaration.

N
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13.16 Difference between window 7 and window 8

Windows 7 and Windows 8 both i
o ' % | are operating System developed by Microsoft. Wi i
on the web, Fnll?mm ':'I'I:cm Microsoft with has got lot of new fcatures are b"!:“:?ms d
! Y point wise differences between microsoft Windfwa 7
and

b ed I sometime
2012, It was announced at the 20 =
v 11 Consumer
Ekectronics Show i
e in Las ¥,

Kes new Teatures ke touch a
handwriting recognition, supoort for
hard disks, iﬂmmdﬁf:rn o
multicore processors, improved oot
performance, Direct Access, kernel
f,.,"m“““.' UAC (User Account Control)

indows Action Center, Jumplist, ete b
I stared wsmg Windows Aero, =

It ¢ ludes new feature =
Mﬁ:hmadnmhumsmﬂ' » funclio

ability to install Window & an
a USB Storage
Modem Task Manager, native 150 mounting
Mo Reader o Read PDF files, etc,,
tarked using windows metro USEF e

It removed some T;

cEures

,I:? Sl 3 e (maf_nl n ‘l:sn}
&mnm explorer and windows media phyer
ﬁ_l'n’rmml"-‘-‘ ¢ ReqUICTERES Tor TR
indows 7 32-bi are | G FRngi
GQMIﬁﬁBwaE“%m g
Drive. Space and DVD

aximum Fard

e e

L o o 50
Diive, Hace

82
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13.17 Difference between Window and Linux

y Y Linus Windows

WhalS 7 | L & an cxample of Open Sowee | Windows & the family of operaing
software development and a Free systems (OS) from Microsoft, which
Operating System (OS). Tn the cse of | 1 the with out & doubt the mast
Peach OS] the OSI stands for Open | famous 05 m the world
Source Initiative.

Cost Linu and thus peach (7S] can be freeh] For deskiop of home we, Windaws
distribited, downbaded freely, can be expersive A smghe copy can
distributed through magazines, books | cost around 3 50 10 5 450 depending
elc. There are priced versions for Linuy on the version of Wndows you want
ko, but they are nonmally cheaper 1o e
than Windaws.

Monufactmer | 1he Linux kemel 5 developed by The | Microsol created the Wndows
commumity. Linus Torvalds, the operating system, but allows other
original author of Limw, oversees comguter manufzcnes to distrbnue
thangs. their own computers wih Windows

pre-msialied
Tr case of L, threat detestion and After debectmg a major threat m
Window 05, Microsoft generally

detection i iy
Sk fast, as Linu i mam]
solution & very releases a paich that can fix the

and solution o g s
commini wen mEVEr Ay
Lmn:u:?pomwmofm jem and @ can take more than
several developers stan working on & | 23 months. Sometimes sooner,
from different parts of the workl, Microsolt rekases ptches and
mmedately. weekly :

Examples Tburii, Fedora, fed Hat, Deban, Windows 5.8 1, 7, Vi, XP
Archlinux, Android. Peach OSI et e LTI LTI :
ToOCessOrs Dhoeens mﬁa W ﬁm
. c M
Tompany! T Torvakls Tonat |
developer 1 Chosed Shared source

| Source e

“Source Model
Exercise

Part | (Very Short Answer)

1. What is windows ?

2. Define the linux ?

3. What features of window 7%
4. What is commands ?

I
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Part Il (Short Answer)

1. Explain window server 7

2, Dil’fmnne between unix and linux ?

3. Difference between window 7 and window 8

Part lll (Long Answer)

?

1. What is the purpose of master file 1able in windows ?
2. Explain huwmhmmapmmsaddmm?

3. Listand complex the key characteristics of wi
4. What features of Unix is details 2

ndew lunix & linux operating system.
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[ Unitwise Exercises |

[nita ]

1. What is the fundamental difference between network and distributed operating
system 7

Ans. : The basic difference between network operating system and distributed operating
ﬂwmistmmeﬂmmemmcwmmm;
if he/she knows the address of thase computer system, whereas distributed operating system 18
wsed by the user to share data and programs across many computers that are networked together.
M,Mmmmwmmeiﬂﬂmpmﬁm“hkhhmmu
fetched.

2. Explain the role of operating system in details 7

,n.s.:Mﬁnmmawsmﬂwﬂm.hﬁmmmmkmwuﬂ
amwinmwnwmmmmmamhaﬂmmmM
mﬂihghﬁmﬂhﬁugm.ﬂﬁmmsdfuw:mﬁ:M.m&i:
buiailmomwnmmrwummmaﬂmm{ltiuwdmwm
mmmmuymmu.memm1wmm :

Thcopquingmm%minhmgumﬂﬁnhmmm

Figure 1 ¢ Role of an operating system

ils 7

i deta
lhﬁhr'um‘msmﬂmﬂhﬂiﬂ and number of devices make our

A“:Ammwdiw is CPU, memory
mmmwwmwmm
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) System | yitwise -

RAM
Programs & data
ROM
POST, BIOS

Dhsk Controller Viard diek
._m CDROM
user data)
,m:_]
Parallel & 4
Senial ports
Network
J Interfate board LAN Internet
WaN

Fi‘ﬁlﬂ 1; (dﬂlplur’ Tunctional Block dia, im
H
Era
U] with d| mgrams 7 hat wa
Direct Mem ry Aceess th di rW s the necessity of

Memory Access is another ad
of duta w/from me

T vanced mechanism :
explains this concept. This - : where 10 device is given full

R :
” ry mlhm:;ul going through the CPU. In figure
nerease the speed of overall computer operation

84

Figure 3 :
Nmessitynl'miﬁ:Ifhmwmmmmmcwfxuasmmmiu

which it receives more and more interrupts with in 2 given time interval and thus CPU is left with
hardly any time 1o execule @ process. 10 operation using DMA -

1 Awnwummmmr J

|
E_ 0 finds buffers in memory for the transfer ]
I

Device driver (a system prosrlm!smllne DMA controller registers by specifying the source l
and

destination adelresses

!
| DMﬁmmHalhmgmﬂ-emMnﬁmﬂmlﬂwmﬁon

ing CPU cycles) wilhiout the inlervention

TP when the transfer has completed

DMA controller interrupts the
Figure 4 : 10 operation using DMA

*
fong term Schedulers =

ort-term, medium fem and

pbsmmnmmﬁ'jw'm“‘“d?”

1. List the differences amang sh

Ans. : (i) Short-term scheduler selects from
executs & allocates the CPU 10 them.

{ii) Medium term Scheduler wseid especially
level. A swapping scheme is imp
state them later to continue where they left off
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iy,
(i) Long term scheduler determines which jobs should be brought into memory (from secondary | [P ] P, T P | SIFpreempiive
storage device) for processing. ! y

1. Differentiate between user level and kernel level threads ?

0 . .
Ans. ; (i) User level threads are unknown by the kemel whereas kemel is aware of the Average wailing time = Q2341322 units o e
threads. 3 ;
(i) Kemel thread used to be associated with a process whereas every user thread belon SIF non-preemptive
K g5t [y Th.1
3. Justify that multi threading can take the best advantage of multiple processors » 045415 20
_Ans. : Multiple processors can be best utilized when multi threading is implemented because Average waitng time = = T
in multi threading, multiple threads should execute simulianeously and this simultanesus execution
can be done efficiently in a mult processing environment with cach thread being cxecuted on P, [ F, | P | P: | Priority (precmptive)
wm.ﬂiswillinnmmewohmullilhmdodm.Fn.rmph,aw:b - , 0
server that sevices each request in a separate thread if uses multiple processors 1o execute thess
threads, can become very fast as compared to when it uses only a single processor. | sE _w=£ Units of time
Average waiting ime 3 3

_ 4. Consider a system with a set of processes Py, Py and Py and their CPU burst times, |
prioritics and armival times being mentioned as below © i L
| Priofity non preemplive
L L

Process | CPUburst time Arrivaltime | Priority | '
[ > - - - | 0+5+15 20 e of time
| ﬁ\tl’ﬂgﬂ W‘l.i'ins ume = 3 = 3 unil
P, 15 1 3 N
. FCFS ission of
P, 10 2 I .' :-l.:.cmm rime = time of completion of job-time of submission ofjob
- | g o =R
?lfmelmbeﬁch@mmwandukqulhefonfns: | mmmu-mr; Py =M-1-19
- WETBge waiting time using FCFS, SIF (preempture and non-preemptive) and prior ' - e  =30-2+28
{preemptive and non-preemptive) scheduling mechanisms, : T l e st 36 3 52
2. Average twm around time usi i preempii priority average G
A ing FCFS, SIF (preemptive & non live around time = =33 "0 i
{FTMW and non preemplive) scheduling mechanisms, - [ i = § }
Assume time quantum 1o be 2 units of time. Caleula
: fe avera ftin, d i
average turn around time using round robin scheduling, PN ki SIF (precmptive) 5413428 _47 . ftime
Ans. : 1. Gantt chant for the different scheduling algorithms will be - ; Average tam around time = 377 céil
(7, ] F ' '
. _n CFS 1 SIF (non-preemptive)

5413428 47 e of time

C 0e5e20 ' around time =
Average waiting time = .LJ_*__ = 3; anits of tane Average tum fime 3 3

85
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SIF priority (Preemptive) — wli“smgmmﬂfulh&tismdwp,.p, is waiting for a resource held by p,.... and 50 an and
“Tun around time for P, =15-0=15 i nally P is waiting for a resource held by Py,
el T o B By =3-1=2¢ §. List three overall strategies in handing deadlocks.
Tt i Py =12-2=10 Ans. ¢ (#) Ensure sysiem will never enter a dealock state.
" 15+ b) Allow deadlocks, but devise schemes o recover from them.
Average tum around time -_5.%'1-% units of lime :c}mnd deadlock donot happen.
S
Aversge wm around time. = 222347 L 1. Explain the difference between logical and physical addresses.
3 3 units of time -
3. RR scheduling s ) i
. WMMWWMMMWRMNMWOmm.
ARARAAAANARPARARRARARAD o Physical addresses are the actual addresses used to fetch and store data in memony:
waiting time for il - : K30 ! 2. Explain the difference between internal and external fragmentation. .
waiting time for B Sk di=g Ans.:Inlemllfmmluillﬁonislheuelxinnlleﬁnnnramcﬂmismmet_ihyl},e]@
waiting time for Fa S2+dra+42+2m13 mpginglhmmginnmm‘!his;pue:summinblcrumbymmmtmphu
. Py =4+4+342+2=15 | rmi;}mdmmrpagpmmpnnlsfemd.
etimes combined into one scheme?

i e o B+13+1

verage waiting time —%ﬁ-?:u units of time
i L (3-0)+(23- 1) +(30-2)

B 3

47
=~ Units of time

J3+22+428 63
3 "3 =21 units of time.
5. Explain Deadlock characteisticy 7
Ans. : When a dead| : 5
have deadlock - ock wil oceur
() Mutual Exclusion - A
(i) Hold and wait - A.t
v least one % ;.
resources that are being hold by other "m'mhﬁldmg a resource and needs t acquire
[f"]““wion:lr. process hol 7
V) Circaulas wait : There must exist

If these four conditions occur simultaneously, then we

can be used by only one process at a time.

Ids a resources, it can no h?I!l'eI:mpu:d_
# 561 (- P1.y) of waiting proceses such that o is

86

3. Why are segmeniation and paging som

Ms.:Semmmhnmdmﬁngmnﬂ:nmﬂnﬂinuderlnimmumuhg‘;
Segmented pagin is hel nmmemmhkbmmmmge.hwm
o&'ﬂlepqeﬁleﬁim icsf:lusodmbemllapwdimasinglewm: table entry with 8 page
ﬂbhndmnfmhpdmynmmhnmuﬂwwﬂmm\whgmﬁw
mq.mrulolnrtimr.rwﬂhwm.ﬁymmwemaﬂammmmﬂmmuw
external fragmeniation as well s simplify the allocation.

4. List ways of reducing the context switch time.
f 4 process 1o be swapped

Ans. : o Minimize the amount of memory 0
b. Increase the speed of the disk used for swapped-oul processes.
¢. Overlap swapping and program execulion.
5. What advantages does segmentation have over pal.ifbs? : s p
Ans. : a Can associate protection with eritical segments. witheut WEJH W o
b. Can share code and data with other users, tightly, so that only the posiORl

shared.
6. When do page faults
When a page fault accurs.
Ans, : A page fault occurs W
memory takes place. The operating system
s invalid, IF it is valid a free frame is located

occur? Describe the actions taken bY the operating system

hen an access to 2
ifies the mEmATY 300555 o the
mmmmuﬂe"w"‘d"'mw
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free frame. Upon completion of 10, the process table and poge table are updated and the insructioy

is restarted.

7. List benefits of having only part of a program in memory,

Ans. : a Simplifies the programming task.

b. More User-programs can run concurrently in newly freed memory.

c. Less swapping of entire programs, thus less 1'0),

a.l.istsitmpsupmcmap:ge fault.

Ans, :
cmmmmmm&uminmmmm.
If address valid, but ils page not current, bring it in.

Find free frame.

Reques: 1O for the desired page.
Update the page-frame table in PCE.
Restart the instruction,

9. List ways to implement LRU, to determine which page is victim.

Ans. :

. Use hardware counter and/or clock.

use. Page with oldest time is victim.

b. Uumlsul‘pqemmbm.mwhm.pmnmhmwmmpurml.wm

mﬂﬂﬂeddwnﬁmnnumlmisﬂtevicﬁm

-8 Unamfumw:mnismaﬂwm.bulduedaﬂuﬁmhm Victim is one

with hit ¢leared

d Ustnm‘ermbm.Aﬂa;iwnlimeinma!,mebminmhpmismmﬁﬁmw

Page in use has sign-bit set Victim is page with lowest-valued byte.

10. Describe the page-to-frame translation,

Mli.=Lnﬁu!ﬁdmissﬁilhhpmoﬂhtmdpl5emmhﬁ3mmmeﬁﬂm
ml_wnwrl'cspmdjnsmlryislltrm:numbmwhiehismbimdwﬂhwgeomwsiw

Physical
1. Explain the purpose of the open and close operations.
Ans, :
® The open operation informs the system that the named file is about to become sctive.

*  The close Operation informs the system that the named file is no longer in active use by
the user who issued the close operation,

e AN e

Page table contains time thar js updated after cach

87

in reaching cach other's files,
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hat is a file?
= W‘ A named collection of related data defined by the creator, recorded on secondary
Ans.

W:c';wm is a sequential file?

|
[

,ﬁlileﬂmisrudmmordwbln:l:mmnwmalimemudu.wmam
Ans.

of a file. ; . .
tages are there to this two-level directory” - .
il .d':x: isolated from each other. Users have more freedom in choosing file names.
directory?
tages are there to this two-level
pfu?isims.“wmnﬂmlomwﬂhmhwﬁmmm
and system files are inaccessible. )
How do we overcome the disadvantages of the mwl directory? a——
y nr'rmw'delirﬁcs from mwﬁmwm'ﬁﬁwﬁmmw -l
bwme‘“n;'ailnhle by letting the command uwmswd- ¥
system directory if file needed is not in first directory. .
7. How can we protect files on a single-user system?
Ans. : a Hide the disks.
b Usemcmre.smat:m'lhmd.
¢ Backup disks. o "
el = . ::Ide for usel
8. List four ways systems might p

HSEFS.
g i in naming files
a, Allowing user fo use unprintable characters n
the complete name.
b, Assigning password(s) to each file erhes
€. Assigning an access list, listing everyone postit
dl Assigin.g protection codes 10 each file, class
. world (everyone ¢lse). of allocating Space
. Explain firsi-fit, best-fit, and

4
Ans, @ Users
5. What disadvan
ADS. ? Without ather

rs to protect their files against other

50 other wsers cant determing

for contiguoss

worst-fit methods
9

E first aea fousd

Ans. : )

®  First-fit: Scan available hlncl:sol‘:j for
that has sufficient space; do not o

®  Best.fit: Search for smallest arca T

& Worst-fit; Search for langest ared 1 which

sive free sectors, use tbe
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10. What information is needed for disk LO? _n'l“‘yih-m- -%d a spare PDP-11 system and anii:gf o mﬂmm with text-
Ans : a Whether input or output. | doete "-ng requirements. It therelore exactly suited their personal not t of & company.
b Disk address. | Fmﬂwlml type of operating system is Windows .xl"';" Deseribe twa of its _mjor features.
¢. Memory address 6. WhT% 2764 bit preemptive multitasking operating sysiem supportng rnultiple users.
d. Amount of data to be moved, i “T’:‘ ability automatically to repair application :n::p:z:!s mmw]

o i i i [ 1al={Flal} L} 3
11, What are the main differences between capability lists and access lisis? " Wﬂelwmklngmddwme u:mé :e R

Ans. : An access list is a list for each object consisting of the fie = theduigngmlsof\l"i -

of access rights for that object. A capability list is a list cpgbjbt:ls :;"’:;ﬂs with & nonempty g T . Design goals imludcsecuﬁly.reliabillim‘-\rll:duwsw POSIX application compatibility,
e e | o et B tensibility, portability and intemational support. P

. Capability lists are usually f hi e : astringent requirement and included extensive dniver very cation,

v kept within the address i, Rediability was perceived a.sins mmwin 0 evel Code, and  rigorous s e

space of the user. :
How does oy calching

the system ensure that the user cannot modify the contents of the list?

Ang. ;A capability list is conside i e : . ”.ﬂi' | sy :
tho uscr. The opeating sysem ensures the ueer cammet somery o 1y ocessed only indiretly by | fo B D0 drivers, applications W Gt o R E
-Eﬂ Imlam L pmii' "‘md“‘“;fvﬂ"é'pﬁ’&mm and the scalability of multithreaded and muliprocessor
1. To build a rob [ m-.:imamﬁ'- e S0 e
. '] a - ) i 4 : |
occur. robust distributed system, you must know what kinds of failures can 8, What are the mp:ni:il:;‘mﬂhk e i e e
T | amm:’mmwmk:ps track of which device drivers, filter drivers, and file systems wtrlw:?;g
a List possible types of failure in 2 distributed system x:fnw buffers for V0 requests. It rumgmuge assists in providing memorymapped
: pf b : . | for the whole gystem.
2. m':’““'“::z::"::;:w n: also are applicable to & centralized and ;ml:mu r;; G::'GFSWHIM:E odrm e does NTFS rcanr rom 3 -
A w principle? Syslem. i
adhere to this principle? principle? Why is it important for a protection system 1o | crash? What is guaranteed after a recovery takes place? o L

Ans. : A process ; i | : . data structure updates are n =B
access and are required currently 1o &% iy time those resources that it has been authorized to o d::: ﬁmlilsﬂﬁmm. the. transaction writes a log record conainie rodo md vado
m} Ma faulty process can cause in a 51'91;: task. It is important in that it limits the amount of ‘l information. A commit i written to the log .ﬂ:ﬁ; ht;ww} Ee b s first

. Make a list of securi - e system can be restored to & consistent siate ¥ B \ransactions that did not
on your list, state wﬁem:ﬁ:mmu.:omwm system for a bank. For each item |I mgmwzrmnm fm:-,."mim iransactions and undoing e ::“m u:";m after &
operating sysiem securiy. & 10 physical security, human security, or successfully commit, This scheme does not guarantes ;lil:.:: mclathlﬂm ) are undamaged and reflect

Ans. : Ina protected locat | I data structures
sran, ; ion, well guarded: physi % recovery, but rather that the file-system
;aum b Modem access climinated nul.Ip man. Network tamperproof. physical, | oo onsietenl state that existed before the crash.
DRy yors prevented or logged: haman, operaing s or limited: physical, human. Unauthorized | 10. What is RPC ? Why it is important ? can use to request 3
e Human. Progrummers, data entry personnel, mustwonin, o)t P'octed and guarded: | Call (RPC) is a protocol that on¢ PIEg w0
4 What are the advantages of personnel, trustworthy: human. : Ans. : Remote Procedure C st computey In 8 petwork without Mﬂﬂswnn call)
hmm ¢ Encrypted daua are Euﬂd:d:;‘:cwlha data stored in the computer system? mnmmrmduﬂT o A mmdlmrr:ﬂlris also sometimes known a3 2 Wﬂ:l:‘w ¥ idi
E:::II'I)L which is needed 10 decrypt them, T Lnli SySiem's protection facilities, as well asa | RPC uses |MSE|%EI'IEW model. The requesting program isa qlﬂ‘baaﬁw pperation
% wo keys are better than one when it comes 1o | Drogram is the server. Likeamgumﬂfwﬂwu"“'"m“c“kmpmﬂ'““
. T b derign i ; ded until the results © address o<
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