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Chapter

8 Information Management

Introduction

To access information af any time, 1l 1% necessary 1o store information for long-term, it is also
essential 1o make data sharable for vanious processes. And large data required storage devices,
For all these I itis v 1o store data on disks and other external media
i unis called files

Files are managed by the ('S Processes running in the system can read or write these
storage media via files. How 1o structure, named, socessed protected and implemented are few
considerations in operating system design

B.1 File concept

A file is the smallest allowment of secondary storage device (disks) or a file is sequence of
wmtw of bits & bytes). A fill system normally organized into directories 1o case
their use. These directories may contain files and ather directions. The five major activities of an
Operating sysiem in regard to file management are

1. The creation and deletion of files. I
1 The creation and deletion of directions L1 -

3 The suppon of pimatives for manipulating files & I
directions
4. The mappang of files onto seeondary stomge
5. The back up of files on sable storage media
Files are fundamental abstraction of sccondary Stofage
mu (such & magnetic tapes or disk drives), although
sysiem softwase wary also provide other higher level
abstractions such as virual memory
A fibe s & container for & collection of infarmation
file manger peowader a protection mechanism to allow
maching users 1o administer how processes execuling
mm devices are capable of stoning only lincarly
Fessed l:lwlﬂ of bytes. The file system provides
hmﬁwmw rom storuge blocks 1o data structures suitable
o application programs The file sysiem provides
that links blocks of the slofage system

Stopese Devices
%.‘Mngrﬁoﬂcl

Figure £.0 : Information siructure

—
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opether 1o form a logical collection of information, it is called stream block translation in figure.
conceptually, this iranslation allows one to store and retricve an arbitrary strear of lincarly addressed
hm o the block onented slnrngz Syslem

When an application's data structure is written to a storage device, it will have to be converted
into @ byte stream by a record siream translation procedure Then stream can be stored as a set
of blocks. Later, when we retrieved data, it will be read black by block, converted into a siream of
pyes, and then convenled back into the application level data structure

8.1.1 Low level files
If an O/S provides only the stream-block translation “- i

facilitics, it is said 1o provide a low-level file system
Window MT & UNIX provide low level file

IT the file system provides the record stream
wanslation, it is a structured (or high level) file system
IBM MVS provides hgh level file system

A byte stream nbmng$Mkmr

ion, A stream file 15 a 0 SEqUEnce o 4

ﬁ?np::ud :mmcmmiw integers. Each byt in Figure “'I'“'“l:;" sream
the stream of bytes has an index frame O onwards. The
file position is used v reference bytes in the file At any given moment after the ﬁT:!'ashem
opened, the file pointer shift the index of the next byte in the file fo be read from of written to.

The file system keeps a data structure called a file descriptor in which it stores detailed
information about each file. Different file managers store different informanon. The most are
mainiadin the following

Current siate : This can be archived, for reading wiling. executing, appending and soon.

Locks : A process that allow a file system 1o lock file for reading only and for writing only.

Storage device details : That contuns the details of how the blocks in the file can be
accessed,

Length : The number of bytes contained in the file

Sharable 3 A field in which identify the file as read
elg.

Users : The list of processes currently having the file open

Count : The numbsr of directones in which the file appears, if the directory system allows a
file 1o appear in more thar cne directony.

External :nne + A character string name for the file, used az the command line or from an

program This is symabolic name

IM;.,.::;M files = A g:,:r.; stuctured file can be used to hold any I:md_ of infmm_inn.
including absolule Program IMages. relocatable object programs, libranes numeric data organized

Stream-block translation)

Storage Devices %Swﬂt

sharable

ble. wrile sharable, ¢
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according to the needs of some set of applications textual data such as source programs, word
processing documents and information ready to print.

Structured files are represented on the storage medium as a collection of blocks. Structure file
descriptors must contain the same kind of information that are kept for a low-level file, as well as
additional fields w suppon data structures as follows :

® Type: A tag that is describing the type of the file.

* Access method : A composite of functions to be used to read from, wrile 10 append to,

update, or otherwise access the file.

& Other : Specific suctured file types may have other fields to represent the relationship

of this file to related files, the minimum version number of the file manager handling this
file type and o on.

5.1.2 Structured sequential file

It is a sequence of logical records indexed by the non negative integers. As with byte stream
files, access to the file is defined by a file position, but in this case the position indexes as records
in the file instead of bytes like open (file name), close (file IDY), get Record (file ID, record), seek
(file I, position). These operations are equivalent to the operations for the byte stream file,
excepls the data are stored in records instead of bytes.

£.1.2.1 Indexed sequential files : Sequential access information is not useful in some
applications when we need interactive query system, such as ATM, any particular work done by
the program will be concerned only with a specific records rather than with every record in the
file. The file system must be able specific record independent of the records location in the file.

Indexed sequential files provide the capability, while retaining the ability 1o access the records
sequentially. Each record header includes an integer index field. The indexed sequential file system
uses 2 more general readiwrite interface than do pure sequential files. Like-get Record (file ID,
index), put record (file ID, record), delete Revond (file 1D, index).

Index sequential files force the program 1o manage the indices so that the can access desired
records. [t is widely used in business computing for files that have very larpe number. of records,
particulasly if the records are often refie d in a non ial manner. It is also be sccessed
sequentially if the application intends to systematically process every record in the file,

8.1.2.2 Inverted files : There are many applications in which the index field must be searched
by the application before a record can be retrieved. In general, each record access would cause a
storige L0 operation, smoe the reconds would not usually be stored in the same physical block.
The aumber of operations could be substantially reduced by extracting the index field from cach
record and placing it in an index table. This table has a conceptual form but it is maintained by the
file sysiem, mot the application,
~ The external index table can be generalized 0 thal an entry points 1o various records or field
in the file. When a record is placed in the file, keyword in the record are exiracted and placed in
the index table with a pointer back into the record 1o where the keyword appears. This is called an
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taverted files, since records are accessed based on the in the table rather than their
Jagical location or address. on their appearance in the table than thei

8.1.3 Data base management systems

A database is a very highly structured set of information, typically stored access several files
and with the organization eptimized 1o minimize access time. The DEMS enables the program
user fo define complex data types in terms of data schema, These schema specifications are then
used by the database administsator to organize the way information is to be stored in files so the
data can be accessed rapidly. some DBMS use the normal files provided by the 05 for generic
use. obviously, a low-level file system will be better suited to DBMS suppon than will @ structure
file system. This is because the low-level system does not presume any particular structure: on
filles;, it expests the application the DBMS 10 do this

While conocptually every DBMS uses the file system 1 implement its functions, in many
cases it has its own siorage device block organization and access routmes; hence, it completely by

the file system in order 1o woek directly with devices. This enables the DBMS to be more
efficient in the way it accesses the storage devices. However, it precludes information stored in
the from being ibly using the file manager’s interfice to the storage device

§.1.4 Multimedia storage

Multimedia documents are highly structured files (or set of files) d ‘mnymin infio .
represented as numbers, characters, formatted text, executable programs, graphics, images, audio
representations and so on. Storage requirements (containing images) ane five or more orders of

jon Fi
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i i i - 1a 4 f
magnitude higher than wraditional alphanumerc in  For ple text page o
characters might require 0.5 to | KB to same the information, but a similar sized color image

¢ lasge i cause sysiem

might require 10 KB of storage These very . : e op g
designers to rethink the mechanism for storing files and for copied the information from the storage
device 10 memory.

~

8.2 Low level file Implementations J

mmmaminimmimmﬂﬂbhlwlﬂmﬂim
and write to information on storage devices. The storage device may be a sequentially accessed
device, such as a ic tape, or a randomiy d device, such as a magnetic disk.
A,,p:minﬂm‘,rmmuhﬂﬁhmignmuimmebmdmmmhmwﬁ
mhsicﬂbmhlwhichmmmdmﬂmphﬁl_ﬂlm_nﬂ!munpemmmw&:m
pou_p:ﬁimgwulmﬂlehﬂm!umﬂ_lnﬂmmm'@moﬁm@K-lv
Minmm}mﬂﬂ_widlisﬂmdhph)mcﬂmmdﬂ.wmkleb:nurlﬁerud’hiﬂsm

an ical record :
i mcmmmmwmsmphy#wblmiummm

Jogical blocks on the
uapgn..;?::rof the how-level file. So for K-byte physical blocks on the tape, bytes by 10 by are

The byte stream file sysi

- N b d L

w vy e ol
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stored in physical block O of the tape, bytes bl. 10 byy,,, ane stored in physical block 1 on the tape,
and s0 on.

A disk realization also maps logical blocks of contiguous byles from the byie stream, but the
mapping of logical to physical blocks will not normally be contiguous on the disk. The disk realization
of the lowlevel file sysiem must provide & mechanism for managing a collection of blocks to stare
the bytes of a particular file so that they can be accessed as if they were stored as a contiguous

byte stream,

w—Block O —w

L LT Y

Magnetic tap
Magnetic disk
Figure 8.2 : Low-level file system architecture

8.3 Storage Abstraction

The low-level file systems attempt 1o avoid encoding record-level fanctionality into the file
manager Irﬁmappiiglimw will typically use very large or very small records, a generic file
Wmnmhunmwﬂt:-dmugnfl}uzful;lhiswmddwbeamlwm
mmthywlhuiswidﬂymhlpﬂMunsmwrybeinm}mmmdlubemm
efficient if it is implemented in the Operating System. The modern open operating system has
been toward low level file systems on the other hand, proprietary Operating System for machine
aimed af particular application domains (such as transaction processing) will provides a higher
Ityr.l'ﬁl_uesyslem In IMsudiwmthmofclassi:mhmﬁrmpmingw
absiractions.

B.3.1 Structured sequential files

wsmmlul files contain collection of logical records. Records are referenced usi
an index a5 in byte stream files. The two types of files are differ in that structured seqqnnliduls'lu:
cause a full record to be read from or writlen 1o, The implementation of structure sequential file
manager is logically the $ame as o byte stream file manager. If the structured sequential file
mn_mmoflmn;l:m@rdumuﬁm:rmrmmﬂuﬁre.mmlbcm-mmwtht
dﬁwndmlhmemnmmmmdufumeimrthfu opeTation.
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5.3.2 Indexed sequential files

In indexed sequential files, each record contains an index field used to seleet it from the file
An -ppf':?:'eﬂ W:T' Provides an index value with esch read or write operation. The file
P 5 sm 1o search of storage device for finding physical block which
contains record. The implemcntation may use the same file structuse as structured sequential files.
m:\nu':;kfam:ll:l:muw the mapping of records to blocks. Insertion and
occur 1y logical location in the file. i | i i
. acise i s iy in So, internal fragmentation and compaction
The file manage may be implemented with & mechanism for direct access of records. Rather
than the records being kept in a sequentially accessed data structure, they can be placed in different
block and referenced from an index for the file. This require that the file manage keep a table for
each open file and map the index to the block number that contains the record. This direct access
implementation can substantially reduce the access times for records in the file. The cost is primarily
the space cost of the index, since complexity of the approach is not substantial compared 1o the
sequential approach. Read and write operations are for more complex for indexed sequential files
than for stream-oriented files, since the file manager must access records according 1o the index
value.
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8.3.3 Database Management System

A database management system (DBMSs) contacted an entire area of computer science
itself. DBMSs are built on a fi | storage ger, which replaces the file manager.
The storage manager inerface is at a relatively low level so as to enable the DBMS designer
directly manipulate storage devices. This avoids perfo pendlti isted with generalized
operation in favour of specialized ies for datak DMBS depends on & administrtor
1o choose the organization of records across and within files. RDBMS requires that there be a
means for very efficient search of records, while object oriented databases requires the access

b defined by app code conventional file sysiem interfaces cannol suppor either
of these functions; they require the storage manager to replace the fill manager in order 1o
accommodate them. By using storage manager rather than file manager a system that supports a
DBMS and a file system usually cannot allow data to be stored in 2 database yet still be accessed

via the file interface.

8.3.4 Multimedia Documents

Multimedia files make demands on the storage system like other database (object oriented
database are often justify by the need to support multimedia documents). Multimedia documents
tend 1o be im| using abstract data types, it is compulsory to use application defined
acoess methods |ummmdiﬁ¢m1mnflumm;m m_lspﬁﬂ!hﬂdw
manager interface to the sccondary storage devices, the same that is used in database
i'll o

{{ 18
ish band widih through put is at odds with the basic operation of contemporary
el ins 10 MB record (with an image) and a disk block

file managers. If -
i;q KB w,,”;dmuﬁmnillspumiﬂwtihﬂi The block allocation strategy will have
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a major impact on the rate ai which the image can be transferred. The contiguous allocation
strategy is best for transfer time, although the association fragmentation problem is a costly trade-
off so the multi media document transfers ane not provided with high performance service, Operating
System technology is evoluing to meet the performance requirements of mullimedia files and

documents because there are no widely accepted Operating System that provide high performance
support for multimedia files.

8.4 Memory Mapped Files

Memory mapped files are especially useful when a file is shared. In sharing the file contents
are bound 1o virual addresses in the two or more address spaces of processes. If two or more
process have the file opened at the same time, the OS recognizes this and manages both processes’s
page table pointers so that they reference one copy of the disk block in memory.

For example, suppose P, and Plhawnp:nmd amemory mapped file. As shown in figure below
blocks i to i + 3 have been cached into memory. P, is using blocks i + 2 and i + 3 while P, is using
blocks i, i+ 1 andi+2 When either process changes a file block, the other process immediately
sees the change, since the change is captured in the cached in storage blocks, The memory
mapped pages could be paged out at any time. However, performance will be best if the pages
being used by either process remain in MEmory.

Page table for P,
Blocki+2 | I—
File Descriptor .
| Blocki | |_.
- Block i +3
—F
Blocki+ 1
Page 1able for P,

Figure 8.4 : Memory Mapped files
To use a memory mapped file, a thread in a process must do the following-
1. Obtain a handle to the file by creating or opening it.
2. Reserve virtual addresses for the file
3. Establish 3 mapping between the file and the virual address space,
4.‘ Redease the mapping when it is no longer being used.
. Burgﬁnuri:ﬂ;h directory is a sei of logically associated files and other directories of files.

mechanism by which humans organize the sel of files in the enti
: ; e system. A
directory is a logical block of 4 set of files and possibly nested directories The file :::nu@:r
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ides users a set of commands to administer a directory, including these-

o Enumerate : To return a list of files and nested directories,

o Copy : Creates a new duplicate of an existing files.

o Rename : Changes the symbolic name of an existing file.

o Delete : Removes the identified file from directory & destroys it

® Traverse : To navigating from one directory to another directory in hierarchy order traverse
operation enables to contain majority of directories and subdirectomies.

8.5 Directory Structures :

T 4h

i ] () A cyclic graph _ _

g iy e establish a logical file system organization that is

mmr:f:i‘:eﬂmdeviuwmpnm: wmgl::im task in the d'mmwdgs@ i,';? m:ﬁd the ml i:

organizati stomge devices. This is done by partitioning the organization and assigniny

&mmﬁtm$£WudimdﬁmﬁmﬁhWM|u

I Device Directori device 'ntﬂnﬁ"milﬂﬂnfﬂllmﬁmunlhedﬂict.m
i pﬂmm:fn::;:udimwzwius\:inndlmlis:wiﬂlelmorﬂnm

m .

«file name, file descriptor location= W——

i i mod'llneﬁlt.m_dﬂtngurfmor Wmﬂ
hgj?&?ﬁ;n:m“mmm_mmmmmmwﬁkw

open command.
\
lFiseI' 1

T
¢ 8 8

1}

/

i/

r
Device & iming the file system
wnu,p.nllinl: €

root
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As disk sizes increase, it is useful to divide the physical di_s!: inko two or mare !usiu] dm Bt
Administrators find this useful b it simplifies the mechanical process of archiving the disk’s
contents-only a portion of the disk meeds to be dumped at a time. On personal computer, disk
puliu'nnsaummmmodmdiﬂ:fmmmmun@:dm&:emdmdeﬁmmmm part | (Very Short Answer)

: T p e
TSR 8 N 1. What is file 7 [Raj. Univ, 2004, 2005]

8.6 File Directory 2. What are the anributes associated with a file. [Raj. Univ. 2007]
. - : 3. What is file descripior 7
A general directory is implemented as a structured file in which each record is an abbreviated Why DBMS preferred 7
version of a file descriptor. For example the record might contains the name, owner, protection 4. Why o ) .
siaie, length and a disk address for the file descriptor. Depending on the file implementation, the 5, Why a file system supports indexed sequential files ?
Mpmﬁkdﬁmmmhdhﬁmwmaﬁhducﬂmtqummﬂwﬂlewm
record in the directory, Part 1l (Short Answer)
ommr:'me iﬁll: liennl;rmﬂlm}orr : “h"l'?a file is opened in al:}niem:hﬁ inal::my. . Explain file access mechanism.
a deseriptos for the file must be obiained using ¢ direciory that containg le. In the UNIX 3 4 ‘T to implement directory °
absolute path name fuseriabe/books/OSich13 example, before eh13 could be opened for reading % T & CHAtnny N L e
or writing the system would need to find the file descriptor in Juser/abc/books/OS. But befor, Whal is structured file ?
Uhe entry can be found in OS, its directory deseriptor must be found in Auser/abe/books, and s . Explain multimedia storage *
oa. Hence, when the file is opened using an absolute file name, the open roatine must first search . Explain device directories.
mcrwrdirmoq-wﬁnd|bunrryfnnbeﬁmleﬂldirmm-ymrfnﬂ|empl¢So,ﬂnﬁm : -
kuldmminmeummhmmmmmlnmmmmmmmm Part 1l (Long Answer)
Mounting Removable file system : The UNIX file manager incorporates a mechanism to ey ial. li indexed files,
aflow fle ystem (0 be combined into one directory hierarchy. This s especially useful for adding | 1+ EXPlain difference betwesr ﬂm"ﬂ"ﬁ‘:‘ i
amnfﬁlesmuugmamnmw:mdhmmtommduinglﬂnsymnnnfmddisk.Th= 2, Explain the purpis of ereale, ope #nd ¢ % s Raj. Univ. 2004, 2005]
mount command appends a file system into an existing directory hierarchy, It does this by 3. What do you understand by file g FEra: ke 2084,
n.'plmngndimnr}-rmhemﬂmlﬁkwmhylhemorm:mlﬂﬂcﬁleaﬂmwhm
the comrespanding replaceable medium is placed on the system.

"ok e

Mount bata

Figure 8.6 : The UNIX mount Command
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(] Remote Files

: " logy for distri

processss can communicate with one another at band width than with imditional serial communication
devices lnﬂusthgm‘.“m the file abstraction of memory 1o contider how the OS5 takes
mnu;eo_l' to ref dary storage devices located on machines across the
mumﬁk chnology is the foundation support for distributed computing provided

Remote files : Network technology is the principal sech buted computation,

9.1 Sharing Information Across the Network

" app gy 15 10 have the OS5 enable a on
mmxhunlunﬂhem&mudu?mmmmmﬁmﬁﬁmmemm
mmoﬂgmmmmkufmﬂimlwﬂwlmnwdll.inm

processes to read from and write i
s e ke luﬂwmmmmmmumphws
 In basic VON N archi L ap must use interfaces 1o refe
mm_mmmumm:wum=mmwu¢kmm-
mtmnr}llld.rﬁswﬂilmlll_ﬂ)'mwiﬂﬁﬂlhusuﬁ&mlhmlouminl
related primary memory bocation or another ine.
e el M.imllﬂmldalmhlhlclomdlmﬁl:

After the ARPA/net network, software was developed to imple i knowledge

: ment f
mﬁmmm@q system hlmdhwdammwpym;n:uh neumi
f 1o anather by using explicit commands. Remate file technalogy evaluate today so it
upmmkbmrmm:ﬂluwhzunmlﬁlemﬁmlinm.

9.1.1 Explicit file copying system

Information can be shared across machi iici
nes
angther across the communication network, In mb'h:: ::-T:It i

machine.
Explicit operations are used ina i

' " conventional fi

:«herm  system direciory using 5 simple shell ;

accomplished by using either the operaling

le manager to copy file from one place
0

command . In carliest network system this can

S¥Stem point to point communication fimction o
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wansport layer software to connect with a remote machine and then having a surogale Process
on the remote machine retrieve a copy of the target file and write it to the connection. After the
local end of connection for the surragate to begin sending a copy of the file over the connection.
The local and accept the copy and stores it in the local file system for subsequent use. The
ARPnet ﬂ!) and UNIX uuep commands represent examples of using the network and
communication faciliiies.

There are other manual file transfer packages, used across the heterogeneous netwarks
(retwork has different kinds of host machines). The IS0 OSI File Transfer, Access and Management
(FTAM) protocol is the standard IS0 OSI mechanism for manual file transfer: telnet and fip are
widely used for the same purpose in computer networks

9.1.1.1 The ARPA met file transfer protocol ; The file transfer protecol (FTP) can be
invoked from a user interfisce, the fip program in UNIX systems 1o explicitly copy files between
host machines on the a network by using TCP/IP. Each host that supports FTP stans a server

mmquwioemqmsuhm“apﬂiminnpcminm»mmilﬂumn&p

client code on the local machine,

FTP uses a control jon and 2 data ion for file transfer. The server's initial
service request to amive on well known port 21, so when a client wishes to use FIP. its TCP
connection request is directed at

<net, host, 21> ;
When the connection has been opened the client & server use the contrel conneciion 10
exchange these ds and control resp

When the data is transferred and client obtains a listing of the files in a directory. Each time:
the client ssues a command causing this kind of data transfer, a data cennection is opened to
place the transfer. During FTP session, connection mey be opened & closed more than once,
depending on the nature of command.

9,1,1.2 The UNIX UUCP command : UUCF (Unix 1o Unix copy) 1= a unix program that
exchange files using serial communication devices & dial up modems. The unix uuep command
has same like the cp commiand except that one source or destination of the copy 133 path name to
and inside of, a remote machine.

System_name_| ! system_name 21_.system_name_N! n_pathnames

Each system name is the name of a UNIX machine stored in the UUCP routing table. If there
is more than one sySiEm_name in remote file name, they define a path like_svstem_name 1 to
system_name N, where N_pathname defines a location for the file in the file system for machine
system _name N. Authentication applies 1o UUCP operation at each system UUCP is normally
used 10 read o file from remote host. I the client write a file 10 a remote host, then the i
settings may allow the user only 1o log in to the remote machine and to perform a UUCP back 1o
the original local machine
9.1.2 implicit file sharing

Tmplicit file sharing makes beter use of existing file and secondary memory interfaces rather
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than explicit file transfer. The multics style memory interface enables a programer to reference g))
primary and secondary memories using an extended primary memory interface. Since a pri
memory address employs a segment and offset, the segment names can be mapped 10 file names
The memory manager in the 08 automatically loads segments on reference and then binds physical
dd to the resulting two comp address in the primary memory interface, All the
information stored on the slorage devices can be referenced as segments and offsets.

Idzally, when information stored al a remote sile is 1o be accessed by a process the
comesponding program could use one of the Iwo customary memory interfaces. Using existing
interfaces is the main feature of remate files, this approach uses the secondary memory interface
1o reference files stored on remote machines.

Process
Primary memory
ke Secondary memory interface
Segmenied File
vertaal ment
memory
Device interface
Primary Storage |  +—= Mormal data flow
MOy device == Auxiliary data flow

Figure 9.1.2 : Multics segmented memory Interface
9.1.3 The Remote storage Interface

service interface, Low-level file system interfaces arc easier to implement wi rvices
with :
than are file system, access to a remote file is said 1o be transparent, R

Remote disk always provide location I i acoess
: wa : Fanspasency, meaning that the
Wudmummnmglfwﬁle is handled mlirclyhylbeﬂksy:gm. Byduwm:;nm
- mehml_ l:lrm disks mmu'eh:nc as I::H‘Hm to a local disk, since both use the
meaning every file (and digk) access is 10 o rerfiote m?:eﬁlr:‘mh m‘r m;:mnspwa —
wumlmmmmuramduwumﬂmu:mw?b“ ;
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Process
Secondary memory interface

client interface
10 remode store

Device interface
M
Storage Communication
device network

Figure 9.1.3 : Use of secondary memaory Interface for Remote Memory

9.1.4 Distributing the work

In implicitly file sharing local file interface assumes that the system implements the logic that
Bmﬁn diagram. In figure, a local server interface implementing functionality 1o the remote
machine using the network controller and protocols. g "

i aboration of previous remote memary ini ragram, w Ba
mmufeﬂﬂn the :;bgnm program executing on the client machine and :h_: remote file
facility acting as a server. The client machine OS implements par of the function for implementing
remote files with in the “remote access” module. In fisct this local pan of the remote server may
be a significant part of the remate file service. The approach is 1o keep the local file manager as
similar as possible to one with as similar s possible to one with no remote ﬁ1e_:apa‘h|l|r)- s0, the
remite access” model is the part of the OF that is responsible for implementing the remote file
operations network interactions, ir e and other l_nqllu'td- when wn;monllilcs.
However, it allows an application process to simply invoks the client part of the file server without
knowing the details of the remole access. _

The “remote storage” module in the server machine accepts slorige commands from th
client remote access module performs the operation o its storage devices, and then refums resul
to the client remote access module.

9.2 Remote Disk system

il unctions between a clienn worksiation and the remote disk server The
Glmﬁmlm: loeal virual disk driver {VDD) to replace the conventional local disk -
i mw.msummhhenwmﬂdmmﬁkwmmmyﬂm_
d"mmw device. The remote disk application (RDA). The remote disk applications
:ce lmnmlhe VDD, applies them to the server's disk drive, and retums the resuli io
the :ﬂ:mnn. It must contain local dick addresses for normal local file acoesses and virual disk

addresses for remote file BOO0ESSCS.
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Just a5 a physical disk has a devices address and a set o logical block addresses, the remors Chapter

accomplished by using the transpon layer.

:TilkhuaumqmnImmugcnu,mwmd:mufrwmkmmmisis I m

Figure 9.2 : A shared Remote Dish Server
Exercise

Very Short Question (Up to 20 words)
1. What is file sharing 7
2. What is Remote files 7.
3 What is explicit file copy 7
4. Write a command of ULCP 7
5. What is remote storage.
Short Question (Up to 50 words)
I:I. Elplujnwﬁlem.
L. Wiuisdisnibulnd:'nfnmmjmm?
. Explain FTR .
e What is remote disk system
5. What is Temole storage 7
Long Questions
1. Wﬁn:uqcsonforhwing.
(i) Filesharing
(i) Remote file system
2. Explain explicit file copying system concept.

3. Ewﬁnimﬂhnﬂhdwwwmﬁw

—_—
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Viruses and Worms

10.1 Computer virus

hmmpuuwuammmummimnwmmmsw without the
permission of knowledge of the wer. How we recogniz virus 7 I it meets two criteria :

1. Tt must execute itself

2. It must replicate itself, it may replace other executable files with a copy of the virus infected

Viruses can increase their chances of ding to other comp by infiecting files om a
metwork file system or a file system that is accessed by another computer, It can carried it ona
removable medium such as a floppy disk, CD, DVD or USB drive

The term "computer vins® is sometimes used as a caich-all phrase 1o include all types of
1 . Mal includes compater viruses, worms, Trojan horses, most root kits, skyware,
dishonest adware, crime ware and other malicious and d software, including true viruses.
There are few kinds of known vinuses. File infector viruses, boot sector viruses, master boot
record vinuses, multi partite viruses and macro viruses. This classification depends upon their
trget aren a mode of operation.

10.2 Computer Worm

A is & sell replicating computer program from system 1o system without the
P M e m,'r o ol agica Il e it Thiey ptede o
ode that can cause major damage to the files, software and data on 3 computer There are
several ways that worms can get into a computer. The most common is through the Intemet & E-
mail, which contains the names & addresses of other reachable machines. After gaining access to
4 mailing, the worm sends copies of itself (an executable program) to some o all isted machines,
the worm may or may not check whether the new destinaion is alrcady inficted. If fhev o
infection or i no check is made, the worm will atiempt 10 gain acecss to the local mailing lists |

endgrgpedey mmm.:mutbecmmm.&dm mlh:npﬁﬂfm
& travelling worms. This infection spreads quickly. mmmmmzmhi:lm .:nn:
Will drown and any other work und communicatos S B e itself 2

A com) mrmmdifftrsﬁﬁ'"“ww-r“mm amww;“r:hm ik A
Virus mf" fost program to run, and the vins “"kl wh = ’mpmdmu w‘ Mwmmmmkﬁ
“omputer w;n can spread withoul @ e 4 e

e files 1o hide inside
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10.2.1 Types oi Viruses

Viruses can be divided into 1wo types based on their behavior when they are executed,

1. Non resident viruses : Mon resident viruses immediately search for other hosts that can
be infected, infect those targets, and transfer contral to the application program they infected,

2. Resident viruses : Resident viruses do not search for hosts when they are stamed,
Instead a resident virus loads itself into memony on execution and transfers control 1o the hoy
peagram, The virus stavs active in the background and infects new hosts when those files are
sooessed by other programs of the Operating System itself.

10.2.2 Types of worms

Following are the different npes of computer worms.,

1. E mail worm : Spreading goes through infecied e-mail messages. Any form of attachmens
o link in an e-mail may contain a link to an infected website, firstly activation stants. When the
user clicks on the attachment while in the second case the activation starts, When clicking the link
in the e-mail

2. Instant Messaging Worms : Spreading through instant messaging applicati Iy sending
links 10 infected websites 1o everyone on the local contact list.

3. Internet worms : They scan all available network resources using local Operating System
services and scan the internet for vulnerable machines, attempt will be made to connect to these
machines and gain full access to them.

4, lm?wnrm_ ] Sum spreading method is used to sending infected files or links to websites.
Infected files sending is less effective as the recipient needs to confim receipt, same the file and
open it before infection will ke place,

5. Sharing network worms : Sharing network worms copics itself into a shared folder, masi
likely located on the local machines.

10.3 Dealing with viruses and Worms

1. Mew viruses can spread earemely quickly, so one should install anti virus software an
mmmmmmmm kept up to date frequently at shon notice, Te protect ¢-
mail, e-mail filtering software at the e-mail gateway can be used 1o avoid threats of e-mail bome
viruses span & spywase

2. Blocking the files immediately that often camry viruses. These incl
PIF, SCR, VBS and BAT filctypes. It s unlikel tha the organization vl cve acs s eor
nh“ﬂm.tms from the outside world. ' AR

k> Bh:cmgau the files with more than one file type extension. Some viruses disguise the fact

. p;n:rm by wsing a double extension such as TXT.VBS after the file name,

1 Cb"ﬂ‘. Peograms received from the outside - i
Propetly licensed unlikely 1o conflier with existing mﬂ”ﬁsﬁ.ﬂ Sl
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5. Use a firewall on computer connected to the intermet 1o protect laptops, desktops from
VimsEs.

. Subscribe 10 an e-mail alen service against viruses. 1t offers virus identities that will enable
the anti vinus software 10 detect them,

7. Back up the data regularly and check them that the backup were successful. One way also
find @ safe place to store the backups, perhaps even offset in case of fire.

8. Regularly stay up 1o data with software patches that can close loopholes Watch out for
security news and download patches that can make the system vulnerable 1o viruses or worms.

10.4 Security Design principles

Ta p security violations, a set of p ion mech must be held on system.
Sophisticated users of most systems are aware of at least one way to crash the system, denying
other users authorized access 1o stored information. Some useful principles can guide the design
and contribute to an implementation without security flaws. Following are some design principles
that may be particularly profect mechanism-

{i) Economic Approach : The design should be as simple & small as possible for protection
mechanism. For this reason that design and implementation erfors can result in unwanted access
path will not be noticed during nommeal use.

{ii) Fail safe approach : The defsult situation is lack of access, and the protection sc
idenitifies conditions under which acoess is permitied. The altemative in which hani: thermpt
1o identify conditions under which access should be refused presents the wrong psychelogical base
for secure system design.

(i) Complete medium : Every access to every object must be checked for authority. This
in primary base of protection system, [t forces a system wide view of access control, which in
addition to normal operation includes initialization, recovery, maintenance,

{iv) Open design approach : The design should be open. This mechanisms should not depend
on the ignorance of attackers, but rather on the possession of specific, more casily protected keys
or passwords. This decoupling of proteciion mechanisms from proteciion keys, permits the
mechanisms to be examined by many review without concern that the review may itsell compromise
the safeguards. .

(¥) Privilege approach : Once the mechanism is locked, the two keys can be physically
separated and distinct programs, organizations of individual made responsible for them. From then
o0 no single accident, deception of breach of trust is sufficient to compromise the protected
information :

{vi) Least Fﬁ“k‘n Pmﬂdlﬂ H Ewr:.s}shcm and pmgrum S_hm.ﬂd operate using the least
set of privilages necessary 10 complete the job. This principle !uuns the nhm.gg_ that u_n_mwll
Trom an accident or ervor. It also reduces the ber of poter amang privileged
Programs to the minimum for comect operation, so that 1, ed or improper use of
Privilege arc less likely to occur.
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(vi) Least common mechanism : Minimize the amount of mechanism common 1o more
than one user and depended on by all uses. Every shared represents a polential information path
between users and must be designed with great care 1o be sure it does nol uninientionally compromise
secunty. If one or a few wsers are not satisfied with the level of certification of the function, they
<an provide a subsiitute or not use it at all.

10.5 Authentication

Authentication 15 the process of identifying an individual usually based on a usernance and
password. In security system authenticasion is distinct from authorization, which is the process of
giving individuals access to system objects based on their identity.

Computer security authentication means. Verifying the identity of a user logging onto a network,
Password digital certificates smart card and biometrics can be used to prove the identity of the
user to the network. [t also includes verifying message integrity, e-mail suthentication and MAC

(M Auth Code), checking the integrite of a transmitied message.
There are human authentication, challenge resp thentication, p digital signature,

IP spoofing and bi ics, human ion is verify that a person initinted the transaction,

not the r. Challenge resp thentication is an cati hod used to prove the

idm:iu-nhwlnuin;mmenmEmhlmmmhﬁuﬁmmww
password of smart cards that can be stolen. Password is a secret word or code used to serve as
& security measure against unauthorized access 1o data :

The two major appli of digital sij are for sefting up a secure connection 1o &
websiie and verifying the integrity of files transmitted. IP spoofing refers t inserting the IP address
of an authorized user into the ission of an unauthosized user in order 1o gain illegal access to
2 COmpUIEr Sy$iem.

10.5 Protection Mechanism

A control mechanism can be implemented for each resource of operation. A process should be
ﬂlmd_mmmlr!hmrmnmi:m been authorized to access. A process should follow
some principle so that it should be able to access the resources, which it currently needs it will
peotectod and others will be towlly safe, which is mot required.

10.5.1 Access rights

At any instance, protection should be provided to those resources, which may be currently
used by 2 process. Thus, a domain known as protection domain can be defined for a process.
Such nm-_mllmnﬂmmﬁnﬁoﬂ:.ﬂh types of operating that can be invoked an
each object. This means that domain in  set of <object, rights> pair, ‘Right refers to the operations
Mmhﬂln?ﬂcﬂh‘lmmlkm MWMMMLMWWM
rights of a particular process on the corresponding object
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10.5.2 Access malrix

The access matrix model is the policy for user authentication and has several implementations
fike access control lists (ACLS) and capability lists. I is for checking that which user have sccess
1o what object OF resaurces. So it is check the access rights of user on system resources. It
consists list of objects, list of subject, funciion returing abject type, matrix of resource columns
and subject making the rows.

10.6 Protection of files

Towmﬁlnsrmmuﬁmmwmmmm computer system provide
meihods for protect files. Computer that allow for multiple users implement file permissing to
contral who may or may not modify files an folders. A given user may be granted permissions o
modify a file or folder, but not 1o delete it or a user may be given permission to create files or
folders, but not to delete them. Permission may also be used to allow only certain users to see the
contents of a file, it protects unauthorized competing or destruction of information in files and keep
private information confidential Another protection mechanism is read only flag. It is used to
invisible certain files in hidden part of system. When this flag is tumed on for a file, the file can be
examined put is cannot be modified or erased.

10.7 Emcryption

computer networks 'nwmmmhwinrwnhmsmmm
ﬂu::h wimeummnppizuﬂwinm is possible, Thus, the operating system
S&me\emmmluﬁgt:mmi.uomm:mﬂmmmrmndm

u‘Eﬂtr)‘ph. such data 0 be bled so that even if
jon is one swch mechanism, which allows ita 1o be scraml :
sm.gmimm.;nmmm.ilismmdﬁemhm.mus.mwumd
mhi;wmmmmmwmm

1 nu-zm"?:imm from (“Clear” or "phain text”) to coded information ("cipher text”),
which cannot be read by outside parties. _

2 mszmEMWHWmdmmmam. _ )

3. Thi Mhmﬁmwlﬁllkinmllﬂmu?mdml.nlbﬂm
. = mmlohjminlh:mrmnfdph:rmtwmnuudnnﬁmmmm
m‘s{dpwb)ﬂdphdmﬂluylﬁnmismmIHFMSMIMW

and decryplion mechanism.
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Algorithm &
Encryption key
Travels the
. network 9
" Encyption at Decryptionat [
et scndep:smd Cipher fext Reu'yn-cfs:nd Plain text
(Actual data (coded data)
10 be sent over|
network) 1'-
Algorithm and
decryption key

Figure 10.7 : General Encryption and decryption mechanism
The main challenge in using this approach is the development of encryption schemes that are
impossible to beeak.
These are two kinds of encryption.
1. S)mmmiuJEnmmorMhyw:humaﬁnghkylomn and decrypt the
transmitted data.
2 wm'whﬂmﬁmlw.inmeWMi:uﬁww
and another to decrypt the transmitted data.
Encryption Schemes :
® One scheme (that uses single secret key) called data encryption standard (DES), was
once adopted as standard for encryption. This scheme, how ever, suffers from key distribution

Berwmm:_.mﬁm can take place, the secrel keys must be sent securely to both the
sm:l:rmdlhamn'-t.t.mism&mﬂismwmumofmdmmmbyumumﬂ
users who may be trying hard to know the secret keys.

® A soluti

10.8 Protection of user files

Let's look at some ways 10

" protect your all important user data from loss and or unauthonized
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| 10.8.1 Back up early and often

| The most iMPOaN step in protecting your files from lass is to back it up regularly. How oflen
| should you back up ?
You can use the back up wiility built into windows to perform basic backups. You can use
.gdewsimpliﬁ'llwpfwofuMngndremringhnlnq:smwummqﬁgureﬂubadrm
gettings manually and you can schedule backup jobs to be performed auto matically,

10.5.2 Use file level and share level security

To keep others out of your files, the first step is 1o set permissions on the daia files & folders.
If you have duta in network shares, you can set share permissions to control access the files
across the network with windows 2000/ xP. This is done by clicking the per missions button on the
sharing tab of the files or folder's sheet.

Hmm.lmmmmmwlywmmMmkmlhe!odmww
on which the data is stored. If you share the computer with some one else, )wm]lhmmu:
file level permission (also called NTFS permission, because they are available only for files
folders stored on NTFS-formatted partitions.

10.8.3 Use EFS encryplion .
Windows the encryplion ﬂhmmivmmmmuwm?_ﬂm e based

WmmmmmﬁﬁﬂMﬂmmmmmmma

mhimimormmmmmawmmennmw&pum_

10.8.4 Password protect files

et ill allow you to set passwoed on individual d To open the d 1
Mmmﬁwmﬂm ‘!‘b:lmv!ﬁm Mt&uﬂm@uﬂﬂ.umm_m
Miswlum.mmmﬂmmmmwwmmnﬁum.

such as Advanced office passwond recovery.

10.8.5 Make use of public key in infrastructure . . -
i for managing pub!id?liwelaeyp_m and digital mﬁﬂ_ es. Because
wfmgﬁiimw-mmmw.wmmﬁmww. .
;meudm:wwﬂlMﬂﬂ?ﬁlhwmdnwmwn;nﬂmﬂ:wm
buy:rm'l agnm recipient, which btv:ilthlelomrnm.mmlyqummmlheﬁw
dmw"i’::: the holder of the private key that comesponds to that public key.
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Exercise

Part | (Very Short Answer)

1. Which is the most common security method ?
2. How many types of worms ?

3. Give example of any two type of viruses.

4. What is security ?

S. Explain system threats ?

Part Il (Short Answer)
1. Write short notes on authentication.

*2. Explain virus and worms and explain the differences of them.

3. Discuss the major program and system threats
4. Explain protection mechanism.
S. Explain the types of viruses.

Part Il (Long Answer)

1. How you deal with viruses & worms.

2. Explain file protection. )

- What are the basic principles of security design ?
- Explain the incryption in details ?

. Describe the protection of the fiels ?

w

th &
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